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A. BIOTPA®IKO XHMEIQMA

A.1 TIPOXQIIIKA XTOIXEIA

Ovopatenmvopo: Towyov Ayyehkn
Ovopato yovéwmv: I'ewpyrog ko Mapia
Hpepounvia yévwnongc: 6 Oxtowppiov 1980
H)extpovikn Aebbvvon:  atsohou@ionio.gr
Tniépwvo Epyaciog: +30 - 2261087738
AevBvvon Ietocelidag: http://di.ionio.gr
Google Scholar:

A.2 XITIOYAEX

ISO 27001 Lead Auditor (2016), Information Security Management Systems (ISMS) Auditor/Lead Auditor
(In accordance with ISO 27001:2013), TUV NORD, IRCA Certified Training Course

Meraddaktopikn) Epsovijtpro (Post-Doctoral Researcher) (2013-2014), University of Jyviskyla,
Department of Computer Science and Information Systems, ®wAavdio

Meraddaktopikn) Epsovitpro (Post-Doctoral Researcher) (2011-2013), Brunel University West London,
Business School, Hvopévo Baoileto

A oxTopkd Airhopa (Apiota), Tuquo Mnyovikav [Tinpoeoplakdv kot Entkovoviokov Zvetnudtov,
Hovemomuo Atyaiov (2010), Tithog didaxtopikng dwtpipng: H Eviyuepotnta Aopdleiag ota [laioio e
Moiknong Aopaolerag IAnpopopiaxamyv Zvothudtwy

Meroartoyaxéd Airhope oto IIAnpopopioxd Xvatiuato (Apiota), Turuo ITAnpogopikng, Otkovopiko
IMavemomuio Adnvov (2002-2004)

Irvyio ITAnpogopixic (Aiav Koidg), Tunua [TAnpopopikric, Owcovopikd Iaverotuo Adnvav (1998-2002)
A.3 EPEYNHTIKA ENAIA®EPONTA

»  TloMtikég Acpdietog, Aviiiqyelg Emkivovvomroag ko Evnuepdmto Xpnotov (Information Security
Policies, Risk Perceptions and User Awareness)

»  Avdlvon Enikivduvottag kot Atoiknon Acedeiag ITAnpogopiov (Information Security Risk
Assessment and Management)

»  TloMtikéc Acpdietog yio Tnv Opbr Xprion tov Atadiktvov (Security Policies for Acceptable Internet
Use)

» ISwtikodtta oo Awadiktvo kou Epyoleia Evioyvong g Idiwtikétntag (Internet Privacy and Privacy
Enhancing Tools)
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A.4 MAPOYXA ATTAXXOAHXH
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ISiwTikdtTo 08 Atadiktvokég Eappoyéc Kivntov Zvokevdv (Privacy Protection in Mobile
Applications)

[Tpotvra Acedietog kot Idiwtikétrag (Information Security and Privacy Standards)

Hlextpovikég Ynnpeoieg Atadiktoov, Hiektpovikr| AwkvBépvnon kot ITAnpoeoprokd Xvotiparta (e-
Services, e-Government and Information Systems)

Xentéppprog 2016 - Iipepa: Exmikovpog Kadnyiqrpra oe Acpdieio kot [diwtikdém o 6to Alodiktvo, I6vio

Hovemomuo, Tuquo IAnpogopikrg, Képkupa, EALGSQ

A.5
A51

A5.2

A5.3

A54

A.5.5

A5.6

A5.7

A.5.8

A.6
A6.1

A.0.2

2YNOWYH EITATTEAMATIKHX EMIIEIPIAX

Yentéppprog 2014 — Avyovotog 2016: Aéktopag o Acpdlrela kot IdiwTikdtTa 6t0 Aladiktvo,
16vio TTavemoto, Tuqua [TAnpopopucig, Képkvpa, EALGOQ

Tovlog 2013 - Avyovetog 2014: Metodidaktopikny epevvitplo. (Post-Doctoral Researcher),
University of Jyviskyld, Department of Computer Science and Information Systems, ®wiavdia.

Tovlog 2012 - Tovviog 2013: Ewdikevpévn epsvvitpla (Senior Research Fellow) ce acodielo kot
WoTKOTTA dnpociov vanpecwuov oe mepPdilovia vepovmoroylotikig, Brunel University West
London, Hvepévo Baci)eto.

Tovviog 2011 — Tovviog 2012: Eidikevpévn epevvitpuo (Senior Research Fellow, Marie Curie FP7
People) oe pmyovikn emyyeipnolokdv  dodikacidv  (Process engineering) oe  mepipdAiovia
nAekTpovikng dtakvPépvnong, Brunel University West London, Hvouévo Baciieto.

Agképfprog 12.2009 — Iovviog 2011: Ewdwkr Zvvepydng tov Ewikod [poppoatéo Emyeipnoiaxod
[poypaupatog «Atotkntikny Metappoduion 2007-2013» tov Yrovpyeiov Ecmtepikdv, Amokévipmong
kot Hiektpovikng AtaxvBépvnong, EALGSa

Yentépupprog 2010 — Iovhog 2011: Awdokovca Pacer tov ILA. 407/80, Tufuoa Pnoaxodv
Yvomudtov, [Havemommuio [epaidg, EALGSa

Defpovaprog 2010 — Toviog 2010: Emotnuovikog Zuvvepydamge, Tunue Ynewkov XZvoemudtov,
Hovemomuo Ieparmdg, EALGSa

Méptiog 2005 — XemtépPprog 2009: Xvppetoy] o€ €PELVNTIKA KOl AVATTLEOKG £PYO. LECH TV

gpevvnTik@v ouddmv tov Iloavemotnuiov Aryoiov kot tov Owovopwov Ilavemotpiov Adnvov,
EAMGSo

ATAKPIXEIX

Outstanding Reviewer 2013 yw to smotuovikd Tleprodwkd Transforming Government: People,
Process and Policy, Emerald Literati Network Awards for Excellence 2013

( )

Outstanding Reviewer 2012 yio to emotnuoviko Ilepiodikd Journal Information Management and
Computer  Security, Emerald  Literati  Network  Awards  for  Excellence 2012

( )
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A.0.3

A.64

A.0.5

A.0.6
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Ynrotpogia Marie Curie 2011, oto mhaicio Emotnpovikod ‘Epyov vo ypnuotoddtmon amd v
Evponaixn Enttponn

Highly Commended Award Winner for Outstanding Paper at the Emerald Literati Network
Awards for Excellence 2009 yw. to apbpo Tsohou A., Kokolakis S., Karyda M., Kiountouzis E.,
"Process-Variance Models in Information Security Awareness Research”, Information Management
and Computer Security, Vol.16, No. 3, pp. 271 - 287, 2008

( )

IpoTomo ApBpo (Sample Article) yia o meplodicd Information Management and Computer Security
2009 ya o apBpo yio. to dpBpo Tsohou A., Kokolakis S., Karyda M., Kiountouzis E., "Process-
Variance Models in Information Security Awareness Research", Information Management and
Computer Security, Vol.16, No. 3, pp. 271 — 287, 2008

Yrnotpogio amd 1o Metamtoyloké Mpoypoppa Xmrovddv ota [IAnpopopioxd Zvotiuato (Apiota),
Tuqua IMnpogopikng, Owovouiko MHavemotiuo Adnvav (2002-2004)

A.7.1 AIAAKTIKH EMIIEIPIA

Metantoygraka Ilpoypappoata Xmrovoav

A7.11

A7.1.2

A7.13

A7.14

A7.1.5

A7.1.6

AWAoKOVGH, aVTOOUVOUN OlBACKOAN EVOTHTOV ©T0 mAdiclo Tov padnuatog Eidika Ofuazo
Aopdleiog kor Ioiwtikétnros oto Awadiktvo (Xewepwvd e€dunvo, 2015; Xewepvd e€dunvo, 2016),
[pdypappe Metantoyakdv Znovddv oe [IAnpopopwkn, Tunua [TAnpoeopikng, 1ovio Iavemotuio

AWAoKOVG, OUTOSVVOUN  OB0CKOAN &VOTHT®V ©T0 mANico Tov  pabnuoatog  Aopdleio
I npogpopraxcrv  Xvotqudtwv kou Awktdowv (Eopwd  eEqunvo, 2016; Eapwo e&aunvo 2017),
[pdypappe Metantoylakdv Znovddv oe [Iinpopopikn, Tunua [IAnpoeopikng, Iovio IMavemictipuio

AWaoKovea, avtoduvaun owackaiio tov pabnpatog Aopdleio Ilinpopopioxwyv Zvotnudtwv Kol
Teyvoloyiec Evioyvong tne Ioiwtikotnrog (Xeywepvo E&aunvo, 2016), Teyxvoloyieg kail Atoiknon
[Minpogoplokdv kot Etkovoviakdv Zvotpdtov, [loverotiuo Atyoaiov

AW aoKoVGd, ovTodvvaun ddackaAio Tov pabnuatog ITAnpopopiaxa Zvorijuore (Xeypuepvd EEqunvo,
2016), Teyvoloyieg ka1 Aoiknon ITAnpogoploxkdv kot Emkowvoviokdv Xvomudtov, [averotiuo
Avyaiov

Hpookexinuévn Ewsnyfqrpre, oavtodvvaun Owdackaiio evotitov Tov  pobfiuotog [ Aidooes
Hpoypouuationod ko Bioloyikéc Baoeic Asdouévaov (Xeepwd e&aunvo, 2016), Ilpdypaupoa
Metomtoyok®v Znovddv Brominpopopwkn kot NevpormAnpopopikn, Tunpa ITAnpogopikng, [ovio
[Mavemot o

Hpookexinuévn Ewonyntpra, avtodvvaun dSwdookorio evotitov tov poabfqupotog Aopdleio
IDnpogopraxwv 2votnuarwv xor Teyvoloyies Evieyvong tne Ioiwtikotnrag (Xeepwd e&aunvo,
2015), Ipoypappo Metamtvyokdv Emovdmv oe Teyvoloyieg kot Atwoiknon ITAnpogoplaxdv kot
Emkowoviakov Zvomudtov, [averiomuo Atyaiov
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A7.1.7

A7.1.8

A7.1.9
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Hpookexinuévn Ewonynrpla, oavtodvvoun owdockodMo &vothtov Tov pabfquotoc  Aioiknon
IAnpogopiaxawv 2vetqudtwv (Eapwd eEdunvo, 2015), Tlpdypoappe Metantoylokdv Xmovddv o€
Teyvoroyieg kot Aoiknon ITAnpogopraxmdv kot Emkowveviakdv Zuomudtov, Hovemotiuo Atyaiov

Awaokovea facel Tov I1.A. 407/80, avtodvvaun ddackoiio EvOTHTOV 610 TAAIGLO TOV HOBNUATOSG
Holitikes kou Awoyeipion Aopdleiog (Eapwvo EEaunvo 2011), Ipdypappo Metamtuylokdv Zmovddv,
Mertomtoyokd  Aimiope  Ewdikevong «Teyvoowkovoukn Awoiknon kot Acepdieid  Pnoloxov
Yvomudtovy, Tuqpa Ynewkov Zuotmudtov, [avemotuo Iepaundg

Emotypovikdg Xovepydrneg, Stopopemon kot Sdackoria tng VANG dVo SoAéEemv Tov pHobnuatog:
Holitikés kou Awoyeipion Aopdleiog (Eapwvod EEaunvo 2010), Ipdypapupo Metantuylak®dv Xmovddv,
Mertomtoyokd  Aimiope  Ewdikevong «Teyvoowkovopkn Atoiknon kot Acedrein  ‘Pnolaxodv
Yvompdatovy, Tpqpa Ynewkov Zuotpdtov, [Havemomo Hepadg.

IMlporntvyrakd MMpoypappata XT0vé®OV

A7.11

A7.1.2

A7.13

A7.14

A7.15

A7.1.6

A7.1.7

A7.18

A7.1.9

AWaokovea, avtodvvaun owackaiioo Tov pabfuatog lolitikés war Teyvoloyies Aopdleiog kou
Iownxotyrag (E° E&aunvo, 2014 - Xnuepa), Ipdypoppe Ilpomtuylaxedv Emovdmv, Tunua
[Minpogopikng, Iovio Iavemomio

AWaoKoVGd, ovtodvvaun Jdackoda Tov pabquotoc Awiknon Aopdleiag  IIAnpopopioxav
2votquarwv (H E&bpmvo, 2015 - Znuepa), Ipdypoppo Ilpomtuylokdv Zmovddv, Tunua
[Minpogopikng, Iovio averomuio

AWaoKovGa, avtoduvaun dwoackaiio tov padnuatog Eidikd Oiuata Aopdieias [inpopopiav (ET°
E&aunvo, 2016 - Efuepa), [Ipoypappa Ipomtoyokdv Xmovddv, Tunuoa I[TAnpoeopucig, Iovio
[Movemomo

AW aoKOVGd, aVTOdHVOUN ddackorio Tov padnuatog Mabnuotikos Hpoypouuotiouos (E” EEqunvo,
2014 - Xrquepa), [pdypappa [portuytaxdv Xmovdmv, Tuqpe IIAnpopopikng, Iovio [Mavemotio

AWaoKoved, ovtodvvaun dwackaAioa tov podnuatog Lvotjuoaro Ymootipilne Amopdoewv (Xt
E&aunvo, 2015), TTpoypappo Iportuytakdv Emovdmv, Tufua ITAnpoeopikig, I6vio IMavemiotiuio

Ewdwkeopévn Epeovijtpra, Awdookorio oto mAaiclo PETASIOUKTOPIKNG EPELVOC, GLVIOUCKOAN TOV
podnuatoc “Information Security Management” (sopwvo Eaunvo, 2014), oe cuvepyaoio pe Tov Kab.
Siponen Mikko, Tuqua Emotmiung Ymoioyiotov kot ITAnpoeoplaxdv Zvotudtov, University of
Jyviskyld, Finland

Awaokoved Pacer tov ILA. 407/80, ovtodOvoun dSwoockaAio Tov pabfuotog [lolitixés kou
Mioyeipion Aopdleiag (gewpepvd egdunvo 2010) Tunue ¥Inoewxov XZvommudtov, Tlavemotipio
[Telpaiade.

Awaokovea PBacer Tov ILA. 407/80, ovtodbvoun odwdackorio Tov pobnuatog Aopdicio
IDnpogopraxwv Xvotnuarwv (Eapivé EEaunvo, 2011) Tufua Yneokov Zveomudtev, Hoaveriotuio
[Teparoc.

Emompovikog Xovepydtng, avtodbvoun odaockoria, Soapopemon Kot SdackaAio g VANG tov
pabnuatoc: Aopdleia HAnpopopioxwv Zvotnudtwv (Eapwo E&aunvo 2010), Tunpoe Ynoeoxodv
Yvomudtov, [avemomuo [epoimg.
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Mpoypappato Kataprtiong kot Emipopomong

A.7.1.10 Etonyntpuo Bepdtov acedielog minpogoplak®y cvotnuatov, EOviké Kévrpo Anpdciog

Awikneng kot Avtodwoiknong (2.2010-4.2010)

A.7.1.11 Etonyntpia Ogpdtov [lpotomwv Acedieiag ITAnpogoplokdv Zvomnuatwv kot Oepdtov

Emyepnolokng Xvvéyeiag oto European Intensive Programme on Information and
Communication Technologies Security (IPICS 2009, 2010, 2011, 2012, 2013)

A. 7.2 EHNIBAEYH YIIOVYH®DPIQON AIAAKTOPQN KAI >YMMETOXH
JE EEETAXTIKEY ENNITPOINIEY AIAAKTOPIKQN AIATPIBQN

A7.2.1

A7.22

A7.2.3

A7.24

A7.25

A7.2.6

A7.3
A7.3.1

A7.3.2

A7.33

A7.34

Emprémovoo dwdaxtopikng owtpiPric tov lwdavvn Ilaondrtn, «Amd-avovopomroinon Oedopévav
EPUPHLOYDOV KIVIITOV TNAEPOVOV Kol Kivouvol 1dtotikotntacy, lovio [avemotio, oe e£€Mén

Méhog g Tpuerovg Emtpomnic g didaxtopikig detpiPnc tov Avopéa Xxdikov, «ITAnpopopiaxn
[diwticotta Ko AvBpdmvn Zopmeprpopdr, [avemotipio Atryaiov, og eEEMEN

EEotepikn kprrg ddaktopikic dtatpiPng tov Jouko Selkdld, yio tn ddaktopikn dotpiPn pe titho
“Chief Information Officer decision making: Issues and a Process View”, Department of Computer
Science and Information Systems, University of Jyvaskyla, Noéufpiog 2015.

Méhog ¢ Emtapelovg E&etactikng Emttpomng e ddaktopiknig dtatping tov Zipov EZTodpov UE
titho Designing Cloud Forensic-Enabled System, Iaveniotuo Atyaiov, Iovvio 2017

Eéotepukiy kprtig d10akTopikng dwotpiPfg e Ana Nieto Jiménez, yio tn Sd0KTopikn dotpipr] pe
titho “Design of Mechanisms for Development of Secure Systems trading-off Quality of Service”,
University of Malaga, Mdiog 2015.

EEotepikiy Kprrilg g didaktopikiic dotpipng tov Jouko Selkdld pe titho «Chief Information
Officer Decision making: Issues and a Process View, ITavemotiuio g Jyvasklya, NoéuBptog 2015.

EIHNIBAEYH METAIHNTYXIAKQN AIINAQMATIKQN EPI'AYXIQN

Empiémovoa ot petommoylakn dSmiouatikny epyociog e Koatepivag Tovpelidov pe titho Privacy
Policy Visualization and Information Privacy Awareness, I6vio [Tavemotio, Toviog 2017

Emprémovoo otn petomtuylok SmA®UOTIKG gpyocia tov Odvov Ilomoiodvvov pe titho H
dwpdépemon e Pnoewkng Tavtdtrag kot 1 Avtiinyn g Idwtikdtrag ota Méoa Kovovikng
Awtowong, [6vio Iavemorto, lodiog 2017

Emprémovoo ot petamtuyokn ouwmlopotiky epyoacic g Ayyehwkng [oaykpdrn, Xvvepyartikn
uabnon pe vmoompiEn vmoAoywot] (CSCL): Avamtuén ekmaidentikod VAIKOD G€ GUYYPOVO
nepPailovta pabnong oxeTikd pe v acedieia oto d1adiktvo, Iovio [avemotiuo, og e&€Mén

Emprémovoo ot petamtuylokn Smlopatiky epyacio tov lodvvn Kovpued, Enaypdnvnon pabntov
[Ipwtofadog ekmaidoevong mepi [diwTicotnTog 610 Aladiktvo, Iovio [Tavemotiuo, og e£EMEN

A. BIOTPA®IKO XHMEIOMA ZeAda7
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A7.3.5 XovempPrémovoo ot UETOTTUYOKN OmA®UOTIKY gpyacio tov lodvwvn Ilaomdtn, Evnuepotnta
WIOTIKOTNTAS GE E€QUPUOYEG KWVNTMV GLCKELOV HECH TEXVIKMOV omTikomoinong, llavemotiuo
Avyaiov, OeBpovéprog 2017

A.7.3.6 Méhog TG €EETAGTIKNG EMTPONNG GTY| LETONTLYLOKN SIMA®UOTIKY epyacio Tov ['ewpyioov Perovka,
Information Security Policies for Critical Infrastructures, I6vio ITavemiotiuo, Ioditog 2017

A.7.3.7 Méhog NG €EETUOCTIKIG EMTPOTNG OTN LETOMTUYIOKY OA®UATIKY gpyacio tov Ayyelov Ilpofard,
Privacy Enhancing Tools and Forensics Investigation, I6vio IMavemiotuo, Iodiiog 2017

A.7.4 ENIBAEYH IHTYXIAKQN EPIrAXIQN

A.7.3.8 Empiénovea otn mroyloxn epyacio tng Eppoavovéiag Opeavov, Ot KabBopiotikoi [apdyovteg taov
Avtinqyeov Idiwtikomtog tov EAAnvov Xpnotov Kowvovikdv Aiktdev kot 1 Enidpacn toug oty
Yo0étnon [Ipoctatevtikng Zopmepipopag, 1ovio [avemotuo, og EEMEN

A74.1 EmBAiémovoa ot mroywokn epyacio tov lodvvn TlaAdn, A&woioynon Epydoieiov Evioyvong tng
Awavelag kot Idiwtikdmrag, Iovio [Mavemotio, lodvviog 2016

A.7.42 EmBriémovoa otn nruyloky| epyocia g Maydoinvic Oppavod, 1Ipoctacio TpocoOTIKOV deS0UEVOV
Kot avTiAnym 10Tkt Tog epyalopévav oTo TACiGlo Toupeldv Tpamelikng, lovio Iavemoto,
Méiog 2016

A.7.3 EPEYNHTIKH EMIIEIPIA - EPI'A EPEYNAYX

AreOvn Epevvntika Epya
A.7.3.1 E&adikevpévog Xopupovrog oe Eviiuepotnra Aceaisiag Iinpogoprdv, Expert Services related to
the European Cyber Security Month (ECSM) in 2017, ENISA (11.2016-08.2017)

A.7.3.2 Process Engineer, EU Programme FP7/Marie Curie People Project Reference 1APP-2008-230658:
“CEES - Citizen oriented Evaluation of E-Government Systems”, Brunel University, (07.2011-
04.2013).

A.7.3.3 Information Systems Evaluation, EU Programme FP7/Project Reference INFSO-ICT-248010:
“UbiPOL- Ubiquitous Participation Platform for Policy Making”, Brunel University, (08.2011-
04.2013).

A.7.3.4 Information Privacy Manager, EU Programme FP7/Project Reference CIP-ICT-PSP-2011-5:
“Openly Accessible Services and Interacting Society”, Brunel University, (02.2012-06.2013).

Meretntika kot Avarntvrokd Epya EOvikng Eppérerac

A7.3.5  Avaiotpro Eruavovvotnyrag, ‘Epyo “Exmaidcvon Acitovpywv A’ Tunua Yanpeoiwv [Anpopopikis -
Tpororo 904 Miayeipion Kivoovawv”, PLANET A.E., 2016.

A7.3.6  Avaiotpw Emuavovvomnrag, ‘Epyo “Meléty  Aopdieios yia ta Tewypopixa Zvotquoto.
IDnpopopiwv (Hiextpovikn Ilodeodouia) yio tic Noupopyioxés Avtodioiknoeis s Xwpag”, TREK
Consulting - Mavemotuo Atyaiov, 2009.
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A.7.3.7  Epsovrpuo, «Ilopaymyn ekmoidevtikod VAKOD HE BeUaTiki evOTNTO “aCQAAELN TAPOPOPLOK®DV
CUGTNUATOV G€ TEPIPAAAOVTO NAEKTPOVIKNG OlaKLPBEPYNONS” Yol TO £pY0 KATAPTION KOl TIGTOTOINGN
oe Pooikéc 0e&l0tnTeg Kot Katdption og mponyuéveg de&totteg ot yprion TIIE epyalopévaov oty
tomikn avtodoiknon», PLANET A.E., 2009.

A7.3.8 Avaiotpwe Emuavovvomnrog, ‘Epyo «Meiéty Aopdleias yia to Olorinpwuévo Tinpopopioxo
2ootnua kor ™ Awadiktvary 1Iodn emxorvwvias tov EOvikod Hopotnpntnpiov yia tic MMEy», TREK
Consulting - EOMMEZX - IMTavemotiuio Atyaiov, 2008-09.

A7.39  Avarvrpro Emuavovvétnrag, ‘Epyo “Meiéty Aopdleiog twv Oloxinpouévwv Inpopopioxadv
200THUATOYV KOl EYKOTOOTACEWY  Yi0. TIC DTOCTHPIKTIKEG — Jgitovpyies  twv  Nouopyioxwv
Avtodioiknoewv”, EIIIZEY/EMII - [Tavemotuo Atyaiov, (11.2007 — 04.2008).

A.7.3.10 Avoiotpwe Eauavoovotntog, ‘Epyo “Melétn  Aopdleias tov  IIAnpopopraxod Zvotiuotog
Aerrovpyixng Ieproyn Biounyaviag xor Opovkrov [Ilodtov twv Noupapyiaxwv Avtodioiknoewv kol
gykoraotaoev v Nouopyioxwv Avtodioiknoewv”, KANTOR AE - Ilavemotiuio Atyaiov, (04.2008
—07.2008)

A7.3.11 Avaivtpre  Eauavoovotnroag, ‘Epyo “Melétn  Aopdleias tov  IIAnpopopraxod Zvoriuorog
Evnuépawons kou Eéomnpétnong Zoveoliotvywv e Ievikng [pouuotsios IAnpopopiaxav Zvotnudtwv”,
Quality and Reliability A.E. - INTRACOM - ITavemot)o Atyaiov, (11.2007-02.2008).

A.7.3.12  Avaiotprwe Eauavoovotnrog, ‘Epyo “Meléty Amotiunong Emikivovvotnrag & Zyediov Aopaleiog
¢ Kevipixng Kofepvyurnc Awadiktvoarng 1Ioins e Anuooias Aroiknons yio v Iinpopopnon &
Aopaln Aiskrepoiwon Hiextpovikwv Xovallayndv twv Tolirdv/Eniyeipioecwv”, Info-Quest - Decision
Systems Integration — ITovemoto Atryaiov, (09.2007-02.2008).

A7.3.13  Avaiotpuwe Emuavovvotntag, ‘Epyo “Meléty Aopdleias Inpogpopioxod Zvotiuatoc Eumopiov kai
Avaoviuwv Ertouperdv”, Siemens - Quality & Reliability — Owovopucéd Havemotmpo Adnvav, 2006.

A.7.3.14  Avaiotpro Emuavovvotntag, Epyo “Meiéty Aopdlsiag [TAnpopopraxod Xvotiuoaros Hisktpovirng
Toleooouiag”, Singular Integrators — UniSystems — Owovopko [Mavemotipo Adnvav, 2006.

A.7.3.15 Aveitpre Emuavéovotnrag, Epyo “Zyediaouds ko viomoinon elinvikng Apyns Ihotomoinong yio.
my Exdoon niextpovikwv dafornpionv’, D.S. Technologies - Owovopkd Iavemotmpio Anvov,
2006.

A7.3.16 Avaiotpwe  Emuavéovvotntog, ‘Epyo “Melétn  Aopdleiog  Oloxnpwuévov  Inpopopiaxod
2votiuarog Yysiag AYIle loviov Nriowv”, Kowwvia g ITAnpogopiog AE — Remaco AE —
Oucovopuko [avemompio Adnvov, 2006.

A.7.3.17Avardtpra. Enuaivovvotnrag, ‘Epyo “Meléty Aopdieras Inpopopioxod Zvotiuotos [vpoofeotiod
Zoparog”, Quality and Reliability A.E. — [Tavemotiuio Aryaiov, (1.2006 — 1.2007).

A.7.3.18 Epegvvirpra, ‘Epyo, “FEleyyos ZvuPototyros e Etoupeiog « ECDL EJLagy» we to llpotoro ISO/IEC
270017, CheckPoint, ECDL Hellas, 2006.
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A7.3.19 Avaiotpwe Emuavovveotnrog, ‘Epyo “Medéty Zyediov Aopdleiac tov [evikod Noooxoueiov
KopivBoo yia ) Aeitovpyio apyeiwv ue evaioOnyto dedouéva”, TN KopivBov — [avemomuo Aryaiov,
(11.2005 — 12.2005).

A.7.3.20 Epsovitpwa, ‘Epyo e-UNIVERSITY: “Melérty, Kobopiouos Teyvikwv Ipodioypapav-Tevywv
Mwayoviouwv & Enifleyn Avadoyov Yiomoinong tov Zvotnuaros Anuooieboewv, IIAnpopopnons kxoi
2vvaddayav tov Hokity oe Gsuata Aownuikwv YmobBéoewv xor e lpounbeias kor Eykataotaons
Aixrvaxod kou Yroloyiotikod E¢oriionod”, Kowwvia g [TAnpopopiag A.E. — [Mavemomuo Atyaiov,
(6.2005 — 12.2006).

A.7.3.21 Epegovqtpra, ‘Epyo “Ylomoinon tov eldnvikod onuaros copuoppwons/moiomros vanpeciov/otktomy
o0 EAOT”, EAOT — Owovopuo ITavemotiuo Adnvov, 2005.

A. 7.4 AOIIIH ENATTEAMATIKH EMIIEIPIA

Ewdowkn] Xvvepyatng tov Ewdwov Ipoppatéa Emyeipnoioxod Tlpoypappatog «Alotkntiky Metappoduion
2007-2013» 10ov Ymovpyeiov Eocwtepikdv, Amokévipwmong kot HAektpovikng Awakvpépvnong (12.2009-
06.2011)

A.8 AHMOXIEYMENO EPI'O

A.8.1 AHMOZXIEYZXEIY YE EIIIXTHMONIKA NEPIOAIKA ME
2YXTHMA KPITQN

(O1 exBétes ova. apOpo vTOONADOVOLY TOV OPLOUO TWV ETEPOAVOPOPDYV UTO [UI] TOV-COYYPOUPELS)

J.16  Siponen, M. and Tsohou, A. (2017), Demystifying the influential IS legends of “positivism”,

Journal of the Association for Information Systems, Accepted, I1SI impact factor for 2016: 2.109

J.15 Tsohou, A. and Kosta, E. (2017), Enabling valid informed consent for location tracking through

privacy awareness of users: A process theory, Computer Law & Security Review: The International
Journal of Technology Law and Practice, Vol. 33, No. 4, pp. 434-457, ISI impact factor for 2016:
0.938

J.14 % Tsohou A., Karyda M., Kokolakis S., (2015) Analyzing the role of Cognitive and Cultural Biases
in the Internalization of Information Security Policies: Recommendations for Information Security
Awareness Programs, Computers & Security, Vol. 52, pp. 128-141, ISI impact factor for 2015:
1.640

J.13 Moon J.0., Lee H., Kim J.W., Aktas E., Tsohou A., Choi Y. (2015), Customer Satisfaction from
Open Source Software Services in the Presence of Commercially Licensed Software, Asia Pacific

Journal of Information Systems, Vol. 25, No. 3, pp. 473-499

J.12 ¥ Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2014) Managing the Introduction of
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Information Security Awareness Programs in Organisations, European Journal of Information
Systems, 24, pp. 38-58, ISI impact factor for 2015: 2.892

J11  °Tsohou A., Lee H., Irani A., (2014), Innovative Public Governance Through Cloud Computing:

Information Privacy, Business Models And Performance Measurement Challenges, Transforming

Government: People, Process and Policy, Vol. 8, No. 2, pp.251 — 282, Emerald.

J.10 ! Tsohou A., Lee H., Irani Z., Weerakkody V., Osman I., and Anouze A., (2013), Proposing a
Reference Process Model for the Citizen-Centric Evaluation of E-Government Services,

Transforming Government: People, Process and Policy, Vol. 7, No. 2, pp. 240-255, Emerald

J.09  STsohou A., Lee H., Al-Yafi K., Weerakkody V., El-Haddadeh R., Irani Z., Ko A., Medeni T.,
Campos L., (2012), Supporting Public Policy Making Processes with Workflow Technology:
Lessons Learned From Cases in Four European Countries, International Journal of Electronic
Government Research, Vol. 8, No. 3, pp.63-77, IGI Global

J.08  #_Tsohou A. Karyda M., Kokolakis S., Kiountouzis E., (2012), Analyzing Trajectories of
Information Security Awareness, Information Technology & People, Vol. 25, Issue 3, 2012,
Emerald, ISI impact factor for 2015: 1.150

J.07 2" Tsohou A., Kokolakis S., Lambrinoudakis C., Gritzalis S., (2010), A security standards'
framework to facilitate best practices' awareness and conformity, Information Management &
Computer Security, Vol. 18, No. 5, pp. 350-365, Emerald

J.06  “Tsohou A., Lambrinoudakis C., Kokolakis S., Gritzalis S., The Importance of Context Dependant
Privacy Requirements and Perceptions to the Design of Privacy Aware Systems, The European
Journal of the Informatics Professional (UPGrade), VVol. XI, Issue 1, pp. 32-37.

J.O5  STsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2010), Aligning Security Awareness with

Information Systems Security Management, Journal of Information System Security, Vol. 6, No. 1,
pp. 36-54.

J.04 Tsohou A., Rizomiliotis P., Lambrinoudakis C., Gritzalis S., (2009), Security and Privacy Issues in

Bipolar Disorder Research, The Journal on Information Technology in Healthcare, VVo. 7, No. 4,
pp. 244-250

J.03 4" Tsohou A., Kokolakis S., Karyda M., Kiountouzis E., (2008), Investigating information security

awareness: research and practice gaps, Information Security Journal: A Global Perspective, VVol.17,
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No. 5-6, pp. 207-227, Taylor and Francis

24 Tsohou A., Kokolakis S., Karyda M., Kiountouzis E., (2008), Process-Variance Models in
Information Security Awareness Research, Information Management and Computer Security,
Vol.16, No. 3, pp. 271 — 287, 2008, Emerald (Chosen as a Highly Commended Award Winner for
Outstanding Paper at the Emerald Literati Network Awards for Excellence 2009).

% Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2006), Formulating Information Systems

Risk Management Strategies through Cultural Theory, Information Management and Computer
Security, Vol. 14, No. 3, pp. 198-217, Emerald

A.8.2 AHMOZXIEYXEIY YE IIPAKTIKA AIEONQN YYNEAPIQN ME
KPIYH ITAHPOYY KEIMENOY

(Or1 exbétec ava apOpo vTodNADdVOLY TOV aPLOUO TWV ETEPOAVAPOPDV OO N CVV-CVYYPOPELS)

C.17

C.16

C.15

C.14

C.13

Karavaras E., Magkos E. and Tsohou A. (2016) Low User Awareness Against Social Malware: an
Empirical Study and Design of a Security Application, In Proceedings of the 13" European,

Mediterranean and Middle Eastern Conference on Information Systems, June 2016, Krakow, Poland.

Jiang H. and Tsohou A. (2015), The same Antecedents do not fit all activities: an Activity-Specific
Model of Personal Internet Use in Workplace, (Research in Progress), In Proceedings of the 23nd
European Conference on Information Systems (ECIS 2015), May 2015, Mursten, Germany,

Association for Information Systems (AIS)

¢ Koufi V., Tsohou A., Malamateniou F. and Vassilacopoulos G., (2014), A Framework for Privacy-

Preserving Access Control to Cloud Process-based PHR Systems, 25th European Medical

Informatics Conference, August 2014, Istanbul, Turkey.

!Jiang H. and Tsohou A. (2014), Expressive Or Instrumental: A Dual-Perspective Model Of Personal
Web Usage At Workplace (Research in Progress) In Proceedings of the 22nd European Conference
on Information Systems (ECIS 2014), June 2014, Tel Aviv, Israel, Association for Information
Systems (AIS)

3 Jiang H. and Tsohou A. (2014), The Dual Nature of Personal Web Usage At Workplace: Impacts,
Antecedents And Regulating Policies, In Proceedings of the 22nd European Conference on
Information Systems (ECIS 2014), June 2014, Tel Aviv, Israel, Association for Information Systems
(AIS)
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C.09

C.08

C.07
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C.05

TZOXOY AITEAIKH

Oh J., Lee H. and Tsohou A. (2013) Relational Versus Structural Embeddedness in IT Outsourcing
Networks: The Role Of Requirement Unpredictability And Measurement Difficulty, 17th Pacific
Asia Conference on Information Systems (PACIS), June 2013, Jeju Island, Korea, Association for
Information Systems (AIS)

! Tsohou A., Al-Yafi K., Lee H., (2012), Evaluating M-Government Applications: An Elaboration
Likelihood Model Framework, Proceedings of the European, Mediterranean & Middle Eastern
Conference on Information Systems (EMCIS), (Eds. Ghoneim A., Klischewski R., Schrédl H.,
Muhammed K.), 7-8 June, Munich, Germany

Tsohou A., Lee H., Zahir I., Weerakkody V., Osman I., Latif A., Medeni T., (2012), Evaluating E-
Government Services From A Citizens’ Perspective: A Reference Process Model, Proceedings of the
European, Mediterranean & Middle Eastern Conference on Information Systems (EMCIS), (Eds.
Ghoneim A., Klischewski R., Schrodl H., Muhammed K.), 7-8 June, 2012, Munich, Germany

8 El-Haddadeh R., Tsohou A., Karyda M., (2012), Implementation Challenges for information

Security Awareness initiatives in E-government, Proceedings of the ECIS 2012 20" European
Conference on Information Systems, (Eds. Janssen M, Weerakkody V, Dwivedi Y), June 2012,
Barcelona, Spain, Association for Information Systems (AIS)

2 Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2010), Analyzing Information Security

Awareness through Networks of Association, Proceedings of the TrustBus 2010 7" International
Conference on Trust, Privacy & Security in Digital Business, pp. 227-237, September 2010, Bilbao,
Spain, Lecture Notes in Computer Science LNCS, Springer

12 Evans R., Tsohou A., Tryfonas T., Morgan T., (2010), Architecting Secure Systems with the ISO
standards 26702 and 27001, Proceedings of the SoSE 2010 5" IEEE International Conference on
Systems of Systems Engineering, pp. 1-6, June 2010, Loughborough, UK, IEEE Computer Society

Press

® Vrakas N., Kalloniatis C., Tsohou A., Lambrinoudakis C., (2010), Privacy Requirements
Engineering for Trustworthy e-Government Services, Proceedings of the TRUST 2010 3"
International Conference on Trust and Trustworthy Computing, pp. 298-307, June 2010, Berlin,

Germany, Lecture Notes in Computer Science LNCS, Springer

2Tsohou A., Kokolakis S., Lambrinoudakis C., Gritzalis S., (2010), Unifying 1ISO Security Standards

Practices into a Single Security Framework, Proceedings of the 12" Annual IFIP Workshop on
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Information Security Management, pp. 188-203, May 2010, Port Elizabeth, South Africa

14 Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2009), Aligning Security Awareness with
Information Systems Security Management, Proceedings of the MCIS 2009 4™ Mediterranean
Conference on Information Systems, pp. 866- 878, September 2009, Athens, Greece, Association for

Information Systems (AIS)

® Tsohou A., Kokolakis S., Lambrinoudakis C., Gritzalis S., (2009), Information Systems Security
Management: A review and a classification of the ISO standards, Proceedings of the e-Democracy
2009 Next Generation Society: Technological and Legal Issues, pp. 220-235, Athens, Greece, 2009,
Lecture Notes of the ICSSIT Institute for Computer Sciences, Social Informatics, and

Telecommunications Engineering LNICST 26, Springer

Tsohou A., Rizomiliotis P., Lambrinoudakis C., Gritzalis S., (2009), Security and Privacy Issues in
Bipolar Disorder Research, Proceedings of the ICICTH 7™ International Conference on Information

and Communication Technologies in Health, July 2009, Samos, Greece, INEAG

11 Tsohou A., Theoharidou M., Kokolakis S., Gritzalis D., (2007), Addressing Cultural Dissimilarity
in the Information Security Management Outsourcing Relationship, Proceedings of the

TRUSTBUS’07 4™ International Conference on Trust, Privacy and Security in Digital Business,
pp.24-33, Regensburg, Germany, September 2007, Lecture Notes in Computer Science LNCS,
Springer

A.8.3 AHMOZXIEYXEIY YXE WORKSHOPS, POSTERS KAI
IHHEPIAHYEIY YE AIEONH XYNEAPIA ME KPIYH

W.07

W.06

W.05

Grammenos, P., Syreggela, N.A., Magkos E. and Tsohou A. (2016), Internet Addiction of Young
Greek Adults: Psychological Aspects and Information Privacy, In Proceedings of the 2nd World
Congress in Genetics, Geriatrics and Neurodegenerative Diseases Research, Springer, Sparta, Greece,
October 2016

Papaioanou A. and Tsohou A. (2016), Social Networks as Education Tools: Aspects of Use and
Privacy, In Proceedings of the 8th Conference on Informatics in Education, October 2016, Piraeus,

Greece.

Lee H. and Tsohou A. (2014), Can information systems intervene into citizens cognitive process to
facilitate public participation? An elaboration likelihood model approach, pre-ECIS SIGeGov

workshop "Rethinking Information Systems in the Public Sector: Bridging Academia and Public
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Service", June 2014, Tel Aviv, Israel, Association for Information Systems (AIS).

Tsohou A., Lee H., Weerakkody V., Irani Z., (2013), A Persuasive Information System for Policy
Making: An Elaboration Likelihood Model Approach, IT Management Worskhop, 17" Pacific Asia
Conference on Information Systems (PACIS), June 2013, Jeju Island, Korea, Association for

Information Systems (AIS)

Tsohou A. (2013), Innovative governance through cloud computing in public sector (OASIS-Openly
Accessible Services and Interacting Society), 4th Transforming Government Workshop, London, UK,
March 2013

Tsohou A., Lee H., and Barbos M., (2012), A location based persuasive information system for public
consultation: An elaboration likelihood mode approach. In the proceedings of 2nd international

workshop on advanced service management, Matsmoto, Japan, 29 — 30 Aug 2012

Tsohou A., Lee H., Rebahi Y., Khalil M. and Hohberg S. (2012), Ubiquitous Participation Platform for
POLicy Making (UbiPOL): Security and Identity Management Considerations, Poster and Abstract
In Proceedings of 9th Trust, Privacy and Security in Digital Business Conference (TrustBus 2012),
(Eds. Fischer-Hiibner S., Katsikas S. and Quirchmayr G.), Lecture Notes in Computer Science,
Springer Berlin Heidelberg, Vol. 7449, p.p. 236-237, September, 2012, Vienna, Austria

A.8.4 AIATPIBEYX

T.02

T.01

A.9 MPOXKEKAHMENEX OMIAIEZX

Todyov A., H Evyuepotnro, Aopdleras ota Ilaiowo g Aroiknons Aopdleiog IIAnpopoprorxdv
2votnuatwv, Aaktopikr] Awotpifn, Tuquoa Mnyovikov [Tinpoeoploakdv kot Emikowveviakdv

Yvomudtev, [Haveriotquio Atyaiov, @efpovdpiog 2010

Todyov A., Avuljyeic emxivovvotnrag oty Awoyeipion Aopdleiog IAnpopopiokwyv XZoothuctwy:
OcwpnTikéS TPOTEYYITELS KOl TOPAYOVIES dloudppwons, Metamtoylakn AwatpiPn, Metortuylokd oe
[Mimpopoplaxd Zvotquata, Tugua I[Minpoeopikng, Owovoukd INoavemomuo Adnvav,
DdePpovdprog 2004

A.9.1 KENTPIKH OMIAHTPIA

A.10.2.1

GDPR - A researcher's view, Executive Breakfastt GDPR - Security Solutions and
Compliance, 5" April 2017, PDMFC, IBM, Lisbon, Portugal
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A.9.2 OMIAHTPIA

A9.2.1 “Human behaviour change as a success factor for Internet information security”, 3¢ Business
Continuity Management Forum, 15" December 2016, Netweek, Fidel & Fortis Ltd. Athens,
Greece

A9.2.2 “Information privacy policies and Internet users’ privacy awareness” ECSM Cyber

Awareness Event, 21st October 2016, ENISA, Piraeus, Greece

A.10 ATOPTANQXH AIEONQN XYNEAPIQN KAI XEMINAPIQN

A.10.1 ATIOPI'ANQXH OEPINQN XXOAEIQN

A.10.1.1 Awpydvoon Ogpwvov Xyoleiov, Evtatkd Ipdypappo ce Acediein. ITAnpopopudv kot
Emkowoviakav Zvomudtov IPICS 2017, 28 Tovviov — 7 Toviiov 2017, Tunpa [IAnpopopikig,
Képrvpa

A.10.1.2 Mékog Opyovotikins Emrpomig, Evtatikoé IIpdypapua oe Acediein TTAnpoeopidv kot
Enwowoviakdv Zvomudtov IPICS 2010, 17 IovAiov — 27 IovAiov 2010, Zdpoc, EALGSA

A.10.2 ATIOPTANQXH XYNEAPIQN KAI WORKSHOPS

A10.2.1 Mérog Opyavertikng Emrponiic, STM 2010, 6™ International Workshop on Security and Trust
Management, in conjunction with EuroPKI 2010 and CRITIS 2010, Athens, Greece, September
2010

A.11 ZYNTAKTIKEX APAXTHPIOTHTEX

A.11.1 MEAOXY XYNTAKTIKHY EINNITPOIIHY EINNIXTHMONIKQN

HHEPIOAIKQN

A.11.1.1 Internet Research, Emerald (Editorial Board Member) (Etog évtaéng 2011)

A.11.1.2 Information Management and Computer Security, Emerald (Editorial Advisory Board Member)
(Etog évtaéng 2011)

A.11.1.3 Transforming Government: People, Process and Policy, Emerald (Editorial Advisory Board
Member) (Etog évtaéng 2015)

A.11.2 MEAOY XYNTAKTIKHY EINNIITPOIIHY EIIIXTHMONIKQN

HEPIOAIKOQN — EEEIAIKEYMENA TEYXH

A.11.2.1  Algorithms-SI 2016 Special Issue "Humanistic Data Processing"” Algorithms Journal

A.11.2.2 CaEE-SI 2016 New Trends in Humanistic Informatics: Implementations and Applications,
Computers & Electrical Engineering Journal

A11.2.3  JoWUA 2013, Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable

Applications Journal
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MEAOY ENIXTHMONIKHY EINIITPOIIHY

ITPOTrPAMMATOY (PROGRAM COMMITTEE MEMBER) 2E
AIEONH XYNEAPIA

A11.3.1
A11.3.2

A.11.3.3

A11.3.4
A11.3.5

A11.3.6

A11.3.7

A.11.3.8
A11.3.9

A.11.3.10

A.11.3.11
A11.3.12

A11.3.13
A.11.3.14

A.11.3.15
A.11.3.16

A11.3.17

A.11.3.18
A11.3.19

E-Democracy 2017, 7 International Conference on e-Democracy, Athens, Greece, December 2017
COLLABORATECOM 2017 3" International Conference on Collaborative Computing: Networking,
Applications and Worksharing, Guangzhou, China, November 2017

ESORICS 2017 22" European Symposium on Research in Computer Security, Oslo, Norway,
September 2017

PCI 2016, 20" Panhellenic Conference on Informatics, Patra, Greece, November 2016

TrustBus 2016, 13" International Conference on Trust, Privacy and Security in Digital Business,
Porto, Portugal, September 2016

ESORICS 2016, 21st European Symposium On Research In Computer Security, Crete, Greece,
September 2016

SECRYPT 2016, 13" International Conference on Security and Cryptography, Lisbon, Portugal,
July 2016

E-Democracy 2015, 7" International Conference on e-Democracy, Athens, Greece, December 2015
ARES 2015, 10" International Conference on Trust, Privacy and Security in Digital Business,
Toulouse, France, September 2015

TrustBus 2015 12" International Conference on Trust, Privacy and Security in Digital Business,
Valéncia, Spain, September 2015

PCI 2015, 19th Panhellenic Conference on Informatics, Athens, Greece, October 2015

TrustBus 2014, 11" International Conference on Trust, Privacy and Security in Digital Business,
Munich, Germany, September, 2014

PCI 2014, 18" Panhellenic Conference on Informatics, Athens, Greece, October 2014

ARES 2014, 9" International Conference on Trust, Privacy and Security in Digital Business,
Fribourg, Switzerland, September 2014

IADIS 2014, 7" International Conference on Information Systems, Madrid, Spain, March 2014
ARES 2013, 8" International Conference on Availability, Reliability and Security Regensburg,
Germany, September 2013

TrustBus 2013, 10" International Conference on Trust, Privacy and Security in Digital Business,
Prague, Czech Republic, August 2013

IADIS 2013, 7" International Conference on Information Systems, Lisbon, Portugal, March 2013
TrustBus 2012, 9™ International Conference on Trust, Privacy and Security in Digital Business,

Vienna, Austria, September 2012
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A.11.3.20 IEEE CloudCom 2011, 3" IEEE International Conference on Cloud Computing Technology and
Science, Greece, Athens, December 2011

A.11.3.21 TrustBus 2011, 8" International Conference on Trust, Privacy and Security in Digital Business,
Toulouse, France, August, 2011

A.11.3.22 SECRYPT 2010, 7" International Conference on Security and Cryptography, Athens, Greece, July
2010

A.11.3.23 OTM IS 2010, 5" International Symposium on Information Security, Crete, Greece, October 2010

A.11.4 KPITHY (REVIEWER) EPEYNHTIKQN EPIAXIQN XE

EINNIXTHMONIKA ITEPIOAIKA

A.11.4.1 International Journal of Information Security, Springer

A.11.4.2 Information & Management, Elsevier

A.11.4.3 Communications of the Association for Information Systems, Association for Information Systems

A.11.4.4 Behaviour & Information Technology, Taylor & Francis

A.11.4.5 Information Technology & People, Emerald

A.11.4.6 Computers and Security, Elsevier.

A.11.4.7 Information Security Journal: A Global Perspective (Previously published as: Information Systems
Security), Taylor & Francis.

A.11.4.8 International Journal of Information Security, Springer.

A.11.4.9 Transforming Government: People, Process and Policy, Emerald.

A.11.4.10 Journal of Enterprise Information Management, Emerald.

A.11.4.11 Asia Pacific Journal of Information Systems, Korea Society of Management Information Systems

A.11.4.12 European Journal of Information Systems, Palgrave

A.11.4.13 Journal of the Association of Information Systems, Association for Information Systems

A.11.4.14 Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable Applications,
Innovative Information Science & Technology Research Group

A.11.4.15 International. Journal of Electronic Governance, Inderscience Publishers

A.11.5 IPOEAPEYOYXA OEMATIKHY ENOTHTAXY (TRACK

CHAIR) E AIEONH XYNEAPIA

A.11.5.1 MCIS 2017, 11th European Mediterranean & Middle Eastern Conference on Information Systems, 5-6
September 2017, Genova, ltaly, Track: Trust, Security and Privacy, Track Chairs: Maria Karyda and
Aggeliki Tsohou

A.11.5.2 EMCIS 2017, 13" European Mediterranean & Middle Eastern Conference on Information Systems,
7-8 September 2017, Coimbra, Portugal, Track: Security and Privacy Protection for Information

Systems and Digital services, Track Chairs: Aggeliki Tsohou, Theo Tryfonas, Hemin Jiang
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A.11.5.3 EMCIS 2016, 12" European Mediterranean & Middle Eastern Conference on Information Systems,
1-2 June, Krakow, Poland, Track: Security and Privacy Protection for Information Systems and
Digital services, Track Chairs: Aggeliki Tsohou, Ella Kolkowska

A.11.5.4 EMCIS 2015, 11" European Mediterranean & Middle Eastern Conference on Information Systems,
1-2 June, Athens, Greece, Track: Security and Privacy Protection for Information Systems and
Digital services, Track Chairs: Aggeliki Tsohou

A.11.5.5 EMCIS 2013, 10" European, Mediterranean & Middle Eastern Conference on Information Systems,
17 — 18 October, Windsor, United Kingdom, Track: Security and Privacy Protection for
Information Systems, Track Chairs: Aggeliki Tsohou, Costas Lambrinoudakis

A.11.5.6 AMCIS 2011, 18th Americas Conference on Information Systems, Seattle, Washington August 9-11,
2012, Mini-track: E-Government Trust and Information Security Issues and Concerns, Mini-
Track Chairs: Ramzi ElI-Haddadeh, Aggeliki Tsohou

A.11.6 KPITHY (REVIEWER) EPEYNHTIKQN EPIAYIQN XE

AIEONH XYNEAPIA

A11.61 DPM 2016, 11" International Workshop on Data Privacy Management, Heraklion, Crete,
September 2016

A.11.6.2  ISSA 2016 15" International Information Security South Africa Conference, Johannesburg, South
Africa, August 2016

A.11.6.3 ECIS 2016, 24™ European Conference of Information Systems, Istanbul, Turkey, June 2016

A.11.64 IFIP SEC 2016, 31th International Information Security and Privacy Conference, Ghent, Belgium,
June 2016

A.11.6.5  SITIS 2015, 11™ International Conference on Signal Image Technology & Internet Based Systems,
Bangkok, Tailand, November 2015

A11.6.6  IFIPTM 2015, 9" IFIP International Conference on Trust Management, Hamburg, Germany, May
2015

A11.6.7 ISPEC 2015, 11" International Conference on Information Security Practice and Experience,
Beijing, China, May 2015

A.11.6.8 PCI 2015, 19th Panhellenic Conference on Informatics, Athens, Greece, October 2015

A11.6.9  E-Democracy 2015, 6™ International Conference on e-Democracy, Athens, Greece, December 2015

A.11.6.10 CRITIS 2015, 10" International Workshop on Critical Information Infrastructures Security,
Berlin, Germany, October 2015

A.11.6.11 ECIS 2015, 23 European Conference of Information Systems, Miinster, Germany, May 2015

A.11.6.12 RCIS 2015, 9" International Conference on Research Challenges in Information Science, Athens,
Greece, May 2015

A.11.6.13 ECIS 2014, 22" European Conference on Information Systems, Tel Aviv, Israel, June 2014
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CRITIS 2014, 9™ International Workshop on Critical Information Infrastructures Security,
Limassol, Cyprus, October 2014

IFIPTM 2014, 8" International Conference on Trust Management (IFIP WG 11.11), Singapore, July
2014

ICIS 2014, 22" International Conference on Information Systems, Auckland, New Zealand,
December 2014

SEC 2014, 29th International Information Security and Privacy Conference (IFIP TC-11 SEC),
Marrakech, Morocco, June 2014

PACIS 2014 18" Pacific Asia Conference on Information Systems, Chengdu, China, June 2014

PCI 2014, 18" Panhellenic Conference on Informatics, Athens, Greece, October 2014

PACIS 2013, 17" Pacific Asia Conference on Information Systems, Jeju Island, Korea, June 2013
ECIS 2013, 21 European Conference on Information Systems, Utrecht, The Netherlands, June
2013

IEEE GLOBECOM ManSec-CC 2012, 1™ International workshop on Management and Security
technologies for Cloud Computing, California, USA, December 2012

EMCIS 2012, 9" European, Mediterranean and Middle Eastern Conference on Information
Systems, Munich, Germany, June 2012

CAISE 2011, 23" International Conference on Advanced Information Systems Engineering,
London, UK, June 2011

WISTP 2011, 5" Workshop in Information Security Theory and Practice, Heraclion, Greece, June
2011

IFIP SEC 2011, 26™ International Information Security Conference (IFIP TC-11), Luzern,
Switzerland, June 2011

WMSCI 2010, 14" World Multi-Conference on Systemics, Cybernetics and Informatics, Orlando,
Florida, USA, June 2010

CRITIS 2010, 5™ International Conference on Critical Information Infrastructure Security, Athens,
Greece, September 2010

EGOVIS 2010, 1% International Conference on Electronic Government and the Information Systems
Perspective, Bilbao, Spain, September 2010.

ECIS 2010, 18" European Conference on Information Systems, University of Pretoria, South
Africa, June 2010

HAISA 2009, 3 International Symposium on Human Aspects of Information Security &
Assurance, Athens, Greece, June 2009

ISSA 2009 Information Security Conference, Johannesburg, South Africa, July 2009
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ESORICS 2008, 13" European Symposium on Research in Computer Security, Malaga, Spain,
October 2008

ISC 2008, 11" Information Security Conference, Taipei, Taiwan, September 2008.

ICIS 2007, 15" International Conference on Information Systems, Montréal, Québec, Canada,
December 2007.

IADIS e-Commerce 2007, 6" International Conference on e-Commerce, Algarve, Portugal,
December 2007.

A.12 ATOIKHTIKEX APAXTHPIOTHTEZX
A.12.1 XYMMETOXH YE OMAAEY EPIrAYIAY

Iéviwo Mavemotymo, Tpfqpae IAnpogopuiig (2014 - Xnqpepa)

A.12.1.1 YzrevBovn Zyedoouov tov Lporoyiov Mpoypdpparog Atoriééewny ko EEetaotikng [pontuylakadv

A.

12.1.2

.12.13

.12.1.4

.12.1.5

.12.1.6

L1217

Xrovdmv (2014 - Zfjuepa)

Y7reoOuvn  Xyedwouov tov  Qpoioyiov Ilpoypappatog AwAégewv  wor  E&etaotikng
Mertomtuylokmv Xrovdmv (2015 - Efuepa)

Yvppetoyn oty Ouddo Epyociag Avaoyeowwopov g Xpiong Kripwokdv yopov kou
Ynodopav tov Tunuatog (2015)

YnevBuvn g Opddag Epyaciog yia tnv Emkarporoinen tov Istotéomov tov Tpiparog (2015 -
Znuepa)

Yvpperoxn oty Oudda Epyacioc cvvroviepod tov Metantovylakov [poypappatog Xmovd@v
IMnpogopikn (2015 — Zfuepar)

Yvvtoviopdg g Opddo Epyaciag yur m dwpydveon Tehetig Avayopevong tov Dr. Bernd
Wegner og enitipo diddaktopa tov Tunuatog [TAnpogopikig tov loviov [Mavemomuiov

Yvpperoxn omyv Opdda Epyaciag yio tnv mpoetoacio EEmtepikng A&wordynong tov loviov
MHovemommuiov amd v Apyn Awacediiong kot [Tiotomoinong g I[Mowwttoag oty Avatot
Exnaidevon (AAILT)
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B. ANAAYTIKO YIIOMNHMA T'TA TIX
YIIOBAAAOMENEYX EINIIZXTHMONIKEX
AHMOZXIEYXEIX

B.1 AIAAKTOPIKH AIATPIBH

H oaocpdreln minpogoplokdv ocvotnudtov (ILX.) mpobmobéter tnv vAomoinom TeXVIK®OV
AVTILETPOV, OAAG KOL TNV EQOPLOYT] OPYOVAOTIKMOV KOl OLOOIKOCTIKOV HETP®V ac@dielas. Ouwg,
OT®G delyveL N ONUOCIELUEVN €PEVVA, EVD 1) EPELVA TOV TEYVIKOV {NTNUATOV £XEL NON ATOOMOEL GE
éva. ueydAo mANO0C AmOTEAECUATIKOV €PYOAEIOV KOl TEYVIK®V, O AvOpOTOG MOPOUEVEL ®OC O
“advvapog kpikog” g aivoidag g acpdietog. H coppudpemon pe toug Kavoves, Tig TOMTIKEG Kot
o HETPO. ac@dAielag Oev eivol €@kt yopig T oevbémmon tov avBporivov {nmudtov g
ac@arelng. Mo and Tic Pacikég TPOKTIKEG TOL TPOTEIVOVIOL Yoo OLTO TO OKOTO &ival Ot
TPOTOPOVAIEG EVNUEPOTNTAG, KATAPTIONG Kot eKmaidevone aoceaietog I[1.E. Ov oOyypoveg TeXVIKEG
peréteg yio v acedreta IL.E. avayvopilovv v eviuepotnta wg éva Kpioo Tapdyovto 6Tov 0moio
TPENEL VO, EGTIAGOVY Ol OPYAVAOGELG Y10 TNV OMOTEAEGLATIKOTEPN dtoiknon acpdretag I1.Z.

[Mopd 10 yeyovdg O6TL M onuaocio g evnuepdTtog acepdrewng LY. avayvopiletar and Tovg
TEPLGGOTEPOVS EPEVVITEG KOL OPYOVIGLOVG, 1) EVNUEPOTNTO TOPAUEVEL £vol OO TO KPIGLUOTEPQ
nmuota tov TeEAevToinV TEVTIE ETOV GE oYEoN Ue TNV ac@dielo. MdMota, 1 6movdatdTnTa TNG
EVNUEPOTNTAS OCQAAElNG emonuaivetal amd to Yyeyovog OTL avayvopiletor mog pmopel va
GUVEIGQEPEL TNV EVOMUATOOT NG O10iknong acedrelag [LE. ot Agttovpyia tov opyavicpov. [apd
oV VYNAG Pabud TPOTEPAIOTNTOC TOV TNG ATOSIDETOL O1 OPYAVIGHOL EIVaL SIGTOKTIKOL VO OTOdMGOVY
ONUOVTIKES SOTAVES Y10 OXETIKES TPMTOPOVAIES, v cuVNBIfETOL VO VAOTOI0VVTOL OTOKOLUEVO AT
T0 gupvTEPOo TAaiclo Oloiknong acedielng I[1.E. H dwmictwon, Aowmwdv, G OmMOGTOCUOTIKNG
avamTuEnG Kot EQOPUOYNG TPOTOROVAI®DY EVNUEPOTNTOS OCPAAENG KOl 1) OTOKOUUEVN Omd TN
droiknon acedietog IL.E. avTipet®dmon g amd TOVG EPELVNTES, ATOTEAECAY APOPUN Yo TNV EPEVVA
TOV TOPOLGLALEL 1| TapOoVGa dATPLP.

To aviikeipevo g épevvag mov mapovotdlel n dwtpPn, elvar 1 dadikacio dSoudpewaens Kai
EVOWUATOONS OTPATHYIKMOV EVIUEPOTHTOS OTPOAEIOS T [io. opyavwan. LToX0oc g datpiPng etvar n
dnuovpyia evog evvoloroykol Kot peBodoroykoh TAoisiov mov Ba GuVEICPEPEL 6TV avAALOT Kol
KATOVONON TV  EVEPYEIMV TOL  AauPdvouv ydpo KATd TN  OWUOPP®GCT KOl VAOTOINGM
dpactnpotTOV evnuepodTTag acpdieiog I1.E. kol v ev cvveyeio EVGOUATWOON TOVS OTIG AOUTES
dpactnproTTEG NG dl0iknong acpdietog I1.E. Bacwd epotuota oto omoia amavtd 1 £pevva, elvat:

“Tldg  yiveron OmOOEKTY] KOl EVOOUOTMOVETOL MO OPOCTNPLOTNTO EVNUEPOTNTOG
ACQUAELNG TANPOPOPLOKADOV CLGTNUATWV GE £VOL OPYAVAOCIUKO TEPPAAAOV;”

“T1 €idovg aAlayEg EMAUDKEL Lo TPMOTOPOVAIN EVILLEPOTNTOS OCPAAELNGS;”

H Swtpin Eexwva pe ™ peléty kou kpitikn ovaloon s ONUOGIEVUEVIS EPEDVAS KL TPOKTIKNG
OYETIKOL LE TNV EVIUEPOTNTO ACPAAELNS TAPOPOPLOKDOV GUGTNUAT®V TOV 0ONYEL GTNV AVaYyVOPLoN
o) TOV aVOIKTOV {NTNUATOV GTO YOPO TNG EVNUEPOTNTOS OCQAAELNS, Kol ) TV Tpooceyyicewv
avaQOPIKA Le To. LoVTELD Epevvag Tov epapuolovtal (Bewpieg petafAntomrag, Oewpieg diepyacidv,
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vPpwd poviéha). H kpitikr avaivon g PifAoypagiog, avadeikvoel Ty amovcio KOTAAANAoL
Bewpntikov vrofabpov Kot peBodoroykoh TAUGIOL TOV TEPICCOTEPMY EPELVMV EVNUEPOTNTOG
acpaietog I1.Z.

H eumepixn épevvo g dwrping otmpileton oe pio oe Pdabog perétn mepintmong, Omov
OWLOPPOVETOL KOl VAOTOEiTal piot TPp@TOPOVAIDL  EVNUEPOTNTOS OOPAAENS OE TPOYLOTIKO
opyoavmolako meptBdAiov. To Oewpntino mioioto Yoo TNV OVAALGN Kol EPUNVELN TV OEOOUEVOV TNG
épevvag meplopPavel ™ Bewpio diktdwv coumpaéne (actor network theory) yio v avdivon oe
Hkpo-eninedo,  Bewpia g dopomoinong (structuration theory) yia v avdivon o€ poKpo-eninedo
Kot ™ Bewpia Tov cvykeeviopov (contextualism) ywo tn obvdeon T avaAvong 6€ HOKPO-ETITESO
KOl IKPO-£MinedO.

H Oecwpia ¢ douomoinons epapuoletar oto medio twv ILE., pe otdY0 KLpPi®G TN HEAETN TOL
pPOAOL NG TEYVOAOYIOG GTOVG OPYAVIGHOVG KOl TIG OOUEG TOVS 1] TN UEAETN QUIVOUEVOV GTO. OTTOld
eumiéketal m texvoroyla ko emnpedler v avOpomvn dopdon. H epappoyn g OBeopioag g
dopomoinong emtpénet vo, LeAETNOOVV Ol EVEPYELES TOV EUTAEKOUEVOV LEGO GTO TAMIGLO GTO OToio
ocvppaivouv kot va epunvevdel  aAloyn ota mhaicla piog opydvoong. H Gswpia tov ovykeiueviouov
EMTPENEL TNV aViXVELOT TNG OLVOUIKNAG OAANAETIOpAONG TOV OSIKAGIOV OAAOYNG KOl TOV
e0mTEPIKOD Ko e€MTEPIKOD MAOUGIov avapopds (cuykeipevo) e To ePLEYOUEVO TG OAAayNG. Me
aVTO TOV TPOMO EMTPEMEL TNV ENEENYNON TOL TPOTOL WE TOV OTOI0 OLLUOPPAOVETOL TO TEPLEYOUEVO
TV oAhay®v and Tig dwdwkacieg aAlayng Aaupdvovtag veoéyn TG CLVONKEG TOV GLYKEKPEVOL
nepPdAlovtog. H Oewpia dixtowv adumpalns diepevvd tov tpoOmo e tov omoio ot dvBpmmot Kot Ta
TEYVOLPYNLLATO GLVOETOVV EVa KOWVMVIKO-TEXVIKO diKTLO, HEGa amd T OpAcT EVOG £6TLOKOD dPAOVTOC
(focal actor). Emopévac, avadeikvdet tov TpoOmo e ToV omoio avOpdmiva Kot un avlpdmiva ototyeio
ouvepyalovtol Kol EVOVOVTOL, OlHOpeAOVOVTaS &va diktvo ovumpating. H Oewplo diktowv
CVUTPOENS, AOOV, TOPEXEL TN SVVATOTNTO OVAALGONG KOl EPUNVELNG TG SaOIKAGI0G OAAAYNG GTO
mAoicl0 piog opyavoong ¢ pio ddwkocion  OmpayHOTEVCEDV HETAED T®V GUUUETEXOVI®V
AopBavovtag vwoy”n TIC GVIIAMNYELS TOLG, TO GUUPEPOVIA TOVG KOL TO POAO TOL KATEXEL OTIC
dampaypatedoelg avtég n texvoroyia. IMoapdAinia, n ypHon g araitovuevns dadikaciog (due
process) divet 1 ovvatdmrTa TopaKkolovONoNg ™G SVVAMIKNG  OUOPO®ONG TOL  OIKTLOL
AVOOEIKVVOOVTOG TO KPIolHo, YeyovoTto Kol Ol OMTIKES TV GLUUETEYOVTI®OV Tov Kabopilovv 1
SUOPE®OT] TOV OIKTVLOL £0TIALOVTAG GE PEYAADTEPO PaBLO avAAVOTNG.

Xta mAaicto Tng daTtpiPng, Aowdv, aVOTTOGGETOL EVVOL0A0YIKO Kou ueBodoloyiko mAaiolo Yo TNV
KATOVON O™ TOV TPOTOL LE TOV 0010 SIOUOPPDOVOVTOL KOl EVOMUATMVOVTOL Ol OPAGELS EVIUEPOTNTOG
acearelag IL.E. otig opyavmoels. H gpappoyn tov mhouciov avtod oty EUmEPIKT EPELVO 0ONYNCE
0€ TEKUNPLOUEVO, CUUTEPACUOTO TOL ameLBVVOVTOL TOGO GTOVLG EPEVVNTEC, OGO Kol €101KOVS TOL
Y®pov Mg acpdrelong tov IL.E. H ooufoin tg épevvag €xel Bewpnrtiky), eBOSOAOYIKY| KOl TPOKTIKY|
doToon:

V' Xg Qewpntikéd eminedo, T0. GOUTEPACLOTO TG EPELVOG EMICTUAIVOVLY TNV KOTAAANAOTHTO
¢ Bewplag SkTO®V ovumPagNg Yo T SVVOUIKY TapaKoAovONoT ™G SUdPP®ONS TG
evnuepdmrag acedretag [LE. kot tov kpioyo polo TV KAVOTHTOV Kot 0eEl0THTOV TOL
€0TIOKOD OpAOVTA VO ‘€VOVYPOUIIGEL TO. GUUEEPOVTO TMV SLVNTIKOV GUUUAY®V UE TO.
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ovpeépovta Tov diktvov. O cuvdLAGSHOG TG Bempiog diKTO®V cvumpaing pe ™ Bewpio
JOUOTTOINGNG GLUVEIGPEPEL GTNV KOTOVONOT TOV TPOTOL UE TOV OMOi0 €vag OpmV oV
OPOCTNPIOTOIEITOL OTO LUKPO-EMIMEOO UTOPEL VO GUVEICPEPEL GTN dNUovpyion EvOg vEOL
SIKTOOL GOUTPAENG o€ LYNAOTEPO EMIMEDO, EVAD M Bempiot TOV GUYKEWEVIGHOV UTOPEL Vo
OUVTEAEGEL GTNV KOTAVONOT T®V CLVONKOV TOL €VPVTEPOV TAOIGIOL TTOL EMOPOVV GTN
SLUOPPMOT TV KTOMOV COUTPOENS GE UIKPO-EMITEDO KL LOKPO-EMITEDO.

v Xg mpoaktikd emimedo, T0 VVOLOMOYIKO Ko pebodoloyikd mhaicto tng Stutpipig pumopel va

alomombel ¢ mAaiclo avaeopds amd €Wkovg acedreag ILE. mov oyedialovv va
avanmTOEOLY TPMTOPOVAIEG EVILEPOTNTAS, DGTE VO EVIOTIGOLV ‘Kpioia’ yeyovoTa Kotd T
dtpkn SOUOPP®GCN TOL JIKTVOV GVUTPAENG KOOMG Kot To. onpeio. 0Tov To dikTvo pTopsEl
va amootafepomombel kot yloo moteg outieg. AkOUN, TANPOPOPEL TOVG E101KOVE OGPAAELOG
[LE. avoapopwkd pe TIg TpOcheTes 0e€10TNTEG TOV AVAOEIKVVETOL OTL ATOLTOVVTOL Y10, TNV
OmOTEAECUATIKY  Jwoxeipion piog tétolag dpactTnpOTag, OMMG  EMKOWVMOVIOKEG,
SmPAYLLATEVTIKEG Kot S1oKNTIKEG 0e&lotnteg. TéNog, emonuaiveTor 1 Un ovdeTEPOTNTA
TOV TEYVOUPYNUATOV OVOPOPIKA LLE TNV ETLPPOT TOVG GE TETOLEG TPMTOPOVALEC.

V' Xg uebodoloyikd emimedo, apyikd ol EPELYNTEC XMPOL TNG aoPAAelng, aAAd kot Twv T1.X.

YEVIKOTEPQ, UTOPOLV VO eN®PEANB0VV omd TNV €QOPUOYN TG TLTOAOYIOG HOVIEA®V
EPELVOC, KATAO TO GYEOCUO TNG £PELVAC TOLG. AKOUN, TO GUUTEPAGUOTO TNG £PEVVAG
OVAOEIKVOOLY TN GLUPATOTNTO KOl CUUTANPOUATIKOTNTO TOV TPLOV Bempidv Yoo TV
Katavonon Kot avdAvon g evnpuepotTos aceaietog I1.X.

B.2 EPEYNHTIKEY EPIrAYIEXY AHMOXIEYMENEY YE AIEONH

EINNIXTHMONIKA ITEPIOAIKA

J. 16

Siponen, M. and Tsohou, A. (2017), Demystifying the influential IS legends of “positivism”, Journal

of the Association for Information Systems, Accepted, ISI impact factor for 2016: 2.109

Positivism has been used to establish a standard that IS research must meet to be scientific.
According to such positivistic beliefs in IS, scientific research should: 1) be generalizable; 2)
focus on stable independent variables; 3) have certain ontological assumptions; and 4) use
surveys rather than qualitative methods. We argue that logical positivist philosophers
required none of these. On the contrary, logical positivist philosophers regarded
philosophizing in general and ontological considerations in particular as nonsense. Moreover,
the positivists’ preferred empirical research method was not a survey, but rather a qualitative
observation recorded by field notes. In addition, positivist philosophers neither required
statistical nor non-statistical generalizability. Many positivist philosophers also
acknowledged the study of singular cases as being scientific.

Many research orientations (e.g., single-setting research, examination of change, qualitative
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research) that are deemed as unscientific in IS seem to be (in principle) “scientific” according
to logical positivism. In turn, what has been justified as scientific by positivism in IS (e.g.,
requirements of statistical or non-statistical generalizability, surveys, focus on fixed things,
ontological views) either were not required by logical positivists or were regarded as
nonsensical by logical positivists. Furthermore, given that positivism is sometimes associated
(or confused) with logical empiricism in IS, we also briefly discuss logical empiricism.
Finally, realizing that certain influential, taken-for-granted assumptions that underlie 1S

research are unwarranted, could have ground-breaking implications for future IS research.

Tsohou, A. and Kosta, E. (2017), Enabling valid informed consent for location tracking
through privacy awareness of users: A process theory, Computer Law & Security Review:
The International Journal of Technology Law and Practice, Vol. 33, No. 4, pp. 434-457, ISI
impact factor for 2016: 0.938

People use mobile devices for an increasing variety of purposes in order to enjoy the vast
possibilities; they check the local weather, road traffic, personalised local news, their
personalised favourite social network etc. At the same time, application developers and
market stores deploy mobile applications that collect vast amounts of information on mobile
users, such as their age, gender, location or specific phone identifiers. Numerous studies
illustrate that mobile applications collect valuable information about users and use it for
profiling the users for their own purposes or sell this information for commercial interests.
Therefore, the topic of consent to information processing becomes increasingly more
interesting for researchers, legal experts and practitioners.

In this paper, the authors examine the issue of valid informed consent for location tracking
by mobile phone users. They first analyse the legal premises for informed consent that
represent requirements for mobile application developers and providers who request consent.
However, the ones who actually give consent are the mobile users and therefore their
understanding of consent is of paramount importance. Extensive literature is missing on
empirical studies examining the topic from the users’ perception perspective. For that reason,
the authors conduct an empirical investigation with mobile users and present their findings in
the form of a process theory. The process theory reveals how users’ valid informed consent
for location tracking can be obtained, starting from enhancing reading the privacy policy to

stimulating privacy awareness and enabling informed consent. The paper includes a

B. ANAAYTIKO YITIOMNHMA T'TA TIX. YIIOBAAAOMENEZX EIMIXTHMONIKEX AHMOZXIEYXEIZ

YeAda 25



J. 14

TZOXOY AITEAIKH

discussion section in which the authors describe the implications of the process theory for the
different stakeholders and offer recommendations deriving from the empirical findings. The
contribution is addressed to software and mobile application developers and providers,
technology regulation researchers and policy makers, as well as security and privacy

researchers.

Tsohou A., Karyda M., Kokolakis S., (2015) Analyzing the role of Cognitive and Cultural

Biases in the Internalization of Information Security Policies: Recommendations for

Information Security Awareness Programs, Computers & Security, Vol. 52, pp. 128-141

Tithoc: «Avaidoviag to poého tov I'vootkdv ko IMoMtiopukdv Ilpodinbécewv otnv
Ecwtepikevon tov IoMtwkov Acedreiag [TAnpopopidv: Xvotdoelg mpog v Avdamtuén
[poypappdtov Evnuepdtmrag Acedaieroc»

Ta wpdTLTa KO O1 BEATIOTEG TTPAKTIKES TOV LAAPYOLV YO, TNV KaBOOYNGN 010 GYXESGHO
KOl TNV LVAOTOINGT TPOYPUUUAT®V EVIUEPOTNTOS OCPAAEING TANPOPOPLOV £6TIALOVV GTO
nowo Oa mpémel va elvar To TEPEXOUEVO OVTOV TOV TPOYPUUUATOV, XOPIig va Aapfdvovv
VILOYT TOV TPOTO LE TOV 01010 Ta ATopa AapPavouv kot eneEepyalovtatl auTo To TEPLEXOUEVO
KOl TMOG TO 0ELOTOL0VV Yo TNV KOO UEPIVI AYT| TV OTOPAGEDY TOVG GTOV EPYUGLUKO YDPO.
H mpocpatn Piploypagioc mapodro avtd €xel amodeibel 0Tt M TEMK CLUUOPPMOOT TOV
YPNOTAOV OTIC TOMTIKEG OCOAAELNG EMNPEALETAL OMO TIC OVTIAYELS TOV OTOUOL Yo TNV
EMKIVOLVOTNTA, TIC TEMOONGES TOL Kot TS Tpodtabécelg tov. Emopévmg ta mpoypappato
evnuepdmrag Bo mpémel var eVOVLYPAUIGTOVY e AVTOVG TOVG TOPAYovVTEG oL KaBopilovv
TOV TPOTO LE TOV OMOI0 Ol YPNOTEG EVOTEPVILOVTOL TOL UNVOLOTO OGPAAELNS TANPOPOPLDV
mov petadidovior. H epyacio avtn peretd to poAo tov yvootik®v (cognitive) kot
noMtiopkadv (cultural) mpodiobécewv ot SUOPE®CN TOV AVIIAYEDV ETIKIVOLVOTNTOG
KOl TV GUUTEPLPOPOV GE oxéon Le v acediewn. H gpyacia a&lomotel Piprloypapio amd
dwapopetikd medio, OM®G owovoulkd ™ ovumepipopds (behavioural economics) ko
TpocmNIKN acedieio (safety) mpoxepévon va avarntvéel Evo evwololoyiko mAOIGLO Yo TV
avdAvon tov POAOL TOV YVOOTIKOV KOl TOAMTIGHK®OV TPOSBECEDY TOV ATOUOV GTNV
ACQOUAELD. TTANPOPOPLDY. XTO TANIGIO TNG €PYACING OVOAVOVIOL Ol EMATMOCELS OLTOV TOV
TPOO0OECEMV Y10 TO TPOYPAUUATO EVIUEPOTNTOS KO TEAIKA TOAPEYOVUE £VOL GUVOAO OO
OLOTAGELS TPOS TOLG OPUOSIOVE GYESIOGHOD KOl DAOTOINGTG TPOYPOUUATOV EVIIUEPOHTNTOG

™mg acedielng. H epyocio avadeuviel véeg 0000G Yoo v €pevva. 61O MESI0 TNg
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EVNUEPOTNTAG OGPAAENG KOl TOV OTOPACEMV OGQAAELNG TANPOPOPIDOV, EVAD TPOTEIVEL
TPOKTIKEG GLGTACELS YLOL TV DAOTOINGCT TPOYPOUUUAT®V EVIUEPOTNTOS AEI0TOIMVTOS TO POLO
TV wpodlbécewv otn  OPOPEMOOT TOV  OVIIAMYE®DV  ETKIVOLVOTNTOG Kol  TOV

CUUTEPLPOPADV TMV YPNOTMV GE GYECN LE TNV ACPAAEL.

Moon J.O., Lee H., Kim J.W., Aktas E., Tsohou A., Choi Y. (2015), Customer Satisfaction

from Open Source Software Services in the Presence of Commercially Licensed Software,

Asia Pacific Journal of Information Systems, Vol. 25, No. 3, pp. 473-499

Tithoc: «Ixavomoinon twv [Mehotdv amd Aoyopkd Avorktod Kodwko pe v Ilapovsio
Epmopikot Aoyiopikon»

H Biroypagio mov apopd otnv v10BETNGN AOYIGUIKOD 0vOIKTOD KOJIKE givor Teplopiopévn
Kol 0gv mopEyel emeENYNOES Yy TOV TPOMO e TOV Omoio vioberodvior amd TOLG
KOTOVOAWTEG, OTNV TEPIMTMON TOL LIAPYEL SOOESIHO EUTOPIKO AOYIGHIKO TTOL VIEPEXEL
Aertovpywkd. H epyacio amookomel omv amokGAvym TG dwodkaciog pe tnv omoia
SLOLOPOAOVETOL 1] TKOVOTOINGT) TOL KATAVAAWMTY] 0d AOYIGUIKO OVOIKTOU KMOWKO GE GYEOT| LUE
10 gumopikd Aoywopikd. YiobBetovpe ™ Bewpia dibyevong mpocdokidv (Expectation
Disconfirmation Theory) evoopot®voviag Topdyovieg KOGTOVG, GNUNG KOl TPOCMOTIKNG
eunepioc. To HOVTELO TOL GYESIAGTNKE GTNV £PYOGIO EMKVPMOVETAL [LE EUTEIPIKA dedOUEVA
a6 épevva mediov omv Kopéa peta&d evog cvotnuatog dayeipiong Pdcewv dedopévev
OVOIKTOD KMOIKO KOl OVIIGTOLOL GULGTNUOTOS GTNV 0yopd oL VLREPEYEL Agttovpywkd. H
BepnTIK] GLVEICPOPA TNG epyaciog cvvictatal oV gpapuoyn g Bempiog dbwevong
TPOGOOKIMV Yl TN cVYKplomn NG viobémong twv 6vo cvotnuatov. Emumiéov, n gpyocio
EVOOUOTOVEL TOPAYOVTEC CYETIKOVG HE TIS TPOCOOKIEG TMV KATOVOANOTAOV, TO OToio &lye
avayvoplotel ot BpAoypagio og epevvnTikd kevd. H mpoktiky) cuvelspopd g epyaciog
CUUTEPTAAUPAVEL TNV OVAYVOPLOT) TOV OL0POPAV OVALEGH GTIG TPOGOOKIES TV YPNOTMOV
and AOYICUIKO OVOIKTOU KMOKO Kol eumopikd Aoywopikd. Téhog M epyacio mapéyet
EMEENYNOELS YOO TOV TPOTO HE TOV OMOI0 Ol OPYIKES TPOGOOKIEG TMOV KATAVOIAMT®OV
oLVOLALOVTOL HE TNV TPOCMOTIKN TOLG EUmEPio. amd TN ¥PNON TOL AOYICUIKOL TPOG TN
SUOPE®OT ToV Babpov KavoToinong TOvG.

Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2014) Managing the Introduction of

Information Security Awareness Programs in Organisations, European Journal of

Information Systems, 24, pp. 38-58
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Tithog: «H Awgyelpion tmg Ewayoyng Ipoypoppdtov Evnuepdmntog Acedieiog
[TAnpogopidv otovg OpyaviGrove»

H Biproypapio mepihopupdver o01dpopeg epyacieg mov Olepevvodv 10 CRTNUO NG
EVNUEPOTNTAG ACPAAEING TTANPOPOPLOV €C0TIALOVTIOS GTO OTOUIKO 1)/KOL TO OPYOVOGIOKO
eminedo. Xe aut TV gpyacia 1oxvpLopacTe OTL Ol dSLodIKAGIES TNG EVIILEPOTNTOS AGPAAELG
TAnpogopldv cvoyetiCovrar pe aAnieloaptopeveg oAlayég mov ocvupaivoov TOG0 G610
OTOMIKO Kol TO OpPYyovemolokKd oAAd Kot To TeYVOAOYKO emimedo. Ilpoteivovue £€va
oAoKANpOUEVO BempnTikd TAIGI0 aviAvong To omoio avoamTuxOnke pe ypnom Epevvag
napepPdoewv (action research) oe éva dnuocto opyoviopd. To mhaiclo evoopatdver
Bewpla dwktO®V cdumpaing, ™ Bewpio dopomoinong kot t Bewpio TOL GLYKEWEVIGHOD.
mv gpyacia avantdooovpe kot epapuolovpe to mAaiclo Yoo TNV vVAomoinom €vog
TPOYPAUUATOS EVIILEPOTNTOS ACPAAELNG TANPOPOPLDOV KOl TN OLOXEIPIOT TOV OAAXY®V TOV
TPOKVTTOVY GTOV Qopéa opyavicpd. H epyacio avadeikviel Tic eAdelyelg mov €xel n kdbe
uio Oewpio dv eQapuooTEl OV TG Y10 TV AVOALGT 0AAOYDV 6€ TOAaTAG enineda (Multi-
level changes), evd katadeikvoel T GLVEPYELDL TOV TPOKVATEL OO TO GLVILAGUO Tovg. H
gpyoacio mpoteivel mmdg 10 mAoiclo pmopel vo eQapUOCTEL Yoo TV HEAETN Kou avdAvon
aAAOYDV TTOV oYeTICOVTOL LE TNV EVIUEPOTNTO ACPAAELNS TAPOPOPLDY KOl TPOKVTTOVV GE

OTOUIKO, OPYOVOGLUKO Kol TEXVOAOYIKO MINEDO.

Tsohou A., Lee H., Irani A., Innovative Public Governance Through Cloud Computing:
Information Privacy, Business Models And Performance Measurement Challenges,

Transforming Government: People, Process and Policy, Vol. 8, No. 2, Emerald.

Tithog: «Kowvotopio otnv Anuoocio Awoiknon péow Teyxvoroyiwv Ne@obmoloyioTikng:
[IpoxAioelg yio v Ilpoctacio ¢ [dwtikdomrag, ta Emyeipnoloxd Moviéha kot v
Métpnon ATOTEAEGLATIKOTNTOC)

Yxomdg: O1 KovoToUEG TEYVOLOYIES, OTMG 1 VEPODTOAOYIOTIKY], PEPOLY TN dLVATOTNTA VO
GUVEIGPEPOVY GTNV TOPOYN VINPECIOV NAEKTPOVIKNG d1aKLBEPYNONG, LEGO OO EVEMKTO KOl
emektdopo cvotnuata. EmimAéov, pmopodv va evicyvoovv Ty Helwon KOGTOLS Kol Vo
LEWOCOVY TNV KoTATUNon ToVv dNudcimv mAnpoeoptdv. [apdlo avtd, 6tov ot dNuUoOcieg
vanpeciec a&lomoovv avTéG TIC TEXVOAOYIEC AVTIUETOMILOVY ONUAVTIKG TPOPALOTO TOVL
oxeTilovTol PE TIG GLVOOEVLOUEVEG TEXVIKEG KOl OPYUVAOCLUKEG OAAAYEC, KOODG Kot GAAES

npokANcels. O oKomdg VNG TG epyaciog ivol va avayvopicel Kot vo, avaADGEL QVTES TIG
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TPOKANGELS KOl VO GLINTHOEL TPOTEWVOUEVEG ADGELC.

Mebodoroyio kKot Xyedroopnog ‘Epsvvoc: AxolovOncope pio S1EMOTNUOVIKT TPOGEYYIoN,
CLUTEPIAAUPAVOVTOG KOWVMOVIKH, GUUTEPIPOPIKA, ETYEPNOLOKE Kol TEYVIKO oTOLXEln, Kot
Broypapkn avdivon tov mpokAncewv. Ilpaypatomomcapie cuvevienEelg Oopadmv
epyacwov (focus group interviews) ce 600 ympeg Yoo Ty a&loAdynorn g Enidoong TV
HOVTEL®VY IOV TPOEKLY AV OC ATOTEAEG LA TNG PPAIOYpAPIKNG avdAvoTG.

Evpruata: H epyacio avayvopilel kot avaAdcel 0149popeg TIC TPOKANGELS TOL UTOPEL val
avadvOovV KaTd TNV VI0BETNON KAVOTOU®Y TEXVOAOYL®V GT1 dNUOGLH SaKVPEPYNON KoL TIG
vINpecieg Miektpovikng SwokvPépvnong. EmmAéov mapovoidlel mpotevopeveg AVGELS Ot
omoieg €xovv eEaybel amd v eumepioa oxedAGUOL Kot VAOmOInong pio GYETIKNG
TAATEOPUOG  OMUOcIOG  OloKLPEPVNONG  HE  YPNOT  TE(VOAOYUDV  VEPOUTOAOYIGTIKNG,
CUUTEPIAOUPAVOUEVOV OTOLTHCE®Y TPOGTAUCING TNG WOIMTIKOTNTAG, EMYEIPNCLOKAE LOVTEAQ,
UETPIKEG ATOTIUNOTNG ATOS00NG Y1a TIG ONUOGIES VN PEGIES.

[Tepropiopol g épevvag: Ot TPOKANGELS KOl 01 AVGES TOL OVOAVOVTOL GTO TAIGLO TNG
epyaoiag Pacilovtal oty gumeipio oxedlacpov kol vAomoinong pioag miateopuag. apoia
avtd, Oa Tpémel vo onuelwbel 0Tt N TAATEOPHO 0VTH cVUTEPLELAPE dNUOGIES LIINPETIES OO
4 yopec.

Kowotopio/Zvveiopopd: Avt n epyocio omotehel v mpdT peEAETn mov cvintd Tig
TPOKANGELS QEOTOINCNG TEXVOAOYLDV VEQODTOAOYIGTIKNG Yo TN OMpocio dtakvPEpvnon
AopBavovtag voyn TOAAATAES OMTIKEG Kol HECH eUTEIPIKNG épevvag. H epmepikn épevva
agopd og vanpeciec mov Ba afiomomBodv ce pia mhatedpua mov Bo Aertovpynoer ce

Evponaixo eninedo.

Tsohou A., Lee H., Irani Z., Weerakkody V., Osman I., and Anuze A. (2013), Proposing a
Reference Process Model for the Citizen-Centric Evaluation of E-Government Services,

Transforming Government: People, Process and Policy, Vol. 7, No. 2, pp. 240-255, Emerald

Tithog: « Ilpoteivovtag éva Atepyacioxkd Movtélo Avagopdg yia tv TloAto-Kevipikn
A&oloynon tov Yanpeowwv Hiektpovikng AtakvBépvnong»

H oa&ohdynon kot PeAtiotomoinon Twv LaNpecudV MAEKTPOVIKNG dlaKvBépvnong eivat
amopoitnTn Yo TIG KUPEPVNGCEIS EWOIKA SEGOUEVOV TOV SVVOTOTHTOV TMOV NAEKTPOVIK®OV
VANPECIOV VA LETOPPLOUIGOVV TN dnpdcia 610iknon Kol va Bondnicovy oty aAAnAeniopacn

¢ [MoAteiog Kol TV TOAMTMOV, TOV EMYEPNCE®V Kol TOV ONUOCIOV QOpEéwv. ATO TIg
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VILAPYOVCEG TPOGEYYIoELS aEOAOYNONG OMOVGIALOVY UETPIKEG UETPNONG TNG KAVOTTOINGNG
TV moMtdv. O 6KOTOG VTG TS €pYaciag eival O1TTOS: VO GUVEIGPEPEL GTNV KATOVONON
MG  TOAMTOKEVIPIKNG  OEWOAOYNONG  TOV  LANPECIOV  MAEKTPOVIKNG  StakvBEpynong
EVOOUATMOVOVTOG LTAPYOVCES UETPIKEG KAEWE Yoo TNV amdO0GN, Kol Vo TPOTEIVEL €val
TPOTLTO JLEPYOCLOKO HOVTEAO Yo pio KOVOTOU TPOGEYYIoN a&loAdynong mov epapurolet
TIG LETPIKEG AVTEG TPOKEYEVOL VO S1EVKOADVEL TN dnovpyia Bdong yvoongs. Yobemoape
pio. TOGOTIKN €PELVNTIKY] TPOGEYYIST Yo TNV aSloAOYNoN T®V LANPCIOV NAEKTPOVIKNG
dwaxvBépvnong Paciopévn oy TEYVIKN avaivong eakéiov dedouévov (Data Envelope
Analysis). T v gunelpikn €pevva TPAYHOTOTOMONKE ONUOCKOTNOT Kot GLAAEXON KOV
dedopéva v 13 vanpecieg miektpovikng dwakvBépvnong ommv Tovpkio. Me Pdon v
EUTEIPIKT  €PELVO  OYESIOTNKE TO TPOTEWVOUEVO TPOTLTO  dlepyoctakd povtéro. H
TPOTEWOUEVT TTPOGEYYIoT a&loAdYNoNG amodeiybnke £ykupn Kot tkavi Vo TapEXEL OTOTIUMoN
Kot emeENyNoel; TAOLGLOTEPEG OO TIG TAPOOOCIUKEG OTATIOTIKEG UHeTPkES. H teyvikng
avAALONG QOKEAOV OEOOUEVMV EVEPYOTOINGE TNV OVAYVAOPLON WU OTOSOTIKOV VINPECLOV
NAEKTPOVIKNG O1KLPEPYTIONG KoL TNV TTAPOY| OYETIKAOV TpoTtdcewv dtopbwong. To mpdtumo
OlEPYACIOKO HOVTEAD KATOUOKELAGTNKE AOUPAVOVTOG VITOYN TNV EUTELPIO OO TNV EQOPLOYN
™¢ nebodov og éva povo moltiopikd mepipdriov (tng Tovpkiag). H mpotevouevn pnébodog
a&loAdynong mopeiye Mo TAOVGCIEG OMOTIUNGES 0 OYEoN UE GAAEC avOpOTOKEVTIPIKES Kol
ototoTikég peBooove. To mpoTtevOUEVO TPOTLTO HOVTEAO OVOUEVETOL VO ETLTOYVVEL TNV
EPOPLOYN TOMTOKEVIPIKNG AEIOAGYNONG LANPECIDOV NAEKTPOVIKNG StaKvPEpynong kot va
EVIOYVOEL TNV EQOPUOYN HETPIKOV emmtowcoemv. H epyacio avt) amotehel v mpd
EQOPUOYT] TNG TEYVIKNG OVAALONG (QOKEAOL OedOUEVOV GTO TEDIO0 NG MAEKTPOVIKNG
dwkvPépvnong. H koavotopio g teyvikng etvar Ot tar amotedécpoto g agloAdynong

TaPEXOVV TPOTAGELS Y10 CTPATNYIKES PEATIOCELS TMV VINPECLDV.

Tsohou A., Lee H., Al-Yafi K., Weerakkody V., ElI-Haddadeh R., Irani Z., Ko A., Medeni T.,
Campos L., “Supporting Public Policy Making Processes with Workflow Technology:
Lessons Learned From Cases in Four European Countries”, International Journal of
Electronic Government Research, Vol. 8, No. 3, 2012, IGI Global.

Tithog: «Ymootmpiloviag T1g Awndwkociec Aapdpewons Anpdclov XTpatnyikdv HECH
Texvoroyiov Pong Epyaciag: Awayunoata and Meréteg lepintmwong oe 1é66epic Evpomaikég

Xopeo»
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Ta cvuoTiraTa PONG EPYUCLOV EYOVV KOTAGTGEL EPIKTA TOAAATANL OQEAT Y10l IOLOTIKOVS KOl
OMUOGI0VG 0pYAVICUOVS, CVUTEPIAAUPOVOUEVOV LEI®ONG KOGTOVG, aDENCT OITOd0TIKOTITOG,
avénon wavot)tev, avénon tayvnrag emeCepyaciog, peiwon Aobdv, avEnon mTodTNToC
VINPECLOV Kot aHENCT 1KavoToinong meAatdv. O dNUOC10G TOUENG EYEL EKUETAALEVTEL AVTA
TO. TAEOVEKTNUATO EQAPHOLOVTOS GUGTHHOTO SLOTKNGNG PONG EPYUSIDV Y10 TNV LIOGTHPIEN
TOV OOIKNTIKAOV Oadkacidv, Omwg olayeipton avlpomivov moépwv. Tlapdia avtd, M
texyvoloyio avt Oev €xel akoun aflomombel yioo TV LVIOSTNPIEN TOV SOOIKAGIOV
oXEOL0GLLOV TTOALTIKNG, KATL TOL O avapEVOTOV OTL VO EVIGYVOEL TN GUUUETOYN TOV TOATMOV
OTIG O10KOGTES GYESOTHOD ONUOCIOV TOMTIKOV KoL VO EVICYDGEL TNV EVILEPOTNTA TOVG GE
onuoce {nmpata. O o1dX0g avTNG ™G epyaciog eival va depevvioel ) duvatdtnta
vwoBétong epyoieiov avtopaTOmOiNoNG POMV  E€PYACIOG YOO TNV VLTOGTHPENS TOV
SdKOCIOV ANYNSG OMOPACE®MY GTO TANIGLO0 ONUOCIOV TOATIK®V, OoveEaptnTa omd TO
Oeopikd mhaiclo. o ovtd T0 GKOTO AVOAVOVTOL Ol JLdIKAGIES GYESOGHOD OMUOCIOV
TOMTIKOV G€ TEGGEPLS YDPES. Tor EvPAUOTO VTOJEVVOVY OTL Ol SLdIKAGIES GYESOGILOD
£YOLV GNUAVTIKE KOWA GTOKElD, aKOUN KL OV OVIIKOLV GE OLPOPETIKA TTEdior TOMTIKNG Ko
SpopeTIKd Beckd TAIG10, YEYOVOG TOV 0PNVEL AVOIKTH TN duvaToTNTa 0S10ToINoNG TOV
TEYVOLOYIOV  OVTOUOTOTOMMGONG POMV  €PYACIOG OV LAOGTAPIEN TOV  SodIKACIOV

OYEOLOGLLOV ONUOCIOV TOMTIKOV.

Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., (2012) Analyzing Trajectories of
Information Security Awareness, Information Technology & People, Vol. 25, Issue 3,

Emerald

Tithog: «Avaivovtog tovg Metaoynpotiopovg v Evnuepomtag Acpdieiocy

O mpdopateg O1ebveig €pevveg KATASEIKVOOLV OTL TAL TPOYPAULOTO EVNUEPOTNTOS KO
KaTdpTiong oev gival 060 amotelespaTikd Bo pmropovoav va gival kot 0Tt ot EnevOVGELS TV
OPYOVICUAOV GE GYETIKO TPOYpAUpate Oev elvol kotdAinies. O okomdc NG mapovcog
gpyaciog etvar va evioyhoEL TNV KATOVON O LOG Y10 0LTO TO QOLVOUEVO KOt Vo, avadeiet ta
npoPAnuata mov avtipetomilovv ot opyoaviopol Otav emyelpodV TNV VAOTOINGCT VO
TPOYPAUUOTOS EVNUEPOTNTOS OCPAAELNG TANPOPOPL®OV. Y100ETOOUE TNV  EPUNVELTIKN
TPOGEYYIoN Kol VAOTOOVUE pio Tepintmon pedétng (case study) spoappolovtag ™ Bempia
tov oKtV ooumpaéne (Actor Network Theory) kor v teyvikn G OmOToOUEVNC

dwdkaciog (due process) mpokeyévov va avoivcovpe to dedopéva pag. H epyacio ovtn

B. ANAAYTIKO YITIOMNHMA T'TA TIX. YIIOBAAAOMENEZX EIMIXTHMONIKEX AHMOZXIEYXEIZ

YeAda 31



TZOXOY AITEAIKH

OULVEICQEPEL TOCO UEGH TNG KATOVONONG Kol OLEIPIONG TPOYPAUUATOV EVIUEPOTNTOG
OCQAAELOG GE OPYOVIGLOVG 0G0 KOl HEG® TNG TOPOYNG EVOG TAAIGIOVL Yo TNV avOAVON TNG
OAANAETIOpaONG HETAED TOV EVEPYELDV £VOC TPOYPAUUATOS EVIUEPOTNTAG HE TIG O1APOPES
JLdKOGIES KOl YEYOVOTO TOV OPYOVIGLOL (POPEQ.

H gpappoyn g Bewpiog diktdov chumpaéng ival TpoKANoN yio Toug pevvnTéG KOBmG dev
vrdpyel kapio EBOSOC TPOUKTIKNG EPAPLOYNG N KaBOdTYNo™M Y10 TNV EQUPUOYT TNG. ZE OVTN
TNV  €pyacio SIELVKOADVOLUE TNV €QOPUOYN TG Oemplog Kol TOPEYOLUE TPOKTIKN
kafodynon mmg pmopel vo. €QOPUOCTEL HEC® TNG EMEKTOONG HE TNV TEYVIKNG 1TNG
amortovpevng oladikacioc. H €peuvd pog avadeikvioel to yeyovog OTL T TPOYPOAUUOTO.
EVNUEPOTNTAS AGPAAEG CUUTEPIAAUPAVOVY TOALOVG EUTAEKOUEVOVG, Ol OmOl0 TOAAEG
QOpEC €xovv avtikpovopeva cvpeépovia. Ot emayyelpoties acedielag o mpémel va
KATEYOLV, TPOGHETO TOV TEXVIKMOV YVAOGEMV KOl IKOVOTHT®V, Kot deEIOTNTEG EMKOVOVING,
JmPayLATELONG Kol 101KNOTG, TPOKEUEVOL VO, SIEVOETHGOVY OAN TOL GYETIKA OPYOVMGLOKE,
Kot otokntikd {ntpata. Emmpocherta, to amoteAéopata e peuvag oG AmoKaADTTOUV OTL
0 pOAOG TOV TEXVOLPYNUAT®V o€ €va TPOYPOpUO EVIUEPOTNTOS AGPAAEING dgv &lvan
o0VOETEPOC OAAG avTifeTa pUmopodV va EMNPEACOLY evePYd TO TPOYpappa. Aty 1 €pguva
elvanl pio amd T1g TPMOTEG MOV €EETALOVV TOL TPOYPALUATO EVIIUEPOTNTOS OCPAAELNG OC L0

OLOIKNTIKT] KOl KOWVOVIKO-TEYVIKT] O1001KOGT0 GE £Vl 0pYavmGLoKO TAAIG1LO.

Tsohou A., Kokolakis S., Lambrinoudakis C., Gritzalis S., “A Framework of Security

Standards to Facilitate Best Practices’ Awareness and Conformity”, Information

Management & Computer Security, Vol. 18, No. 5, 2010.

Tithog: «Eva IThaicio [Ipotomwv Acediewog yio v YrmoompiEn g Evnuepomrag kot
Soppopewong pe Bédtioteg Ipaktikéo»

H evpeia dtddoom Kot epapoy] TpotHN®V GTO YMOPO TV TANPOPOPLOKAOV GUCTNUAT®V EXEL
TOALATTAY] GUVEICQOPE KOODS cuvtedel GTN SOAEITOVPYIKOTNTO OLOEWDMV TANPOPOPIIKADV
CLOTNUATOV, GTN TIGTOMOINGCT OPYOVIGU®DV, OLOOIKACIDVY, LINPECIOV, TPoidvTwv KTA. Ot
TPOCPOTES EMOKOMNGCELS KO TEYVIKES OVOPOPES VTTOSEKVOOLV OTL TOGO 1 arodoyn debvav
TPOTUT®OV AGPAAELNG, OGO KOl 1] CUUUOPO®CN OPYOVICUDV HE aVTE, ovEdveTor SopKOG.
[Tapoéra avtd, n mAcioyneio TV opyavicpav eEakolovbel va un yvopilel ta kuprotepa
TPOTLTO. AGPAAELOG 1| VO U To. €Qaprolel 6to cvuvoAd Tovg. H mapovoa epyacia €xel mg

OKOTO VoL O1EVKOAVVEL TNV EVNUEPOTNTO TOV ETAYYEALATIOV OCOAAELNS Yo TO. OleBvr Kot
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EVPEMG SL0OEOUEVO TPOTVTIOL AGPAAELNG, CUVIEADVTOG LE OVTO TOV TPOTO GTNV LIBETNON
touc. H ocvvelopopd ¢ egpyocioc éykertoan oy mpodTaon kol aElomoinon evog mAoiciov
KATATAENG TOV TPOTOHT®V AGPAAELNG, TO 0moio Tepthappavel téooepa emineda. O TpOTOG e
Tov omoio Ba pmopovoav ot emoyyeAUATIEG ACQAAES VO AElOTOMGOVY TO TOPEXOUEVO
TAOIC10 TPOKEWEVOL Vo evnuepmBovv kot vo avalntioovv to KatdAAnAo Kabe @opd
TPOTLTO AGPAAELNG, TOPOVGLALETOL HECO A piot LEAETN TEPIMTOONG EVOG TANPOPOPLOKOV

OLOTNHOTOG UI6B0d0GT0G KOl CLVTAEE®V.

Tsohou A., Lambrinoudakis C., Kokolakis S., Gritzalis S., “The Importance of Context

Dependant Privacy Requirements and Perceptions to the Design of Privacy Aware Systems”,
The European Journal of the Informatics Professional (UPGrade), Vol. XI, Issue 1, February
2010, pp. 32-37.

Tithog: «H Znpocio tov E&aptopevov and 1o [MAaico Amoitioemv kot AvTiMyemv
IdiwTikdTTOg Y10 TO ZYedoopud Zuotnudtov Tov AtapuAidocovy Ty [dtotikdtToy

To Imua g TPooTasiog TG WIMTIKOTNTIS TOV TANPOPOPIOV OVTIILETOTILETOL OEcKA
onuepa 160 o¢ eninedo Evpomaikng 0co kot EOvikng vopobesioc. [lapodia avtd, dev eivor
duvatd va  emtevyfel  KOVOTOMTIKY TPOCTAGIO NG  WOIOTIKOTNTAG TOV  YPNOTOV
TANPOPOPLOKDOV CLOTNUATOV, YOPIG TNV VTOPEN TEYVIKOV EKQPOCNG TOV ATOLTCEDV
WOTIKOTNTAG KOt TNV €QApHoY] HeBOdwV amotipnong Wiwtikotntoag mov Ba tposdiopilovv
TO. OTTOLTOVUEVO EMIMEOD OIOTIKOTNTOS KOl TO. EVOAAUKTIKO HETPOL OCQAAEWG YO, TNV
eMitevEn ATOV. XNV Tapovca pyacio a&loToloVE THY VILAPYOVG YVAOGCT Ao TN dtoiknom
ac@AAElag pe okomd va. ovadeyBovv ta {nTurata Tov mPEmEL va dlEPELVNOOVY TPOKELUEVOD
va emtevyfel n dwolknon g WWTIKOTNTAG, ®OCTE Vo €lval €PKTO vo emALyovTol
TEKUNPIOUEVO  TEYVOAOYIEG TpooTaciag NG WIWTIKOTNTAS Aoufdvoviag vrdym  Tig

WOTEPOTNTEG KO OTOLTHGELS TOV CLYKEKPLULEVOL GUGTNUATOG KOt TAALGIOV.

Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., "Aligning Security Awareness with

Information Systems Security Management", Journal of Information System Security — Vol.
6, No. 1, 2010, pp. 36-54. (Republication of C.4)

Tithog: «EvBvypdpon g Evnuepomtog Acoedieiag pe t Atwoiknon Acedieiog
[TAnpogoplak®dv Zvotnudtmvy
2V mopovca, epyacion O1EPELVATOL O TPOTOC LE TOV 0010 M O1UOIKAGIN TNG EVILEPOTNTAS

OCQOUAEWNG GLUVOEETOL LE TO ELPLTEPO TAOIGLO SLOIKNGONG OCOAAELNG TANPOPOPLUKADV
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ocvotudtev (IIX) 10 omoio efumnpetel. Méypt ofuepa, 1 SOUOPE®OT TPOTOPOLAOV
EVNUEPOTNTAG ACPAAELOG AYVOEL TNV 1O10ATEPO CTUAVTIKT] GUGYETION LE TO GUVOAMKO TAAIC10
d1oiknomng aceAAELNG, KoL OVTIGTPOPO. XE OUTN TNV EPYACIO TEKUNPIOVETOL TMOG Ol OVO
dlepyacieg pmopohv va evOLYPAUUGTOVY, BOTE Vo dOCPOMIETOL OTL O1 dPAGTNPLOTNTES
EVNUEPOTNTAG €EVTNPETOVV TN GTPATNYIKY O10IKNONG AGPAAELNG, OAAG Kot OTL 1 OloiKn o™
ac@aAelag aflomotel to oQEAN omd TIG evépyeleg evnuepotntas. o owtd TO OKOMO
Tpaypoatomoleitar  avdAvon Tov 000 dlepyacidv pe ypNon evog TANIGIOL avAAvoTG
OPYOVAOCIOK®Y OlodIKACIOV KOl OT) GUVEXEWL WE TN OVIADON TOV OVUOEIKVUOUEVOV
aAniemdpdocwv. H avayvopion tov oAAAETIOPACE®Y OVTOV £XEL OC OTOTEAEGHO VO
kafiototor dvvatn M TomoBETNom NG EVNUEPOTNTOS OCQAAEWS GTO €VPVTEPO TAMIGLO
dwoilknong acediclog I1X, oe avtiBeon pe TV OVIWETOMON NG OG EVOV UELOVOUEVO

UNYOVICUO 0GQAAELOG.

Rizomiliotis P., Tsohou A., Lambrinoudakis C., Gritzalis S., "Security and Privacy Issues in

Bipolar Disorder Research™, The Journal on Information Technology in Healthcare, Vo. 7,
No. 4, 2009, HL7 Ramius Corp. (Republication of C.2)

Tithoc: «Znmypata Acpdrelag kKot [diwtikottag otnv ‘Epevva Atmoikng Atatopaync»

[Topd To YeYOVOg OTL LVILAPYEL OVAYKT] EPEVLVOG GTO YDPO TOV YLYIKADV aGOEVEIDV, N GYETIKN
épevva  mapeumodifetor amd To {NTUATO  EUMIGTEVTIKOTNTOG KOl TPOCTACING TNG
WOTIKOTTAG TOL aPOPOVV TOVG 1aTPKovS @okéAovs. H ovykévipmorn tov 1otpukcol
otopiko aclevav mov mdoyovv and Vv i acOéveln oe Kevipikég Pdoelg dedouéEvmv,
OOV UITOPOVV VO, EPAPHOGTOVV TPONYUEVES TEXVIKEG EOPLENG Yvmdong Ba NTav Wiaitepa
moAOTIHES Yo Tovg gpevvntéc. H peyoddtepn mpdxinom eivor n aveovoporoinorn twov
OedOUEVMV, DGTE VO IKOVOTTOLOVVTOL Ol VORIKEG KOl NOKEG OmaLTioELS, eV TOpGAANAL Vo
dtnpovvtol ot KPIoIHeg 1oTpkéc mAnpoopiec. Xtnv mapovcsa epyocio mpoteiveTton Eva
HOVTELO OMpovpyiag KeEVIpkoh amofetnpiov avOVLOHOTOMUEVEOY OE00UEVOV aGOEVAOY TOL
ndoyovv amd Sumolkr| dwutapayr. H yvodon avt tpopodotel éva gvpuég cvoTNUo. TOV
dtevkoAvvel kot kaBodnyel Tovg KAvikos yaTpovg ot dtayeipion achevov. Ot amontnoelg
ACQAAELNG TKOVOTOLOVVTOL OTO TNV EQAPLOYN EAEYYOVL TPOSPAoNG HE UNYOVIGUOVS EAEYYOL

npooPaonc Pdoet porwv (Role Based Access Control).

Tsohou A., Kokolakis S., Karyda M., Kiountouzis E., “Investigating information security
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awareness: research and practice gaps”, Information Security Journal: A Global
Perspective, Vol.17, No. 5-6, pp. 207-227, 2008, Taylor and Francis.

Tithog: «Atepevvovtog v Evnuepdémta Acoedielog [TAnpoeopidv: Kevd ‘Epgvvag kot
[Ipaxtikneo»

H epyocio ovt) moapéyet pio Sepeuvntikyy €MIOKOTMNGON 7OV GTOYELEL OPEVOG OTNV
avVayvOpIon TPOTLITMV Kol TACEMV OTOV TPOTO LE TOV OMOI0 1| EMOYYEAUOATIKY KOU 1
KOO ILATKN KOvOTNTO TPOoseyyilovv To CRTNUO TS EVUEPOTNTOS OCPAAELNG, KOl OPETEPO),
oTNV KOTOVONOT TOV OITIOV Yo TIC OTOIEG 1 TPOKTIKN TNG EVNUEPOTNTOS OCPAAELNG
napapével ahvto mpdPfinua. H pébodog mov epappodotnke eivor oviivon emieypévov
ONUOGLEVUEVOY  €PYACIOV  (EMGTNUOVIKA ApOpa, ETICKOMNGELS, TPOTLTOL KOL TEYVIKEG
avopopéc) pe avolkth kmdwkoroinomn (open coding). H avalvon avth 0dMynoe o€ éva. oo
tavounong €€ Katnyopudv avolktdv Oepdtov (.. cVYYLoN 0POAOYING) Kot Ol ETAEYUEVES
gpyacieg KatnyopromomOnkav coppwva pe avtd to oynua. H tapovoa epyacio odnyet oty
avadeltn acap®v CNTNUATOV TOV DTAPYOVGMV TPOGEYYICEMV EVIUEPOTNTAS ACPAAELNS, EVHD
N mpotewdpevn tagvounon mapéxel Eva 00MYO TPOG TOVS EPELVNTEG KoLl EMOYYEALOTIES
ACQPUAENG Y10 TO GYESOOUO KOL TN UEAETN) EPELVNTIKOV 1| EPUPLOCUEVOV TPOGEYYICEMV

EVNUEPOTNTAG OCPAAELNG TAT|POPOPLOKDY GLUGTNUATOV.

Tsohou A., Kokolakis S., Karyda M., Kiountouzis E., "Process-Variance Models in

Information Security Awareness Research”, Information Management and Computer
Security, Vol.16, No. 3, pp. 271 — 287, 2008, Emerald.

Tithog: «Movtéha MetafAntomrog ko Moviéha Aepyaciov g Epevvag Evnuepdtrog
Acodrerog ITAnpopopudv

Yxomog g epyaociog eivar vo peretnBel o TpOTOC [Le TOV OMOl0 Ol HEAETNTEG AGPAAELNG
mnpoeoplakdv cvotmuatov (I1X) éyovv mpooeyyioet 10 {Tnua NG €vnuePOTNTOC
ACQAAELNG TANPOPOPI®OV Kol Vo, eE€TACTEL KOTA TOGO Ol TPOcEYYIoeElS aTEC givol cupPatég
HE TNV 0pYavmolokn Oewmpio kol TIC TPOGEYYIGES LEAETNG OPYAVOGLOK®V OlEPYACIDV GTO
x®po tov IX. T'a avtd 10 okond mpaypatomomOnke avdAvon EMAEYUEVOV ONILOGIEVUEV®V
ePYACIOV (EMOTNUOVIKA GpOpa, EMGKOTNGELS, TPOTLTO KO TEYVIKES OVOPOPES) LLE OVOLKTN
Kodkoroinon (open coding). H avdAvon eixe o¢ amotéAespo TV KOTNYOPLOTOINoT TMV
EMAEYUEVOV  ONUOCIELUEVOV  EPYOCIOV  GOUQOVO e TPOTEWVOUEVN TumoAoyia. Ta

OTOTEAEGLLOTO TG EPYOCTOG SIEVKOADVOLV TOVG EPEVVNTEG Kol EnayyeEApaTieG acedietag [TX
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®ote vo dlokpivouv Kot vo €Pappolovy KATAAANAG HOVTEAD £pEVVAG GTO GYEOLOGUO

TPOTOPOLAMOV Kot TN peAETn Aty evnuepdttos acedietog 1.

Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., "Formulating Information Systems Risk

Management Strategies through Cultural Theory", Information Management and Computer
Security, Vol. 14, No. 3, pp. 198-217, 2006, Emerald.

Tithog:  «Alapopedvovtag Ztpatnyikés Atayeipiong Emkivovvomrog I[TAnpoeopioxdv
Yvomudtov Epapuolovtag to IMoltioukd [podTumor

YKomog NG mapovoag epyaciag eivar m depedbvnon g epapuoyng tov Ioltiopukol
[Ipothmov ®G epyaAeio avoyvadplong TPOTOHTOV OTIC OVTIIANYELS ETKIVOLVOTNTOG TOV
EUTAEKOUEVOV OTNV OGQAAEIDL TTANPOGOPLOV KOl TNG €MIOPACNS TOVG OTn Olayeipion
EMKIVOLVOTNTAG TANPOPOPLoKOV cuotnpdtov (ITX). Zopewva pe to TloMtiopiko Ipdtumo
Ol AVTIMYELS EMKIVOLVOTNTOG HETOED KOWVOVIKOV OUAO®V Kol SOU®mV givar TpofAéyiun Kot
ovoyetiletol pe TOV TOTO KOW®VIKNG opydvoons. H dwyeipion emkivovvotrag [1Z
neptlopfdver éva onuoviikd aplBpd opactnpotteov mov Pacifovior 6tov Tpdmo [E TOV
omoio ot gumAekopevol ovtiAapufdvovtal tov kivovvo oe oxéon pe ta ayabd tov IIZ.
Enopévog, omv mopovco epyacia eEetdlovtol Ol EMMTOGES 1TNG EQPUPUOYNS TOL
[MoMtiopukob TIpotdmov ot dayeipion acedaretog [TX wg epyaieio TV e0IKOV ACPALELNG
v ™ Swyelpion tov aviiinyewnv emikwovvotntas. H epyasio mopovoidler mdg ot
dwpopetikol  TOHMOL  HOPOAOV  KOWMVIKNG  opylvoong emnpedlovv  1n  dwyeipion
EMKIVOLVOTNTAG KOl TOPEYEL KVUPLoL onueion mov mpémel va AapuPdvoviar vToyn katd

SLUOPPMOT) GTPATNYIKAOV OLOYEIPIONG EXKIVOLVOTNTOG.

B.3 EPEYNHTIKEY EPIAYIEY AHMOZXIEYMENEY XE IPAKTIKA
AIEONOQN ENIXTHMONIKOQN XYNEAPIQN META AIIO KPIXYH

HHAHPOYY KEIMENOY

C.22

Gritzalis, A., Tsohou A. and Lambrinoudakis C. Transparency Enabling Systems for Open
Governance: Their Impact on Citizens' Trust and the Role of Information Privacy, In the Proceedings
of the 7th International Conference on eDemocracy, Privacy-Preserving, Secure, Intelligent

eGovernment Services, 14 — 15 December 2017, Athens - Greece

Several governments and citizens embrace information systems that are designed to enable

transparency of public expenses and discourage corruption in the public sector. The objective of this
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paper is to examine the capacity and value of information systems designed to enhance transparency,
from a citizens’/users’ perspective. Our purpose is to address research questions associated with the
actual impact of transparency-enabling systems and openness on citizens' trust and uncertainty towards
the governmental policies and actions. We also explored the impact of privacy requirements and
personal data protection regulations on the system and citizens’ willingness to access public data. To
the best of our knowledge, these are largely unexplored issues in the literature. Our study involves the
design of a web survey and the execution of an empirical study with citizens who have used such a
system in Greece. In particular, we focused our empirical study on the Greek system 'Diavgeia’, which

is the national transparency and anti-corruption system

Kosyfaki, C., Angelova N., Tsohou A. and Magkos, M. (2017) The Privacy Paradox in the Context of
Online Health Data Disclosure by Users, In the Proceedings of the 14™ European, Mediterranean and
Middle Eastern Conference on Information Systems (EMCIS 2017), Coimbra, Portugal, September
2017, Springer.

The privacy paradox phenomenon corresponds to the inconsistency between the privacy concerns and
the actual behavior of online users [9]. The existence of the phenomenon has been studied in many
fields, such as social networks and especially a great variety of forums and online communities [3, 6].
This paper, questions its existence in the context of sensitive data, and more specific in the health data
area via a survey which took place in Greece. Given that health-related information are perceived as
highly sensitive personal data and are often excluded from discussions and sharing, this research aims
to unravel the paradox’s existence that leads to the disclosure of health data information during the visit

of related online forums and communities, by the users.

Paspatis, I., Tsohou A. and Kokolakis S. (2017), Mobile Application Privacy Risks: Viber Users’ De-
Anonymization Using Public Data, In the Proceedings of the 11th Mediterranean Conference on

Information Systems, Genova, Italy, September 2017, Association for Information Systems (AIS).

Mobile application developers define the terms of use for the applications they develop, which users
may accept or declined during installation. Application developers on the one hand seek to gain access
to as many user information as possible, while users on the other hand seem to lack awareness and
comprehension of privacy policies. This allows application developers to store an enormous number of
personal data, sometimes even irrelevant to the application’s function. It’s also common that users
choose not to alter the default settings, even when such an option is provided. In combination, the
above conditions jeopardize users’ rights to privacy. In this research, we examined the Viber

application to demonstrate how effortless it is to discover the identity of unknown Viber users. We
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chose a pseudorandom sample of 2000 cellular telephone numbers and examined if we could reveal
their personal information. We designed an empirical study that compares the reported behavior with
the actual behavior of Viber’s users. The results of this study show that users’ anonymity and privacy is
easily deprived and information is exposed to a knowledgeable seeker. We provide guidelines
addressed to both mobile application users and developers to increase privacy awareness and prevent

privacy violations.

Skalkos A., Tsohou A., Karyda M. and Kokolakis S. (2017) Investigating the Values that Drive the
Adoption if Anonymity Tools: A Laddering Approach, Research In progress, The 11th Mediterranean

Conference on Information Systems, Genova, Italy, September 2017

Concerns about privacy and frustration over censorship and content blocking are driving millions to
use privacy enhancing products. This research-in-progress focuses on anonymity tools, as a Privacy
Enhancing Technology (PET), investigating the values that drive the adoption of anonymity tools by
users. We use means-end analysis, a methodology we consider to be appropriate for investigating
users’ conceptions and incentives for adopting anonymity tools. We also use the laddering technique, a
gualitative method based on in-depth interviews, to reveal the chains of attribute-consequence-values
of anonymity tools users and to construct a Hierarchical Value Map. The aim of our research is to
provide insights and enhance understanding of anonymity tools users’ behavior, which we expect to

benefit both researchers and software engineers to design platforms that more closely fit users’ need.

Diamantopoulou V., Tsohou A., Loukis E. and Gritzalis S. (2017) Does the Development of Information

Systems Resources Lead to the Development of Information Security Resources? An Empirical
Investigation, In the Proceedings of the 23rd Americas Conference on Information Systems (AMCIS
2017), Boston, USA, August 2017

Information Systems (IS) are nowadays considered the most important leverage for
organizations to operate and gain a competitive advantage. Investments in IS technology, in
the recruitment of high qualified IT personnel and the establishment of internal and external
robust IT related partnerships are considered determinant factors for business success and
continuity. As organizations increasingly rely on IS resources, they face more advanced IS
security challenges. This paper explores the relationship between the development of IS
resources and security resources; are organizations willing to invest more in IS security
resources as they invest more on IS resources? The authors conduct an empirical investigation
in organizations located in five Mediterranean countries. The sample includes responses from

61 CEOs, information security managers and 1S managers. The results reveal that IS resources
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positively affect the IS security resources. The human capital plays the most important role for

the adoption of IS security.

Karavaras E., Magkos E. and Tsohou A. (2016) Low User Awareness Against Social
Malware: an Empirical Study and Design of a Security Application, In the Proceedings of the
13" European, Mediterranean and Middle Eastern Conference on Information Systems,
Krakow, Poland, June 2016

During the past few years, in harmony with the fast growing rate of user population in Online
Social Networks (OSNs),a trend for malware writers has been to take advantage of the social
relationships of OSN users, in order to lure them into following malicious URLSs that lead to
malware infection. One reason for the success of such Social Engineering (SE)-based malware
has been the low security awareness of OSN users. Indeed, it can be shown that, on the
average, OSN users do not have sufficient knowledge of the malicious link threats they may
come up against, and thus are easy victims of SE attacks. In this paper we conduct an
empirical investigation which, on the one hand, demonstrates Facebook users' low awareness
of malicious link threats, and on the other hand explores the views of OSN users on the
desirable properties of a security application that protects them against social malware.
Furthermore, we design and describe the architecture of a security application which intends to
raise Facebook users' security awareness by informing them about (possibly) malicious posts
on their walls before or after they get infected. Our application acts proactively by helping
users to not get infected by malicious posts, and reactively by helping the users who got
infected to gain an understanding of the threat and become more alerted towards identifying

malware links.

Jiang H. and Tsohou A. (2015), The same Antecedents do not fit all activities: an Activity-
Specific Model of Personal Internet Use in Workplace, (Research in Progress), In
Proceedings of the 23nd European Conference on Information Systems (ECIS 2015), May
2015, Mursten, Germany

Tithog: «Ot dwor TTapdyovieg Awpopewong dev Tapralovv oe Oreg tic Evépyeiec: 'Eva
Movtého E&edikevpuévo Ava Evépyswa yia v Ilpocomikny Xpron tov Atadiktiov otov
Epyacioko Xaopo»

O1 véec teyvoroyieg pe ovvdeon o610 AlodikTvo, OTWEC TPocmIKoi vroloylotéc, tablets kot

Kvnté  tAEQ@VO, YPNOLLOTOOLVTAL dSopK®G omd  Tovg  opyaviopovs.  Tavtdypova,
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TopaTNPEiTAL AOENCN TOV PALVOUEVOD ¥PNONG OO TOLG LVIAAAAOVG VOGS OPYOVIGHOD TV
VEOV TEYVOLOYIDV YlO0. TPOCMOMIKOVS AdYoug ev wpa epyaciag. H PBiprloypapio mapovcidlet
SAPOPO. LOVTELD OVAALGNG TOV OLTIOV Y10, TOVG OTOI0VG 01 VIAAANAOL TPATTOLY KOTAYPNON
TOV TOpOV HE 0ovTO TOV TPOmo. Ot €pevvec avtéc avipuetomilovy T YPNoN TOV VEDV
TEYVOLOYLOV Y10, TPOCOTIKOVG AOYOLG ®G pio eviaio cvpumepipopd. TTapodia avtd vrapyovv
€PEVVEG OV VTTOVOOVV OTL LIAPYOVV JLAPOPOL THTTOL GLUTEPLUPOPAS TOV EVIACCOVIOL GE QT
10 medio. Emopévmg, elvarl meploptotikd vor LEAETOVUE MG £VaL EVIOIO QOIVOLEVO TO TPOPANUAL
avTod Kot TIG otieg Tov. Qg éva TPMTO PUa TV OVTILETOTIOT] AVTOD TOV EPEVVITIKOV KEVOD, 1
epyacia ovt) Saympilel TPEIG KoTyopieg ¥pNoNG TOV VE®V TEYVOALOYIDV Y10l TPOGMOTIKOVS
Adyovg: ypnon mAektpovikol Toyvopopeiov, mAoNynon ot1o AladiKTLO KOl OUKOVOUIKEG
ovvarrayés. Eetalovpe dtapopetiéc ontieg yuo kKabe pio amd t1g Tpetg katnyopiec. H epyacia
OUVEICQEPEL GTNV EPELVOL AVAIEIKVOOVTOG TNV ovoykouotnto vo eéetaotel oe Pdbog to

(OVOLEVO JAKPIVOVTAG JLOPOPETIKOVS TOTOVS YPNONG.

Koufi V., Tsohou A., Malamateniou F. and Vassilacopoulos G., (2014), A Framework for

Privacy-Preserving Access Control to Cloud Process-based EHR Systems, 25th European

Medical Informatics Conference, August 2014, Istanbul, Turkey.

Tithog: «Eva IMThaicio yia v ‘EAeyyo I[IpocPaocng mov [Ipootatedel v [diwtikdtto og
Yvotuata Nepobmoroyiotikng Hiektpovicoh Poakérov Yyeiog»

[Topd 10 yeYOVOG OTL M| TPOGOTOTONUEVT 1TPIKN UTOPEL Vo PEATIGTOTOMGEL TNV €0pED,
avamtuEn Kot epappoyn Bepamevtikdyv dpdoewv, dev €xel mANpwG aSlomombel omd TIg
vanpeociec vyelog mpog acBeveis. Otav 0 MAeKTpoviKOS GAakeAOG Vyelag evoouotmbel pe
dedopéva amd AALeC TNYEC, OO KOWVMVIKN TPOVOLN, TPOCMTIKO QPAKEALO VYELOG Kol YEVIKEG
TANPOQOPIES, UMOPEL VO OMOKTNOEL KEVIPIKO POAO GTNV TPOCOTOTOUNUEVY] VYELOVOLIKT
nepiBoiym. Emopévamg, pia véa yevid niektpovikod gakéiov vyeiag Oa avadvbel n omola oyt
puoévo Ba vrootnpilel Toug emayyeApotieg vyeiog vo AapPavouy KaTAAANAL TANPOPOPIUEVES
amopdoels, aAAd emiong pmopel vo vTOoTNPiEEl TNV KOWVOTOUO OVOKAALYT GLOYETIGE®MV
aVAUESO OE YEVETIKA, KALATOAOYIKE, OtadwkaoTtikd ototyeio. [lapodia, vrapyet éva mAn6og
amd vopkd, MOwd kot TEYVIKA oitie mov mopepmodifovv v vAomoinon oavtod TOL
NAEKTPOVIKOD PaKkéAOV VYelag, €5 artiag Twv mBavdv TapaPlldceny acEALEINS TANPOPOPLOY
Kol TNG WIOTIKOTNTOG. X 0T TNV €pyacia mapovotdlovpe €va HovTEAO cupPatd pe

HIPAA 10 omoio evepyomoiel £leyyo TpOGPacNS GTNV EXOUEVT YEVIOL NAEKTPOVIKOD QOKEALOV
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vyeiog SaTnP®OVTOG TNV OO TIKOTNTO.

Jiang H. and Tsohou A. Expressive Or Instrumental: A Dual-Perspective Model Of Personal
Web Usage At Workplace (Research in Progress) In Proceedings of the 22" European
Conference on Information Systems (ECIS 2014), June 2014, Tel Aviv, Israel

Tithoc: «H IMAevpd ¢ Exepacng kot tov Xxomov: ‘Eva Aviké Movtého yio tnv Eneénynon
¢ [Ipocomikng Xpnong tov Atadiktoov otov Epyaciaxod Xopo»

H yprion xivntdv cvokevmv, 0mmg Kivntd thAéemva kart tablets, katéyovv onuepa e&apetikd
ONUOVTIKO pOAO G TPOCHOTIKOVS KoL EMAYYEALATIKOVG Topelc. Ev T petald, ot texvoroyikég
e€elelg kKabioToOv oloéva kat o SVOKOAN TN SLAKPIGT) OVAUESH OTIC EPYOCLOKES KoL TIC T
gpyactakés opactnpotntes. Kabdg ot kivntég cuokevég Kot to Aadiktvuo evidaccovtol OAo
KOl TEPIOCOTEPO GTOV EPYACLAKO YMDPO, Ol VIOAANAG GLYVE TPAYUATOTOOVV EVEPYELES GTO
A1001KTVO TOL AUPOPOVV TPOCWOTIKES VIODEGELS, €V PO EPYACIOG KOl OO TOV EPYAGLOKO
YOPO, aSloMoIOVTAG HAMOTO TEYVOAOYIKOVS TOPOVS TOL opyavicpov. Ot épevveg €xovv
avayvopicel TAnBopa and Kivntpa mov e€nyodbv avTn TN GLUTEPLPOPA, OO SLPOPETIKES
ontkés. Méow avdivong g Pphoypaeiag, mpoteivovpe éva Ovikd HOVIEAO Yy N
oLumePLPopd avtr Kot e£eTalove TOVG TAPAYOVTEG SOUOPPOONGC, TOVG OTO10VG dlakpivove
o€ OVO KATNYOPIES: TOVG TOPAYOVTEG EKQPACTG KOL TOVS TOPAYOVIEG GKOTOV. XTI GUVEYELD,
avanTOGGOLHE €va dVIKO €PELVNTIKO HOVTEAD GLVOLALOVTOG TIG 0VO0 KOTNnyopies Kot Tig
OAANAOETOPACELS TOVG. ZVyKeKpLéva, aSlomoldvtas tn Bewpia eAEyyov-Intmong epyaciog
(job demand-control theory) avayvopilovpe éva véo Tapdyovta dtapdpewong mov eényet v
TAELPA  EKQPOONS NG  OLUTEPIPOPES, TNV emayyeApotik  eEovbévmon. Emiong,
avayvopilovpe €va véo mopdyovto Oapdpeons mov eENyel TNV TAELPA OKOTMOV TNG
CLUTEPLPOPAS, TO EKTILOUEVO OPELOG. To povtédo divel véa onTikn otV £pguva YOpw amd
CLUTEPLUPOPE TPOCMOTIKNG XPNONG TOL AAOIKTHOV GTOV EPYUCIAKO YMDPO, UEGH TNG TPATAGNG
avayvopiong g orrthg evong g, olvovtag pia evkaipio Kotavonong Twv OlopOopPETIKOV
EVOAAOKTIKOV HOVTEA®V TOL Vtapyovv otn PBipAoypagio Kot ETTPETOVTOS TO GLVOIVAGLO

TOVG G LEAAOVTIKY €PEVLVOL.

Jiang H. and Tsohou A. The Dual Nature of Personal Web Usage At Workplace: Impacts,
Antecedents And Regulating Policies, In Proceedings of the 22" European Conference on
Information Systems (ECIS 2014), June 2014, Tel Aviv, Israel

Tithog: «H Aurt] @Yon g [Ipocwmikng Xprong tov Awdiktvov otov Epyaciokd Xopo:
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Emuntooeig, [apdyovieg Atapdppwong kot [Toltikéc Acpdietocy

H yprion xivntdv cvokevmv, 0mmg Kivntd thAéemva kar tablets, katéyovv onuepa e&apetikd
ONUOVTIKO POLO GE TPOCHOTIKOVS Kot EXAYYEALOTIKOVS TOopElS. Ev T peta&y, ot teyvoAoyikég
e€elMelg kKabiotohv oloéva kal o SVGKOAN TN SLAKPIoT) OVALEGH OTIC EPYOCLUKES KoL TIC WUT|
ePYaoloKéG OpaoTnPlOTTEG. YITAPYOUV 0vTIKpoLOUEVEG amOyelg 6T PipAoypapio oyeTikd pe
TOVG TTOPAYOVTEG OLAUOPPOONG, TIS EMMTMOGELS KOl TIG TOATIKES AGPAAELNG OV TTEPLopilovy
MG TPOCMTIKNG ¥PNONG TOL AldIKTOOV GTOV EPYACIAKO YMPO. X& VTN TNV EPYAcia
1oYLPIOHOOTE OTL Y10 VO KOTOVONGOVE TO GovOUEVO Ba mpémetl va avaADGoLE TEPIOTOTEPO
TN GLUTEPLPOPA OVTN KOl VO KATOVONGOLUE TN (Oon G MEcwm avaiAlvong Tng GYETIKNG
Biproypapiag mpoteivovpe OTL 1| CLUTEPLPOPE VT EYEL O1TTH GUOT M OmoioL CLVOEETAL e
SPOPETIKOVS TOPAYOVTES OLOUOPPOONG, EMIATOCEL KOl TOALTIKEG TEPLOPIGLOV. AVaPOopPiKa
LLE TOVG TTOPAYOVTEG SOUOPPOCNG 1) CUUTEPLPOPE AVTN ATOTEAEL TOLTOYPOVA EVOL LEGO Y10 VOl
EKPPAGOVY OPVNTIKG GUVOIGONLOTO GE GYECT LLE TOV OPYOVIGHO KOl £VOL LEGO GKOTOV Y1 TNV
emitevln BETIKOV AEITOLPYIDOV YPNGILOTOIOVTOS TO AladikTLO. Xg GYEOT UE TIG EMATMOCELS
avayvopilovpe 6t 11 cuuTEPLPOPE VTN UTOpel Vo EMEEPEL TOGO OETIKES EMNTMOGEIS GTOVG
0pYAVIGHOVG 060 Kot apvnTikéc. Mo Ti¢ ToMTIKES ac@dAelng, dloKpivOVUE OTL SLOPOPETIKES
TOMTIKEG €fval KATAAANAEG avdAoya Tov opyovicpd. Avtiy n oty OGN NG CLUTEPLPOPE
TPOCHOTIKNG YPNONG TOL ALaOIKTOOV GTOV EPYUCLOKO YDPO TPOCOEPEL VEN OMTIKI] OTO
QovopEVO Y10, 500 Adyous. TIpdTOV d1eVKOADVEL TNV EVOTTOINGN TV OVTIKPOVOUEV®V EPEVVDV

ot PpMoypagia kot devtepoV TapEyel KaBodNynomn yio LEALOVTIKY EpEvval.

Oh J., Lee H. and Tsohou A. Relational Versus Structural Embeddedness in IT Outsourcing
Networks: The Role Of Requirement Unpredictability And Measurement Difficulty, 17th
Pacific Asia Conference on Information Systems (PACIS 2013), June 2013, Jeju Island, Korea

Tithoc: «H Zxetikn ‘Evovtt ot Aopkn) Evoopdtoon oe Alktvo Xvvepyotov EEmtepiknig
AvaBeong Teyvoroyidv ITAnpogopukng: O porog g IpoPreyipndmros kot e Avokoiiog
Métpnong»

H oyetkn kot n dopikn eVOOUATOOTN KATEXOLV CNUAVTIKO pOA0 6TO TAAiclo TG avabeonc
EPYACIAOV TANPOPOPLOKAOV GLUGTNUATOV G€ TpiTtovg Popeic. TTapoia avtd, dev VILAPYEL CAPNS
kafodnynon yw 10 MO Omd TOLG OVO TOMOVG EVOMUAT®ONG &ival TAEOV KATAAANAOG
TPOKEUEVOD VO, ATOTPOTOVV GUUTEPLPOPES KEPOOGKOTING Kol va, emttevydel pakpompdheoun

emidoon Otav vmapyer afePfoardtmra kot €vo peyGho €0pog avamTuENg TPOIOVIMV Kol
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CLOTNUATOV TANPOPOPIKNG OV £xovv avatedel og tpitove. TIpokeévov va OmavVTGOVE G
oVTO TO EPMTNUN, ONUIOVLPYOVUE €va €KOVIKO TepBdALOV Tov TPOGOUHOlaLeEl TO OiKTVLO
ocvvepyotav pio tpitng avdbeong, Omov ot etaupeiec maipvouv Tov EAEYYO  EMAOYNG
OLUVEPYOTAV HE OYETIKN Kol HE OOWKN evoopdtoon ovtiotoyya. Ot ocvvepydteg
avtoyovifovtal petagd Toug pe 6tdYo TN UEYIoTONoiNon TV pokporpoddecumv kepddv. Ta
OTOTEAECLOTO TNG TPOCOUOIMONG OElYVOLV TOL TAEOVEKTNLOTA TOV KAOE TUTTOV EVOMUATMOONG
Kol 0Tl vrepgyovy kdbe évag avaroya pe to emimedo afePordtntoac. Emopévmg, n épgvva
TopEXEL KOADTEPN KOTOVONON TOV CLVONKAOV LIEPOYNS TOL KABE TOMOV Kol TOPEYEL OTNV

avaTepT dloiknon kabodynon yio vo emAEEEL AVAUESE TOVG.

Tsohou A., Al-Yafi K., Lee H., “Evaluating M-Government Applications: An Elaboration
Likelihood Model Framework”, Proceedings of the European, Mediterranean & Middle

Eastern Conference on Information Systems (EMCIS), (Eds. Ghoneim A., Klischewski R.,
Schrodl H., Muhammed K.) 2012, 7-8 June, Munich, Germany

Tithoc: «A&wroyovtag Egappoyés xkwvmtg AwkvBépvnong: 'Eva mloicio pe Pdost to
Elaboration Likelihood Model»

Ot epapuoyéc kol vanpeciec kvntng olakvPépvnong (m-government) ovoeépoviol o€
VINPEGiec OV gival SBEcIES HEGH KIVIITOV GLOKEVADV GLVOESEUEVOV 6TO AladiKTVLO KOt
elvar  mpoomeAdolpueg omoladnmote Gpa Kot oamd omowdnmote tomobesic. H  kwvmrn
SlKLBEPYNOT Kot 1) KIVNTH GUUUETOYN TOV TOMTOV £lvar véeg £vvoleg evOG OVOTTUGGOLEVOL
nedlov g Oonuoctag SakvPépvnong kol TOPEXETAL UEGH MAEKTPOVIKAOV VLINPECIOV
TPOGPACIH®Y  amd KIWVNTEG GULOKELEC. XE OLTH TNV €pyocio TopEYOVUE €va TAAICLO
a&loAoynong tov epyoieinv kivng oaxvBépvnone. To miaico a&loldynong PacileTon otnv
vrdBeom OTL T gpyaleian Kivng dtakvPEpvnong dev mapéyovv wovo pio evoALakTiKn HEB0do
TPOGPACNS OTIC OMNUOGIEG OPACELS, BALL GTOYEVEL KOl GTNV TTAPOYY| KWVITPOV GTOVS TOAITES
Yo TNV aOENGN TNG CLUUETOYNS TOVG OTIG O10dIKAGTES SLOUOPP®ONG dNUOCIWV ToMTIK®Y. H
uébodog a&rordynong Paciletar oto povtéro Elaboration Likelihood Model. H xovotopia tg
gpyaciog ocuviotatol o) GTNV KOVOTNTO TNG VO OTOTLRAOVEL TNV TPOYUOTIK XPNoN TOV
epyorelov amd toug ypnoteg kot Oyt v mpdbeon yprons, B) o dvvaTdTNTA TOV EEPEL VO

OTOTIUA TIC IKOVOTNTEG KIVNTOTOINoNG Kot eV TOL GUGTIULATOG.

Tsohou A., Lee H., Zahir 1., Weerakkody V., Osman I., Latif A., Medeni T., “Evaluating E-

Government Services From A Citizens’ Perspective: A Reference Process Model”,
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Proceedings of the European, Mediterranean & Middle Eastern Conference on Information
Systems (EMCIS), (Eds. Ghoneim A., Klischewski R., Schrédl H., Muhammed K.), 7-8 June,
2012, Munich, Germany

Tithoc: «A&woroymvrog Ymnpeoieg HAektpovikng AwaxvPépvnong pe Ilolto-kevrpikn
[Tpocéyyion: ‘Eva Aepyaciaxd Moviého Avagopdc»

H o&oloynon kot Peitiotonoinon TV VANPECIOV MAEKTPOVIKNG OSlakvPEpvnong eival
amopoitnTn Yoo TIg KvPepvnoels, ilaitepa AOY® NG SLVATOTNTEG TOVL QEPOVLV YO, TNV
petappOOon g dnuoctag Ooiknong. O vmdpyovoeg mpooeyyioelg afloldynong oev
CLUTEPTAOUPAVOVY LETPIKEG TTOV AVTAVOKAOVDY TNV Kavoroinon Tov toltdv. H Bifioypapio
amod TV GAAN peptd meptlopfavel da@opo HOVTEAN KOl TEYVIKES Yia TNV aloAdynon g
wavoroinong twv moAtdv. [lapdia avtd, n iprloypaeia otepeitor evOg LOVTELOL avVOPOPAS
Yo TNV EMOVO-YPNOLOTOINGT  TPOKTIKOV — aS0AOYNONG  MAEKTPOVIKOV — LANPECLOV
dkvBépynong pe covumepinyn TG KOVOTOINoNG TOV TOMTMOV. X& aLT TNV €pyacia,
a&lomoobpe TV mPocEyylon aEoAdyNong mov avortuydnke oto mioicto tov Kowotikov
[Ipoypdupatog CEES ot mpoteivovpe €va poviélo avaQopdc MOV EVOOUOTMOVEL TN
JUVATOTNTO  EMOVA-YPNGLUOTOINGCNG TPOUKTIKOV MNAEKTPOVIKNG StakvPBépvnong He TOALTO-
KeVIPIKY| TpocEyyon. H kavotopio g epyaciag éykertar ot (pnom g TEYVIKNG OVAALGNG
QOKEAOV OOUEVOV YO TNV OEOAOYNON TOV NAEKTPOVIKMVY VINPEGUDY TPOG TNV OVALYVOPLOT

onueimv oTpaTyIKnG PEATIOONS TOV VANPECIDV.

El-Haddadeh R., Tsohou A., Karyda M., “Analyzing Implementation Challenges for

information Security Awareness initiatives in E-government”, Proceedings of the ECIS 2012
20th European Conference on Information Systems, (Eds. Janssen M, Weerakkody V, Dwivedi

Y), June 2012, Barcelona, Spain.

Tithog: «Avaivovtag Tig TlpokAncelg YAomoinong Apdoewv Evnuepodtnrog Acodieiog
[TAnpogopiwv yua v HAektpovikn AtaxkvBépvnon»

Me v evpeio LIOBETNON VINPECIOV NAEKTPOVIKNG OlakvPépvnong €xet dmuovpyndel
avaykn adldKkonnG pong SEOOUEVOV HETAED TOV POPEMY TOV OMUOGIOL TOUEN, OUTPOVTOG
TOPOAANAL TV OKEPOUOTNTO, EUTICTELTIKOTNTA Kol AKEPOLOTNTA TV dedopévav avutmv. Ot
KuPBepynoelg Exovv B€cel oe 1GY0 APOoPa KIivnTpa Kol TPOYPUUUATO, CUUTEPIAUUBAVOUEV®Y
TPOYPAUUATOV EVIUEPOTNTOG, LE GKOTO TNV EVIGYLOTN TNG KATAVONONS Y10 TNV TPOCTUGIN TNG

ACQPAUAELNG TANPOPOPLDV KOL TG WOIOTIKOTNTOS OO TOLG VIOAANAOVS TV dNUOGIOV POpEMV.
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[Mopdra avtd, 1 VAOTOINGT TETOU®V OPAGEDV EVIUEPOTNTOS EIVOL TOALEG POPEG GUVLPAGHEVN
ue évo mAnbog and mpokAnoelc. H epyacio avt mpocseépet pio kotavonon Tov TpokANcEDY
TPOG TNV EMLTLYN LAOTOINGT TPOYPOUUATOV EVIIEPOTNTAS AGPAAELNG GTOV ONUOGLO TOUEN OE
oxéon He TG MAEKTPOVIKEG vmmpeciec. To &vvololoylkd MAOIGIO0 TOL  OVOTTVGGETOL
TEPLOUPAVEL TOMTIKEG, KOWVOVIKEG, OPYOVMGLIOKESG Kot TEXVOAOYIKEG TpokAncels. H epyacia
TEPIAAUPAVEL EUTEIPIKT €PEVVO LEG® UEAETNG TEPITTOONG GE £va ONUOGLO OPYAVICUO GTNV
EMéda. Evo to amoteAéopoto TG EUmEPIKNG £pevvag emPefordvouy To poOrO TOV
TPOKANGE®MY TOV avoyvopioTnkay, ToapdAAnio avoyvopiletor péow g €pgvuvag OTL ot
CUUUETEYOVTEG OTO OYEOOCUO T®V  TPOYPOUUATOV  EVNUEPOTNTOS  EMOUDKOVV  GLYVA
SPOPETIKOVS GTOYOVS AGPAAELNG KOl WOIOTIKOTNTOC, TO Omoio cuvtelel e avénom g

TOALTAOKOTNTOG GTOV OPYOVIGUO.

Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., “Analyzing Information Security

Awareness through Networks of Association”, 7th International Conference on Trust, Privacy

& Security in Digital Business (TrustBus 2010), September 2010, Bilbao, Spain

Tithog: «Avoivovtag v Evnuepomta Acedieiag [Tinpogopidv a&lomoidviag Aiktva
Xoumpaine»

H evmuepdémra aocepdielog mAnpoeopldv eivor pio dopkng Tpoomdbslo, £6TiooNG TOV
EVOLLPEPOVTOG GTNV ACPAAELD TATPOPOPLOV KOl T CNUACTH TNG, LE GKOTO TNV EVEPYOTOINOT)
CUUTEPLPOPADV OV OEEAOVV TNV ac@dAeta. Tlapd to avénuévo evolapépov TV £PELVNTOV
010 medlo NG eVNUEPOTNTOS OCPAAEING KOl TIG OlPKEIG TPOEWOOTOMGELS TV dleBvmv
EMICKOMNGEMY OGPAAELOG YO TN ONUAGIO TNG, 1| EVUEPOTNTO ACPAAELNS TOPOUUEVEL OC EVA
kpiowo {NmMuo g ac@aielng mANPoeoptdv. Ot VITAPYOVGES TPOGEYYIGES EVNUEPOHTNTOC
ac@iielng mpoteivouy texViKEG Kot peBOOOVG TpodBNoNg TS aceaielns, xwpig Opmg va
ompilovtol og kdmoo BewpnTikd TAaic1o, Kot HAAGTO aveEAPTNTA OO TO GUVOAIKO TANIGLO
drotknong acedielog TAnpoeopldv. O 6KoTOG TNG TOPOVGOS EpYyaciag eivar va mpoTeivel Eva
Bempntikd kot pefodoroyikd mhaiclo mov Bo SlEVKOADVEL TNV aVAALGY Kol KATOVONOT TWV
nmudtov mov eUTAEKOVIOL GTIC OPACTNPLOTNTES EVNUEPOTNTOG OCPAAELNG, OOTE Vo
vrootnpyel n droiknon acEdreng EVOS 0pyOVIGHLOD.

Evans R., Tsohou A., Tryfonas T., Morgan T., “Architecting Secure Systems with the ISO

standards 26702 and 27001, 5th IEEE International Conference on Systems of Systems
Engineering (SoSE 2010), June 2010, Loughborough, UK, IEEE Computer Society Press
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Tithoc: «Zyeddloviag Acpain Zvotiyuato pe to tpdtuma ISO 26702 kot ISO 27001»

Ot oyedlooTég ouoTUdTeVY Ppickoviol aVTILETMOTOL LE TIG TayElS TEXVOAOYIKES eEEMEELC, TIC
TOAVTAOKEG GLUPOTIKEC OYEGELS, TIG OVOOVOUEVES OMEINEG KOl OMOLTIOELS OGPAAELNS, TIC
avnovyieg v ™ PlOcdTNTO TOV TPOYPUUUATOV TOVG KTA. X€ OVTO TO TAMIGLO, TO
TANPOPOPLOKE GLOTAUOTA €KTIBEVTOL G VYNAOVS KIVOUVOUG, EVAD TO TPOCPOTO GTOLYEL
TEPLOTATIKOV OmOTVYI0G GLVTEAODV otV amaitnon éugoacns otnv aceaiela. I[Hapdia avtd
elval pn €QIKTtd Ol TMPOYPOUUOTIOTEG GLOTNUATOV Vo €eldIKevTovy 6 OA0. To. TEdia
EVOLPEPOVTOG TPOKEWEVOD VO OVTILETOTICOVV pe emituyio ta (nTpota avtd. Emopévmg, o
oXeO0GUOC TOV GLOTNUATOV glval amopaitnTto va. AapuPavel vTOYN TIG KOAEG TPOKTIKES Kot
™V LVIdpyovca GYETIKY Yvaon. Otav avuty 1 yvodon eVomUITOVETOL o€ Kabiepmpuévo Kot
EVPEMG AMOdEKTE TPATLTIQL, dnpovpyeitar Oxt HOvo M gvkopic va aStomombel t0 dPLUO
ePLEYOUEVO TOVG, 0AAG Kot va aglomoinfovv o TAEOVEKTUOTA GUUUOPPMOONS, OAOKANPOGNG
KOl OVTOYOVIGTIKOU TAEOVEKTNUOTOS TOV TTapEYEL 1| TpoTvutontoinon. e avtd to okomd, otV
napovca epyacia depevvatot 1 aSlomoinon dVo gVPEms amodekT®V TPoTHwV: 1 celpd ISO
27000 kv to ISO/IEC 26702, ¢ epyareion mov Ba Pondncovv 10 oYeO0GUO ACPOADY
GUOTNUATOV.

Vrakas N., Kalloniatis C., Tsohou A., Lambrinoudakis C., “Privacy Requirements Engineering

’

for Trustworthy e-Government Services”, 3™ International Conference on Trust and
Trustworthy Computing (TRUST 2010), June 2010, Berlin, Germany, Lecture Notes in

Computer Science LNCS, Springer.

Tithog: «Avaivon kot Zyediaon Amotinoewv Idwtikdémrog yie 'Eumioteg Yranpeoieg
HAextpovikng AtaxkvBépvnone»

[ToAAéc €peuveg ©TO YDPO TOV TANPOPOPLIKAOV CULGTNUATOV £XOVV £QapLOcEL Bempieg
amodoyNs v v e€étacm NTNUATOV amodoyng NAEKTPOVIKADV VINPECIOV OO TOVG YPNOTES
TANpoPoplak®V cvotnudtov. H epappoyn avtdv tov Bewpidv 610 medio TS NAEKTPOVIKNG
dtakvPEpynong £xet 0eigel OTL N EUMGTOCVVY OTOTEAEL TPOATOUTOVEVO Y10 TNV OITOO0Y| Kol
YPNON TOV CLOTNUATOV NAEKTPOVIKNG dtakvBépvnong. [opdAinio, ta {ntipoate kot ot
avnovyieg WMTIKOTTAG OmOTEAOVY TNV KOplo mpobmddeon ya tn mpdbeon ypfong twv
CLOTNUATOV MAEKTPOVIKNG OlakvPEpvNone amd Tovg ypnotes. Emouévag, mAnpoeoploxd
GLOTNLOTA TTOV OE SLOPVAAGGOLY TNV WIOTIKOTNTO OV YIVOVTOL EUMIGTA OO TOVG YPNOTEG LUE

OTOTEAECHO, VO LT TO. OTOOEYOVTOL. ZNUEPO. VIAPYOVV TOAAEG KOKOPOVAEG €MBEGES TTOL
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umopel va mopafldcovy TV EUMIGTEVTIKOTNTO TPOSOTIKAOV dEJOUEVOV KOl va. dlakvPevTtel N
EUTIGTOGLVT] TTPOG TO GVOTNHA. O TLTIKOG TPOTOC Y10 TV ATOTPOTN TETOL®VY EMOEGEMVY Elvar 1
EQUPLOYY TEYVOLOYIDV TPOCTAGING TNG WO1OTIKOTNTOC. [Tapora, N epaproyn TOV TEXVOLOYIDV
evioyvong g WioTikoéTTog gQapuodlovtal onuepa avbaipeto Kot un Aappavoviog vaoyn Tig
OTOITOELS TOV EKAGTOTE OPYAVAOCIOKOD TANIGIOV 6TO 0omoio Asttovpyel i Ba Aettovpyel to
oVOTNUO. XTNV Tapovco epyoacio woyvpillopacte Ot elvar amoapaitmro vo avamtvyfodv
péEBodOL avaAvLoNG Kot 6YeOI0ONG AMOUTCEDV WOIOTIKOTNTOS TPOKEUEVOD VO AVIYVEDOVTAL Ol
eCapTdpEVES amd TO TAOICIO OMOUTAGES WOIOTIKOTNTOG KOl VoL EMAEYOVTOL TO KOTAAANAQ
TEYVIKA, OpPYOVOOLOKG Kol OlodIKACTIKA OVTIHETPO. Y. TNV  VLAOTOINGT GLOTNUAT®V
NAEKTPOVIKNG SokLPEPVNONG TOV SPVAACCOVY TNV WIOTIKOTNTO TTov Bo. TPOGPEPOLV

NAEKTPOVIKEG VINPEGIEG TOL EUMIGTEVOVTOL OL YPNOTES.

Tsohou A., Kokolakis S., Lambrinoudakis C., Gritzalis S., “Unifying ISO Security Standards

Practices into a Single Security Framework”, 12th Annual IFIP Workshop on Information
Security Management, N.Clarke, S. Furnell (Eds.), May 2010, Port Elizabeth, South Africa,

Emerald

Tithoc: «Evomowwvtog ta Awebvny ITlpotvma Acedrewng (ISO) oe éva Eviaio IMTAaicto
Acpdrelocy

270 YOPO TOV TANPOPOPLOKOV GUOTNUAT®V 1 CLUUOPEMoN e mpdtuma eivor Wwitepa
ONUOVTIKY Y. Towkilovg Adyovg, peta&d tov omoiwv eivar M SwwAertovpywkdtnTo, 1
motonoinon kth. Evd ot mpdoeateg emoKomoels vmodetkvoovy Ot 1 amodoyr] debvav
TPOTOHTO®V OCPAAELNG OVEAVETOL Kol OTL Ol OPYOVIGHOL GUUHOPPOVOVTOL HE AUTO O0PKADG
avéavetal, mapodAa avtd 1 mAsoyneia tTov opyovicpmv eéakolovbel va pn yvopiler ta
KLPLOTEPA TPOTLTIAL AGPAAELNG N VA Un epoprdlel 6to cuvoAd Tovg. H mapovoa epyacia £xet
®¢ OKOMO VO, OIELKOAVVEL TNV EVNUEPOTNTA TOV EMOYYEALOTIOV OCOAAENG Yoo To. debvn
TPOTLTTO, ACPAAELNG KOL VO, GUVEIGPEPEL GTNV EPOPLOYT] TOVG UEGH OO EVA TAAICIO OAGPAAELOG
nov wpoteivetol. To mpotewvopevo mAaiclo acedieiag mepriappdvel técoepa enimeda. ['a v
eneENyNon TOV SOPOPETIKAOV EMTEOOV KOl TNV TOPOVLGINCT TNG EPOUPUOCIUOTNTAS TOV
YPNOWOTOOVE G UHEAET TepimTmong €va mANPoeoplakd cvotnua picbodociog kot

oLVTAEE®V.

Tsohou A., Karyda M., Kokolakis S., Kiountouzis E., "Aligning Security Awareness with

Information Systems Security Management", 4" Mediterranean Conference on Information
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Systems, September 2009, Athens, Greece

Tithog:  «EvBuypdupion g Ewvnuepommrag Acoediewng pe 1 Atoiknon Ac@dielog
[TAnpooplaxk®v ZvotnudTmvy

2y mapoboo epyacio dlEPELVATAL O TPOTOG LE TOV OTolo 1 dladKacion TG EVNUEPOTNTOGC
OCQPUAENG OULVOEETOL HE TO €VPVTEPO TANIGLO OLOIKNONG OCQAAELNS TANPOPOPLUKDYV
ocvommuatov (IIX) to omolo elvmnpetel. Méxpt onuepa, M OAPOPE®OOT TPOTOPOLAIDV
EVNUEPOTNTAG OCPAAELNG OYVOEL TNV 1O10UTEPU GNUOAVTIKY] GUGYETION LE TO GLVOAMKO TANIGLO
Jlolknong acEAAElng, KOl OVTIGTPOQO. X& OUTN TNV €PYacio TEKUNPLOVETOL TOG Ot dvo
dlepyacieg pmopodv vo gubuypappuctodv, ®ote va dac@aiiletal 6Tl 0l dPACTNPLOTNTES
evnuepdTTag ELTNPETOLV TN OTPATNYIKY O10iknNoNg acAAelng, oAAd Kot OTL 1 dtoiknon
ac@drelng aglomotel Ta 0QEAN amd TIG EVEPYELES EVNUEPOTNTAS. AVTO TpaypaToTotEiTal LEGQ
amd TV avdAvon Tev dVO OlEPYacIOV UE ¥PNON €VOG TANIGIOV OVAALGNG OPYOVOCIUKMV
JLOIKOGIOV KL GTN GUVEXEWL UE TN OVAALGN TOV avAdEIKVLOUEVOV aAANAemdpdoemy. H
avayvOPIoN TOV OAANAETOPACEDV OVTOV €xel ®¢ amoTéAecua vo Kabiototar dvvorn m
TomofETNON ™G EVNUEPOTNTAS AGPAAELNS GTO gVPVTEPO TANIGLO dtoiknong acedietag [1Z, oe

avTifeon HE TNV AVTLETOTION TNG OC VOV LELOVOUEVO UNYOVIGUO OAGOAAELOC.

Tsohou A., Kokolakis S., Lambrinoudakis C., Gritzalis S., "Information Systems Security
Management: A review and a classification of the 1SO standards”, In: Next Generation
Society: Technological and Legal Issues, Springer Lecture Notes of the ICSSIT Institute for
Computer Sciences, Social Informatics, and Telecommunications Engineering A. Sideridis and
C. Patrikakis (Eds.), e-Democracy 2009, LNICST 26, pp. 220-235, 2010

Tithog: «Awoiknon Acoediewng [TAnpogoprakmdv Zvommudtwv: Emokdémnon ko Tagvdunon
tov I1ISO mpotdmmv»

Ot oyedotéc mAnpogoplokdv cvotnuateov (ITIX) yvepilovv v avaykodtnto apoiPoiog
KOTOVONONG KOl GUUPOVIOG AEITOLPYIKOV Kol N AErTovpylkov mpodaypaowv I[1X. H
avaykoldtnto out] oQopd TOGO TO OYeOloUO «ophBdV» cuoTMudtov 060 Kol TN
SAertovpyKOTTA pe GAAO cvuotiuate. EvOosiktikd mopddetypo ovtng g avaykoidTnTog
AmOTEAEL 1] ACPAAELD, TANPOPOPLDVY. ZTNV TEPITTMOT] TOL Ol ATUITHCELS ACPAAELNG dE YivovTal
AVTIANTTEG e TOV 1010 TPOTO otd O TOL EUTAEKOUEVO LEAT KO Ol UNYOVIGLOT OGPAAELNG TTOV
Ba vAomomBovdv dev KOVOTOOLY JEBVAOS amOdEKTONG KOVOVEC KOl TPOKTIKEG, TOTE TO

ocvotnua mov OBa oyedwaotel eivor mBavd va punv Ba wkovomolel to emBuuntod emimedo
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ac@drelag Kot o eivor dVGKOAD Vo dlaAelToVPYNGEL acPai®g pe dAla TTZ. Eivorl, Aoutov,
cOPNG 1 GLVEWCEOPH TV JEBVOV TPOTOHTOV YL TO GYESCUO Kol TNV VLAOTOINONG
UNYOVICUMV OGQAAELONC. XTNV TOpOoVca. EPYOcio TapoLoldleTal pia ETOKOTNON TOV TPOTOTWOV
dlolknong aceAaAelng TANPOEOPLOV 1oL £xovv Onpoctevtel omd Tov Aebvp Opyavioud
[Ipotvmomoinong (International Organization for Standardization) kot mpaypotomoteiton
TaEVOUNOCT] TOVG GOUEOVO HE TIC &vieka evotnteg pétpov aopdreiag tov ISO/IEC
27001:2005. H avdivon oot OlEVKOADVEL TOVG EMOYYEAUOTIEC OCQAAEWG OTNV
OTOTEAECUOATIKY O101KNOT ACQAAEING TANPOPOPLDV, KAOMG 1N TapeXOUEVN TaSVOUNGT TOV
TPOTUTMV UTOPEL VO GUVEIGPEPEL GTNV EVIUEP®ON Kol KATAvONoTn TG TANODPS TPOTHT®MV

OCQAUAELOG TTOV VILAPYOVV.

Rizomiliotis P., Tsohou A., Lambrinoudakis C., Gritzalis S., "Security and Privacy Issues in
Bipolar Disorder Research", ICICTH 7" International Conference on Information and
Communication Technologies in Health, A. Hasman et al. (Eds.), July 2009, Samos, Greece,
INEAG

Tithoc: «Znmpata Acedirelag kot [diwtcotmtog oty Epevva Aumolikng Atatopoyng»

[Tapd T0 yeyovdg OTL VILAPYEL AVAYKN £PELVOS GTO YMPO TOV YUXIKAOV 0GOEVELDV, 1| GYETIKN
épevva Topepmodiletot omd To {NTHRATO EUTICTELTIKOTNTAG KO TPOGTUGING TNG WOIOTIKOTTOG
OV APOPOVV TOLS 1ATPKOVS PakEAOLS. H cuykévipmwon Tov 1atpikod 16Toptkod acHevdv Tov
ndoyovv amd v 10 acBéveln oe kevipikéc Pacelg dedopévav Omov UTOpovV  va
EPAPLOCTOVV TPONYUEVESG TEYVIKES ££0PLENG YVdOong Ba NTov 1010iTepO TOAVTIUES Y10 TOVG
epeovntéc. H peyoddtepn mpdxkinon eivor m avovopomoinon tov O0£0OUEVOV, (DCTE VO
1KOVOTTOLOVVTOL O1 VOLUKES KOl NOWKES amOTi|GELS, EVO TAPAAANAL VA S10TPOVVTOL Ol KPIGILES
WTPIKES TANPOPOPIES. TNV TAPOVSH £PYOCIN TPOTEIVETAL EVaL LOVTELO OMovpyio KEVTPIKOD
amofeTnpiov AVEOVLLOTONUEVOVY dE30UEVOV 0GOEVOV TOV TAGYOVY A0 OUTOAIKY] SLoTALPOYY).
H yvdon avt) tpo@odotel £va ev@uéc VST TOL O1EVKOAVVEL KOl KaB0OMNYEL TOLG KAIVIKOVG
yutpovug otn dwyeipion acBevov. Ot amoitioel OGEAAENS KOVOTOOUVIOL Oomd TNV
eQAPUOYN EAEYYOV TPOGPAONC e UNYOVIoHOVG EAEYYOV TTpOSPaong Pacel porwv (Role Based

Access Control).

Tsohou A., Theoharidou M., Kokolakis S., Gritzalis D.: “Addressing Cultural Dissimilarity in

the Information Security Management Outsourcing Relationship”, Proceedings of the
TRUSTBUS’07, 4" International Conference on Trust, Privacy and Security in Digital
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Business, pp.24-33, Regensburg, Germany, September 2007, Lecture Notes in Computer
Science LNCS, Springer.

Tithog: «AvtyetomiCovtag ta Zntquota Avopoldtntoag KovAtovpag xatd tv EEmtepikn
AvdBeomn Awoiknong Acodelag ITAnpo@oplakdv ZvoTHATOVY)

H opyavooiokn kovAtovpa ernpedlel tov tpdmo pe TOovV 0omoio o) yivetal OVTIANTTA 1
AcQAAELD TANPOPOPLOV, B) epapprdlovtol To HETPA ACPAAELONG, KOl Y) OVTIOPOVV T LEAN TOV
OPYOVIGHOV OTIS OAAOYEG KOVATOVPOS TTOV ATOPPEOLY OO £VOL VEO TPOYPOLULO OGPAAELNG.
2y mepintwon eEOTEPIKNG avabeong TG S10ikNnoNg ASPAAELNG TANPOPOPLOKDY GUCTNUATOV
etvar mBavo va Tpoxvyovy (nTpota e01Tiog TG oVOUOLOTNTOG KOVATOVPOS OVAUESH GTOV
opyavicpd Kot Tov e£mTEPIKO TAPOYO, OTMG Yot TOPAOELYLO. GVUYKPOLOT UETAED TV UETP®V
AcOAAEWDG TOV BETEL GE EPAPLOYN O TAPOYOG KOl TIG ECOTEPIKES TOMTIKEG TOV OPYAVIGLOV.
Ymv mapovoa epyacio. TPOTEIVETOL €val EVVOLOAOYIKO TAOIGLO Yoo TNV OvVOyVOPLoN Kol
dwyeipton G avopoldTNTOG KOVATOVPOS amtd TOV OpYOvVIGUO oTnV TepinT®mon eEOTEPIKNG

avdBeong g d1oikNoNG ACPAAELNS TANPOPOPLOKDOV GUGTNUATMV.
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