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BIOTPA®IKO ZHMEIQMA

MATKOY EMMANOYHA
Enik. KaBnynti Tunpatog NAnpodopikng, loviou Navemniotnuiou

M'VwoTikd avtikeipevo: Kpuntoypadia kat AcdaAela YITOAOYLOTIKWY ZUCTNUATWY

NPOZQMIKA ZTOIXEIA

‘Etog yévvnong: 1975
EBvikoTnTa: EAANVIKN
Owoyevelokn Katdaotaon: Eyyapog

Email: emagos@ionio.gr; emagkos@gmail.com

URL: http://di.ionio.gr/~emagos

ZTOIXEIA ENIKOINQNIAZ

Tunua MAnpodoptkic, lovio MavemiothpLo

Epyaotriplo Aiktuwy, MoAupéowy kat Aadpalelog Zuotnuatwy (NMSLab)
MAateia Tolpywtn 7, Képkupa, 49100,

TnA: 26610 87704, 6973749311

FAX: 26610 87766

2NOYAEZ

AsakTopLko AiMAwpa 1999-2003
MNaveruotruio Mepalwg, TuRpa MAnpodopLkig

Tithog AtatpBig: «Acdair HAektpovika Tuotipata uvaAlaywv oto Alodiktuo»

Baowko Ntuyio 1993-1997

MNaveruotruio Mepalwg, TuRpa MAnpodopLkig

F\Q2ZZEZ

AyyAika (NAnpng endpkela, University of Cambridge — Proficiency in English)

FaAAika (MAnpnc emapkela, Université de Paris — Sorbonne Il)
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AIAAKTIKH EMMEIPIA

Enik. Ka®nyntng (Lovipog) 2015-Zpepa
Enik. KaBnyntig (eni Onteia) 2011-zQpepa
Aéktopag (eni Onteia) 2007-2011
Awsdaokwv MN.A. 407/80 2005-2007

I6vio Navemnotruto, TuRua MNAnpodopLkng

MaBrpata (Mportuyiakod): "AodpdAeia H/Y & Mpootoocia AsSopévwv" (4° EEdunvo),
Kpurttoypadia (3° E€aunvo), "AcddAewa MAnpodoplakwv uotnudtwv" (8°
E€aunvo), "MoAttikég kat Texvohoyisg ISuwtkotnTag” (5° E€dunvo), "Kowwvikd
Kat Nopkd Oépata twv TME" (7° EEGunvo)

MaBnuata (Metamtuxlako): "Alaxeipton Aodaletag MAnpodoplakwy Tuotnuatwy", "ElSIKa
Bépata  aoddlelag  Kat  WSlwTKOTNTAG oto  Awadiktuo", "Aodpdlela
MAnpodoplakwy TUCTNUATWY Kot AKTUwv"

Awbdokwv MN.A. 407/80 2003-2007
I6vio Navemiotrplo, Tunuo Apxelovouiag-BipAtoBnkovopuiag

MaBrpata (Mpomtuyxakd): "Aiktua Yrohoyotwv" (5° E€dunvo), "HAektpovikd Emuxelpeiv”
(6° E€Eaunvo), "Avaktnon MAnpodopiac" (7° EEGunvo)

MaBnuata (Metamtuylako): "Amo TG Ymnpeoieg MAnpodopnong oto HAEKTPOVIKO
Emuepeiv”, "Zuotnuata Enkowwviag kat Aiktua”

Ka@nyntng B/Opag Eknaidsuong 2001-2007

20° Tupvaotlo ABnvwv (2001-2002) - AvarAnpwtig

3° TEE Képkupog (2002-2007) — Aoplopdc péow AZEN

MoaBnuota: Baowkég Apxéc MAnpodopikng, Aiktua H/Y, MNpoypappotiopdg, Ymnpeoisg
Awadiktuou, NMoAvpéoa, Kowwvia tg MAnpodopioc, Xprion H/Y, Edappoyég H/Y

ENIBAEWH AIAAKTOPIKQN EPTAZIQON

2013-: M. Maylohaditng. Aoddalela kot ISiwtkotnTa Katavepnuévwy MAnpodoplakwv
Zuotnuatwy. TuRpa MAnpodoptkig, lovio MavemotruLo, os eEEALEN.

MEAOZ ENITPOMHZ AIAAKTOPIKQN AIATPIBQN

2009: Juppetoxn oe emrtapeAn (e€etaotikn) emitpomn afloAoynong, TUAMA Mnxavikwv
MAnpodoplakwyv & EmKowwviakwy Juotnuatwy, MNavemniotiuio Awyaiou. YrnopndLo:
EvBupia AiBaldyhou, «AcddAsla & ISwTikOTNTO 08 AcUppoata Aiktua AleOnTApwv».

2016: uppetoxn oe emntapeAn (efetaotikn) emupomnny afloAdynong, ZXoAn OeTKWvV
Erotnuwv kat Texvoloyiag, EAANVIKO Avolktd Mavemotiuto. YrnoPrndlog: Anpnteng
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Kapamunépng, «A Service-Oriented and Privacy-Aware Framework for Performing
Efficiently Record Linkage Tasks»

ENIBAEWH AINAQMATIKQN AIATPIBQN (TeAeutaia 5 xpovia)

2016: 2. Wwoidng: HAektpovika Epyaleia Evioxuong tng ISwwtikdtntoag oto Atadiktuo.
EAANVIKO Avolkto Maveruotrpio (EAN - MAZ).

2015: M. Toehenidou. Alepelvnon Kal afloAdynon clyXpPovwy TEXVIKWY Kol EpYOAELWV yLa
™ Slevépyela Aopalwv & 18wwTtikwv HAektpovikwy EkAoywv péow Atadiktiou (HEA).
EAANVIKO Avolkto Maveruotrpio (EAN - MAZ).

2014: K. MeyApavng. MeAétn Aoddielag MAnpodoplakol  uotrpato¢ Noookopeiou
Képkupag. TuRua MNAnpodoptkig, I6vio MavemnioThpLLo.

2014: A. Opovuog, Eeldikeupéva Ofpota HAektpovikng EykAnuatoAoyiog-Avaiuon
KakoBouAou Aoylopikou. Tunua MAnpodoplkig, ovio MavemiotiuLo.

2013: A. AnuéyyeAnc. Awepelvnon TEXVIKWV  Pndlakng ovaluong TOAUUEGLKOU
TIEPLEXOUEVOU HE edapuoyr otnv Pndlakn sykAnuatoloyia. Tunua NMAnpodopikng,
I6vio NavemotnLo.

2012: 3. MoAevakng, Melétn E¢amlwong KakoBoulou AoyioptkoU NEag levidg. Tunupa
MAnpodoptkng, lovio MavemniotiuLo.

OPTANQZH AIEONQN EMIZTHMONIKQN ZYNEAPION & EKAHAQZEQN

2015: 1IS 2015, Corfu, Greece, July 06-08, 2015. Alopydavwan Special Session "SPFG: Security
and Privacy in Future Generation Services".

2013: Eurocrypt 2013, Athens, Greece, May 26-30, 2013, MéAog OpyavwTikn¢ Emitpomnnic.

2011: IPICS 2011 Summer School (Intensive Program on Information Communication
Security), 22-31 Aug 2011, Corfu Greece. General Chair, Emiotnuovikog YrnevBuvog.

2010: PSD 2010 - Privacy in Statistical Databases, 22-24 Sep. 2010, Corfu, Greece
MNpoedpevwv (General Chair).

2009: PCl 2009 - 13th Panhellenic Conference on Informatics, 10-12 Sep. 2009, Corfu,
Greece Mélog OpyavwTtikng Emttporic.

MEAOZ ENITPONQN NEPIOAIKQN

Kputng (e€wtepikdg aglohoyntrg) oe S1eBvr EMLOTNOVIKA TIEPLOSIKA

e |EEE Transactions on Vehicular Technology

e International Journal of Information Security
e Data & Knowledge Engineering (Elsevier)

e Computer Standards & Interfaces (Elsevier)
e Computer Networks (Elsevier)

e Security and Communication Networks (Wiley)



e Journal in Computer Virology (Springer Paris)

e The Computer Journal (Oxford Journals)

MEAOZ TEXNIKQN EMITPONQN ZE AIEOGNH EMIZTHMONIKA ZYNEAPIA
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2016: Algorithms-SI-2016

2015:
2013:
2012:
2011:
2010:
2009:

IISA 2015

PRISMS 2013, HAICTA 2013, IISA 2013
MobiSec 2012, PSD 2012, WISTP 2012

ISC 2011, ISCC 2011

ISC 2010, PSD 2010, PSDML 2010, AOC 2010
PCI 2009, AOC 2009

2YMMETOXH 2E EPEYNHTIKA KAI ANANTY=ZIAKA EPTA

o OAIKY
OAlotikp Npootacia Kpiowwwv Ymodopwv: AvBekTIKOTNTA Kol

Mpootacio Alacuvdéoewv. AloNEOGLG - Opyaviopuog Epsuvag kal

Avaluonc.
PoAog: Baolkog Epeuvntig

e TRAMOOC
TraMOOQOC, Translation for Massive Open Online Courses.

POAog: 2xedlacpdg Kat YAomoinon MoALTikAc ISLwTkoTnTag

e ADRIATInn
An Adriatic Network for Advancing Research Development &

Innovation towards the Creation of New Policies for Sustainable

Competiveness & Technological Capacity of SMEs

PAAoG: ZUUBOUAOC TEXVIKNG UTIOOTAPLENC

e PACINNO
MAatdopua Sia-Akadnuaikng Tuvepyaoiag otnv Kotvotopia

POA0G: ZUUBOUAOG TEXVIKNG UTIOCTAPLENG

e SMART BUILT
Aopikry Avaduon lotopikwv Ktnpiwv

PAAoG: ZUUBOUAOC TEXVIKNG UTIOOTAPLENC

e PELAGOS. INTERREG Il (ENAGSa — ItaAiar).
EEEALEN Ko evioxuon Twv cuoTnUATwY aodaleiag, emithpnong Kat

eAéyxou otoug Auéveg Mmdpl-Képkupa.

PéAog: ZUuBoulog Texvikng Yoot pEng

e SWEB, IST-2006-2.6.5

2015-2016

2015-2017

2014-2015

2013-2014

2012-2013

2007-2009

2006-2009
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Secure interoperable cross border m-services contributing towards a

trustful European cooperation with the non-EU member Western

Balkan countries

PoAo¢: Z0pBourog Texvikng Ymootnpléng Anuou Ay. Fewpylou, Képkupa (umtepyohafila)

e ELLECTRA-WeB, IST-045153 2007-2008
Electronic Public Procurement Application Framework in the Western
Balkan Region.
PoAog: Z0uBourog Texvikng Ymootnpléng (umepyoiaBia)

o Awadpaoctiko Neppailov Néov Ppoupiou Képkupag 2005-2006
Emuyelpnolakd Npoypappa loviwv NRowv, Métpo 1.5 «Kowompatieg
Epeuvag kal Texvohoywkng Avamtuéng oe Ttopelc  EBVIKAC
MpotepaloTNTAGY.
PoAog: Z0uBoulog Texvikng Yoot pEng

e Avamntuén MntpomoAttikwv AkTUwV OMTIKWV Ivwv 2004-2005
Nepidépela loviwv NAowv
PoAog: Z0uBouAog Texvikng Yoot pLEng

e Emyepnotako Npoypaupa Epguvag kaw Texvoloyiag (ENET IN), ITET 1999-2001
KpumtoypadlkeG  TEXVIKEC Of  XPNUOTOOLKOVOULKA  CUCTHHOTO
ouvoAAaywv péow Internet (97 EA-83).
PoAog: Baowkog Epsuvntng.

NMPOZKEKAHMENEZ OMIAIEZ

2016: "lMpootacio Edvikwv Kpiowwwv Ymodouwv: MeSodoAoyia [Npoobdiopiouol kat
AéloAdynoncg". Napouciaon Twv amoteAecudtwy g £peuvag «H Mpootacia Twv
Kplowwv Ynodopwv Tng EAAGSag». KAewotr) Zuvavtnon Epyaciag yia tnv Mpootacia
Twv Kplowwv Yriodouwv, Tpitn 28 louviou 2016, AiyAn Zamrmeiou - AiBouca OAYMIMIA

2016: "MMpootaocia Kpiowwv Yrmodouwv: MoAitikeég kat Zyébia Apaong Ava tov Koouo". 20
Etriolo Zuvédplo ICT SECURITY WORLD, Tetaptn 25 Mdailou 2016, Zevodoyeio Novotel,
ABnva.

2015: "Mobia kat Acpadéc Awabiktuo: Mia MoAumAeupn Oewpnon". MpookekAnUévn
OuAia. ZUAAoyoG Movéwv kat Kndepdvwy 12ou Anpotikou Xxoleiou Képkupag. 20
Maprtiou, 2015.

2014: "Aopdleia kat 1SiwTikotnTa otnv Kowwvikn Atktvwon". Evnuepwtikr Huepida,,
ZUOTNUA EKTIALOEUTIKAG — EPEUVNTIKNG, AELTOUPYLKAG KAl KOWWVLKAG SIkTuwonG loviou
Mavemniotnuiov , 16/01/2014.

2013: "AvnAikot o€ éva Aopaldéc Atadiktuo: Evepyeleg kat Texvodoyieg yia tov Meploploud
Twv Kivoovwy". Anuoota Kevtpikr BiBALoBnkn Képkupag, EkdnAwon Aodpdalelag oto
Awabiktuo, 18/10/2013.

2011: "Applied Cryptography for Privacy & Security”. 6 April 2011, Universitat Rovira i Virgili
Department of Computer Engineering and Maths. ERASMUS Teaching Staff Mobility,
Academic Year 2010/11.



2008:

2008:

2007:
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"Kournttoypapikeég Texvikég yia tnv lNpootaoia tn¢ 16iwTikotnToG 0 Kataveunuéva
Juotiuata Eéopuénc Asgboucvwv”. Navermotnuio Awyaiou, TuAua Mnyavikwy
MAnpodoplakwv Kal EMKowwviakwy Zuotnuatwy, Atnpepida pe Bépa « Aohaiela kat
Mpootacia g IStwtikdétnNTag otnv Kowwvia tng NAnpodopiag», KapAoBaot Zdapou,
23 NoepuBplou 2008.

"Security Issues and Challenges in a Mobile World". 2" International Conference on
Methodologies, Technologies and Tools enabling e-Government (MeTTeG’08), Corfu,
Greece 25 - 26 September 2008.

"Epapuoyec Kpuntoypapiac". 16vio Mavemotuto, Tunuo Apxelovouioc/ BiBALodn-
Kovopiag. Huepida pe Béua «Edpappoyég twv Mabnuoatikwv», Ioviog Akadnuioa, 5
AekepBplou 2007.

MEAOZ ENITPONQN - ZYAAOTQN

2015-2016: Npodedpog tou A.X. tng Evwong Adaockoviwy loviou Mavemiotnuiou (EAIN) -

néAoug tng MOIAEN

MNEPIOXEZ EPEYNHTIKOY ENAIAMEPONTOZ

o Kpurmtoypadikég Texvikég otnv Aadpalela Yrodoylotwy, Alktuwv Ko M.2.

e Aoddlsla kat IdlwTtikotnTa oto Atadiktuo.

o Acoddlela kot IdlwtikotnTa 0 Katavepnuéveg EdapuoyEg.

AZIONOIHZH ENIZTHMONIKOY EPFOY — ANA®OPEZ 2TO EPIO (Mnyn: Scholar Google)

AplBuog Avadopwv: 574 (nu.mpdoP. 03/04/2017)

h-index: 13

i10-index: 16

Avadopéc ava Epyaoia: https://scholar.google.gr/citations?user=qy LFbsAAAAJ&hl=el

Avayopég Ava Epyacia
A/A ApBpo ‘Etog Zuyypadrg Avadopég
1 234 2001 101
2 B5 2007 79
3 321 2008 49
4 nio 2009 28
5 235 2002 27
6 na 2012 26



https://scholar.google.gr/citations?user=qy_LFbsAAAAJ&hl=el
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7 223 2006 25
8 225 2005 21
9 228 2003 19
10 na 2011 19
11 ni3 2007 15
12 nis 2009 14
13 rnie 2007 13
14 niz 2003 13
15 nii 2009 11
16 227 2003 11
17 215 2010 9
18 233 2001 8
19 210 2012 8
20 29 2013 6
21 ni4 2008 6
22 n3 2013 6
23 ni 2016 6
24 ne 2012 5
25 no 2010 4
26 224 2006 4
27 236 2000 4
28 22 2014 3
29 217 2009 3
30 ns 2012 3
31 nis 2002 3
32 ni2 2009 3
33 25 2014 2
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34 211 2012 2
35 214 2010 2
36 216 2009 2
37 222 2008 2
38 231 2002 2
39 27 2014 1
40 26 2014 1
41 n7 2011 1
42 230 2003 1

APOPA ZE AIEONH ENIZTHMONIKA NEPIOAIKA (19)

(n1]

(n2]

(N3]

(n4]

(n5]

(M6]

(n7]

P. Kotzanikolaou, C. Patsakis, E. Magkos, M. Korakakis. Lightweight private proximity
testing for geospatial social networks. In Computer Communications, Elsevier, Vol.
73, Part B, 1 January 2016, pp. 263-270.

G. Koufoudakis, N. Skiadopoulos, E. Magkos, K. Oikonomou. “Synchronization Issues
in an Innovative Wireless Sensor Network Architecture Monitoring Ambient
Vibrations in Historical Buildings”. In: Key Engineering Materials, v. 628, Trans Tech
Publication, 2014

E. Magkos, M. Avlonitis, P. Kotzanikolaou, M. Stefanidakis. "Towards Early Warning
Against Internet Worms Based on Critical-Sized Networks". In: Security and
Communication Networks, Vol 6(1), pp. 78-88, Wiley Interscience, 2013.

M. Burmester, E. Magkos, V. Chrissikopoulos. "Modeling Security in Cyber-Physical
Systems". In: International Journal of Critical Infrastructure Protection, Elsevier, In
Press, Available online 17 August 2012.

K. Vlachopoulos, E. Magkos and V. Chrissikopoulos. "A Model for Hybrid Evidence
Investigation". In: International Journal of Digital Crime and Forensics (IJDCF), IGI
Global, To be published, 2012.

M. Burmester, E. Magkos, V. Chrissikopoulos. "Secure and Privacy-Preserving, Timed
Vehicular Communications". International Journal of Ad Hoc and Ubiquitous
Computing (IJAHUC), Vol. 10 (4), pp. 219-229, Inderscience Publishers, 2012.

S., Sioutas, E., Magkos, I., Karydis, V., Verykios: “Uncertainty for Privacy and 2-
Dimensional Range Query Distortion”, Journal of Computing Science and
Engineering, vol. 5 (3), pp. 210-222, 2011



(ng]

(no]

[M10]

[n11]

[n12]

[M13]

[N14]

[M15]

[n16]

[N17]

[n18]

[n19]
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E. Magkos. "Cryptographic Approaches for Privacy Preservation in Location-Based
Services: A Survey". International Journal of Information Technologies and the
Systems Approach (IJITSA), Vol. 4 (2), pp. 48-69, 1GI Global, 2011.

E. Magkos, P. Kotzanikolaou. “Achieving Privacy and Access Control in Pervasive
Computing Environments”. International Journal of Security and Communication
Networks (SCN), Special Issue on "Physical Layer Security in Mobile Devices and
Networks", Wiley (accepted for publication— October 2010)

E. Magkos, M. Maragoudakis, V. Chrissikopoulos, S. Gritzalis. "Accurate and Large-
Scale Privacy-Preserving Data Mining using the Election Paradigm". In: Data &
Knowledge Engineering 68(2009), pp. 1124-1236, Elsevier, 2009.

P. Kotzanikolaou, D. Vergados, G. Stergiou and E. Magkos. "Multi-Layer Key
Establishment for Large Scale Sensor Networks". In: International Journal of Security
and Networks (IJSN), Vol. 3(1), pp. 1-9, Inderscience Publishers, 2009.

M. Avlonitis, E. Magkos, M. Stefanidakis, and V. Chrissikopoulos. "Treating Scalability
and Modeling Human Countermeasures Against Local Preference Worms via
Gradient models". In: Journal in Computer Virology, Springer Paris, Vol. 5 (4), pp.
357-371, 2009.

P. Kotzanikolaou, E. Magkos, D. Vergados and M. Stefanidakis. "Secure and Practical
Key Establishment for Distributed Sensor Networks". In: Security and
Communication Networks, Wiley, Volume 2, Issue 6, pp 595 — 610, 2009.

V. Stathopoulos, P. Kotzanikolaou, and E. Magkos, "Secure Log Management for
Privacy Assurance in Electronic Communications", In: Computers & Security, Elsevier,
Volume 27 (7-8), pp. 298-308, 2008, available at doi:10.1016/j.cose.2008.07.010.

E. Magkos, P. Kotzanikolaou, C. Douligeris. “Towards Secure Online Elections:
Models, Primitives and Open Issues”, In: Electronic Government, an International
Journal, Inderscience Publishers, Volume 4 - Issue 3, pp. 249-268, 2007.

M. Avlonitis, E. Magkos, M. Stefanidakis, and V. Chrissikopoulos. A Spatial Stochastic
Model for Worm Propagation: Scale Effects. In: Journal of Computer Virology, Vol.
3(2), Springer Paris, pp. 87-92, 2007.

M. Burmester, E. Magkos, V. Chrissikopoulos: “Uncoercible e-bidding Games”. In
Electronic Commerce Research Journal, Vol. 4, Special Issue on Security Aspects in E-
Commerce, Kluwer Academic Publishers, pp. 113-125, 2003.

E. Maykog. Eva YBpLdikd Movtého Avaktnong KAewdlou. In Cyprus Computer Society
Journal, Issue 3. pp. 35-40, 2003.

E. Magkos, and V. Chrissikopoulos. Equitably Fair Internet Voting. In Journal of
Internet Technology, Vol. 3(3), Special Issue on Network Security, pp. 187-193, 2002.

APOPA ZE AIEONH ENIZTHMONIKA ZYNEAPIA (36)

(21]

D. Gritzalis, G. Stergiopoulos, P. Kotzanikolaou, E. Magkos, G. Lykou. Critical
Infrastructure Protection: A Holistic Roadmap for Greece. In: 2nd Workshop On The



(22]

(23]

(24]

(25]

(26]

(27]

(28]

(29]

[210]

[211]

[212]
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Security Of Industrial Control Systems & Cyber-Physical Systems (CyberICPS 2016) -
In Conjunction With ESORICS 2016.

P. Grammenos, N.A. Syreggela, E. Magkos, and A. Tsohou. Internet Addiction of
Young Greek Adults: Psychological Aspects and Information Privacy. In: GENEDIS
2016 - Genetics, Health Aging and Mental Wellness in the new digital era. October
20-23, 2016, Sparta, Greece.

E. Karavaras, E. Magkos, A. Tsohou. Low User Awareness Against Social Malware: An
Empirical Study and Design of a Security Awareness Application. In 13th European
Mediterranean & Middle Eastern Conference on Information Systems (EMCIS 2016).

E. Magkos, P. Kotzanikolaou, M. Magioladitis, S. Sioutas, and V. S. Verykios.
“Towards Secure and Practical Location Privacy, through Private Equality Testing”.
In: Privacy in Statistical Databases - PSD 2014, 17-19 Sep. 2014, Eivissa, Spain.
Lecture Notes in Computer Science LNCS v. 8744, Springer-Verlag, 2014.

M. Korakakis, E. Magkos, P. Mylonas. “Automated CAPTCHA Solving: An Empirical
Comparison of Selected Techniques”. In: SMAP 2014, 9th International Workshop on
Semantic and Social Media Adaptation and Personalization, November 6-7th, 2014,
Corfu, Greece. IEEE Computer Society's Conference Publishing Services (CPS), 2014.

E. Magkos, E. Kleisiari, P. Chanias, V. Giannakouris-Salalidis. “Parental Control and
Children’s Internet Safety: The Good, the Bad and the Ugly”. In: 6th International
Conference on Information Law and Ethics (ICIL 2014), "Lifting Barriers to Empower
the Future of Information Law and Ethics", Thessaloniki, May 30-31, 2014.

D. Fronimos, E. Magkos, V. Chrissikopoulos. “Evaluating Low Interaction Honeypots
and On their Use against Advanced Persistent Threats”. In 18th Panhellenic
Conference on Informatics - PCI 2014, 2-4 October, Athens, Greece, 2014.

G. Koufoudakis, N. Skiadopoulos, E. Magkos, K. Oikonomou. “Synchronization Issues
in an Innovative Wireless Sensor Network Architecture Monitoring Ambient
Vibrations in Historical Buildings”. In: S.M.ART. BUIL.T. International Conference,
March 27-29, Bari Italy, 2014.

M. Burmester, E. Magkos, V. Chrissikopoulos. "T-ABAC: An Attribute-Based Access
Control Model for Real-Time Availability in Highly Dynamic Systems". In: 18th IEEE
Symposium on Computers and Communications, July 7-10, 2013, Split Croatia, IEEE

P. Kotzanikolaou, E. Magkos, N.Petrakos, C.Douligeris, V. Chrissikopoulos. "Fair
Anonymous Authentication for Location Based Services". In: Data Privacy
Management, 7th International Workshop (DPM 2012), Pisa, Italy, September 13-14.
Lecture Notes in Computer Science (LNCS), Springer-Verlag, to be published, 2012.

K. Vlachopoulos, E. Magkos and V. Chrissikopoulos. "A Model for Hybrid Evidence
Investigation". In: 7th International Annual Workshop on Digital Forensics & Incident
Analysis (WDFIA 2012), Hersonissos, Crete, 6-8 June, 2012.

M. Burmester, E. Magkos, V. Chrissikopoulos. "Modeling Security in Cyber-Physical
Systems". In: Sixth Annual IFIP Working Group 11.10 International Conference on



[213]

[314]

[215]

[216]

[217]

[218]

[219]

[220]

[221]

[222]

[223]
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Critical Infrastructure Protection, National Defense University Fort McNair,
Washington, DC, USA, March 19 - 21, 2012.

S. Sioutas, E. Magkos, I. Karydis, and V.S. Verykios. "Uncertainty for Anonymity and
2-Dimensional Range Query Distortion". In: Privacy in Statistical Databases - PSD
2010, 22-24 Sep. 2010, Corfu, Greece. Lecture Notes in Computer Science LNCS v.
6344, Springer-Verlag, pp. 85-96, 2010.

E. Magkos, P. Kotzanikolaou. "Enhancing Privacy-Preserving Access Control for
Pervasive Computing Environments". In: The Second International ICST Conference
on Security and Privacy in Mobile Information and Communication Systems -
MOBISEC 2010, May 27-28, Catania, Sicily. LNICST, Springer, to be published, 2010

E. Magkos, P. Kotzanikolaou, S. Sloutas, K. Oikonomou. "A Distributed Privacy-
Preserving Scheme for Location-Based Queries". In: The Fourth IEEE WoWMoM
Workshop on Autonomic and Opportunistic Communications - AOC 2010, 14-17
June, Montreal QC Canada. IEEE Computer Society, pp. 1-6, 2010

M. Avlonitis, E. Magkos, M. Stefanidakis and V. Chrissikopoulos. "A Novel Stochastic
Approach for Modeling Random Scanning Worms". In: 13th Panhellenic Conference
on Informatics - PCl 2009, 10-12 September, Corfu, Greece. IEEE Computer Society,
pp. 176-179, 2009.

K. L. Kermanidis and E. Magkos. "Empirical Paraphrasing of Modern Greek Text in
Two Phases; An Application to Steganography". In: A. Gelbukh (Ed.): CICLing 2009,
LNCS 5449, pp. 535-546, Springer-Verlag Berlin, 2009.

A. Pateli, A. Floros, K. Oikonomou, E. Magkos. "Corfunet: A Mesh Network Providing
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where users are able to check if their online friends are near, without disclosing their
locations. However, the computation cost of the required cryptographic operations
utilized in such protocols is not always efficient for mobile devices. In this paper we
introduce a lightweight and secure proximity testing protocol, suitable for online mobile
users. We show that our protocol is provably secure under the well-known factoring
problem and we analyze its efficiency. Our results show that our approach outperforms
other existing protocols, by significantly reducing the computational cost and making it
practical for devices with limited resources. Finally, we demonstrate the applicability of
our proposal in an actual OSN location-based, mobile application.
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The problem of bridging the gap between the traditional wired monitoring systems and
the wireless ones, was the objective of an innovative network architecture that elegantly
combined benefits from both approaches. The monitoring focus is on historical buildings
in which installing wires maybe range from difficult (e.g., fragile constructions) to
impossible (e.g., prohibitive legislation). However, this innovative approach is vulnerable
with respect to synchronization issues. In particular, all data sensed by different sensors
need to have the correct universal time stamp. Since under this approach there is no
central entity to take a synchronization role, in this paper the use of a local NTP server is
proposed and as it is shown here using experimental results, this approach suffices for
the particular monitoring needs. Thus, the claim that the innovative system can
efficiently support the required monitoring of ambient vibrations in historical buildings.
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Against Internet Worms Based on Critical-Sized Networks". In: Security and
Communication Networks, Vol 6(1), pp. 78-88, Wiley Interscience, 2013.

In this paper we build on a recent worm propagation stochastic model [1], in which
random effects during worm spreading were modeled by means of a stochastic
differential equation. Based on this model, we introduce the notion of the critical size of
a network, which is the least size of a network that needs to be monitored, in order to
correctly project the behavior of a worm in substantially larger networks. We provide a
method for the theoretical estimation of the critical size of a network in respect to a
worm with specific characteristics. Our motivation is the requirement in real systems to
balance the needs for accuracy (i.e. monitoring a network of a sufficient size in order to
reduce false alarms) and performance (i.e. monitoring a small-scale network to reduce
complexity). In addition, we run simulation experiments in order to experimentally
validate our arguments. Finally, based on the notion of critical-sized networks, we
propose a logical framework for a distributed early warning system against unknown
and fast-spreading worms. In the proposed framework, propagation parameters of an
early- detected worm are estimated in real time, by studying a critical-sized network. In
this way, security is enhanced as estimations generated by a critical-sized network may
help large-scale networks to respond faster to new worm threats.
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Available online 17 August 2012.

This paper describes a framework for modeling the security of a cyber—physical system
in which the behavior of the adversary is controlled by a threat model that captures —in
a unified manner — the cyber aspects (with discrete values) and the physical aspects
(with continuous values) of the cyber—physical system. In particular, the framework
addresses combined (dependent) vector attacks and synchronization/localization issues.
The framework identifies the cyber—physical features that must be protected according
to theprevailing security policy. Also, the framework can be used for formal proofs of
thesecurity of cyber—physical systems.
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Investigation". In: International Journal of Digital Crime and Forensics (IJDCF), G| Global,
To be published, 2012.

With the advent of Information and Communication Technologies, the means of
committing a crime and the crime itself are constantly evolved. In addition, the
boundaries between traditional crime and cybercrime are vague: a crime may not have a
defined traditional or digital form since digital and physical evidence may coexist in a
crime scene. Furthermore, various items found in a crime scene may worth be examined
as both physical and digital evidence, which we consider as hybrid evidence. In this
paper, a model for investigating such crime scenes with hybrid evidence is proposed.
Our model unifies the procedures related to digital and physical evidence collection and
examination, taking into consideration the unique characteristics of each form of
evidence. Our model can also be implemented in cases where only digital or physical
evidence exist in a crime scene.

[M6] M. Burmester, E. Magkos, V. Chrissikopoulos. "Secure and Privacy-Preserving, Timed
Vehicular Communications". International Journal of Ad Hoc and Ubiquitous Computing
(JAHUC), Vol. 10 (4), pp. 219-229, Inderscience Publishers, 2012.

We consider the problem of privacy (anonymity) and security in vehicular (V2V)
communication, in particular securing routine safety messages. Traditional public key
mechanisms are not appropriate for such applications because of the large number of
safety messages that have to be transmitted by each vehicle, typically one message
every 100-300 ms. We first show that a recently proposed V2V communication scheme,
the TSVC, based on the Time Efficient Stream Loss-tolerant Authentication (TESLA)
scheme, is subject to an impersonation attack in which the adversary can distribute
misleading safety information to vehicles, and propose a modification that secures it
against such attacks. We then address general concerns regarding the inappropriateness
of TESLA for vehicular applications (caused by the delayed authentication and buffer
overflows), and propose a V2V communication scheme based on a variant of TESLA,
TESLAO, for which there is no delay and packets are self-authenticating. This is
appropriate for applications in which vehicles are in close proximity. Finally we combine
both schemes to get a hybrid communication scheme that addresses in a flexible way
the mobility requirements of V2V communications. Current research in location-based
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services (LBSs) highlights the importance of cryptographic primitives in privacy
preservation for LBSs, and presents solutions that attempt to support the (apparently)
mutually exclusive requirements for access control and context privacy (i.e., identity
and/or location), while at the same time adopting more conservative assumptions in
order to reduce or completely remove the need for trust on system entities (e.g., the
LBS provider, the network operator, or other peer nodes). This paper surveys the current
state of knowledge concerning the use of cryptographic primitives for privacy-
preservation in LBS applications.

[A7] S., Sioutas, E., Magkos, |., Karydis, V., Verykios: “Uncertainty for Privacy and 2-
Dimensional Range Query Distortion”, Journal of Computing Science and Engineering,
vol. 5 (3), pp. 210-222, 2011

In this work, we study the problem of privacy-preserving data publishing in moving
objects databases. In particular, the trajectory of a mobile user on the plane is no longer
a polyline in a two-dimensional space, instead it is a two-dimensional surface of fixed
width 2A_{min}, where A _{min} defines the semidiameter of the minimum spatial
circular extent that must replace the real location of the mobile user on the XY-plane, in
the anonymized (kNN) request. Since a malicious attacker can observe that during the
time, many of the neighbours ids change except for a small number of users, the desired
anonimity is not achieved and the whole system becomes vulnerable to attackers. Thus,
we reinforce the privacy model by clustering the mobile users according to their motion
patterns in (u, 8) plane, where u and 6 define the velocity measure and the motion
direction (angle) respectively. In this case the anonymized (kNN) request lookups
neighbours, who belong to the same cluster with the mobile requester in (u, 8) space:
So, we know that the trajectory of the k-anonymous mobile user is within this surface,
but we do not know exactly where. We transform the surface’s boundary poly-lines to
dual points and we focus on the information distortion introduced by this space
translation. We develop a set of effiient spatio-temporal access methods and we
experimentally measure the impact of information distortion by comparing the
performance results of the same spatio-temporal range queries executed on the original
database and on the anonymized one.

[N8] E. Magkos. "Cryptographic Approaches for Privacy Preservation in Location-Based
Services: A Survey". International Journal of Information Technologies and the Systems
Approach (IJITSA), Vol. 4 (2), pp. 48-69, IGI Global, 2011.

Current research in location-based services (LBSs) highlights the importance of
cryptographic primitives in privacy preservation for LBSs, and presents solutions that
attempt to support the (apparently) mutually exclusive requirements for access control
and context privacy (i.e., identity and/or location), while at the same time adopting
more conservative assumptions in order to reduce or completely remove the need for
trust on system entities (e.g., the LBS provider, the network operator, or other peer
nodes). This paper surveys the current state of knowledge concerning the use of
cryptographic primitives for privacy-preservation in LBS applications.

[M9] E. Magkos, P. Kotzanikolaou. “Achieving Privacy and Access Control in Pervasive
Computing Environments”. International Journal of Security and Communication



JeAiba |18

Networks (SCN), Special Issue on "Physical Layer Security in Mobile Devices and
Networks", Wiley (accepted for publication— October 2010)

H epyacio €eMIKEVIPWVETAL OTO EYYEVEC OVTIOTAOULOMO HETAED LSLWTIKOTNTOC KoL
e\éyxou mpooBaong oe Awaxuta Ymoloylotika Mepifariovta (AYE). Ek mpwtng, ot
Mapoxol amattouv auBevtikomoinon xpnotn kot e€ouclodOTnon TPV TNV APOXH HLAG
umnpeoiog, evw amd tnv AA\n oL XPrOTEC AmOLTOUV OVWVUMLO, OCUYKEKPLUEVO WN
aviyveuolwuotnta (untraceability) kat un ouvdeowotnta (unlinkability) yua TG
OUVOAAQYEG TOUG. YTIAPXOUV EMIONG TIEPUTTWOELG OTIOU N TOUTOTNTA TIOU QVILOTOLXEL OF
£VOL CUYKEKPLUEVO SLOTILOTEUTAPLO TIPEMEL va avixveuBel, mpokelpévou va amodobel
gubuvn yla kamola mpagn. & autr tThv gpyacia avaAUOUUE TIC amalthoel aodAAELOC
KOL LOLWTLKOTNTAG Yyl Tov €Aeyxo TpooPaong os AYE kol e€nyoUpe yloti n OXETIKA
BLBAoypadia Sev IkavoTIOLEL TARPWG TG ATTOLTAOELG QUTEC. TN CUVEXELX TIEPLYPAPOUE
SUO KOLVOUPLEG TIPOOEYYIOELC ylo TNV EMITEVEN TWV OTOXWV TNG aodAAElag Kal
WSuwtikotnTac. O 0TOX0G Hag elval SITTOC: (a) adevog va evioxUOOUUE TNV WBLWTLKOTNTA
(Un aviyvevowotTnTa Kol un cuvdeoLlpoTNTa) EVOVTL KOKOBOUAWY E0WTEPIKWY EXOpwv
Tou ouotiuatog, kat (B) va evioxUooupe TNV OOPAAELX  ETUTUYXAVOVTAG UTIO
TMPOUTIOOECELG AVIXVEUOLUOTNTA TWV SLAMLOTEUTNPLWY TWV XPNOTWV, Kal, €L duvatdyv, pn
amormoinon &ubuvng yla Tn OCUMMETOXH €VOG XPNOoThn o€ [t cuvaAiayn. TEANog,
oVOAUOUE KOl CUYKPLVOUHE TO TIPOTELVOUEVA OXNUOTA, OO TN OKOTILA TNG A0PAAELAG
KOLL TIPOKTLKOTNTAG, LE TN oXeTKN BLPAoypadia.

[M10] E. Magkos, M. Maragoudakis, V. Chrissikopoulos, S. Gritzalis. "Accurate and Large-
Scale Privacy-Preserving Data Mining using the Election Paradigm". In: Data &
Knowledge Engineering 68(2009), pp. 1124-1236, Elsevier, 2009.

H avBnon twv texvoloywv TME og ocuvduoopo HE TNV wpipHovon Twv TEXVOAOYLWY
g€opuéng Oebopévwv eyelpouv INTAUATA OXETIKA UE TNV €emMefepyacia Kal xpnon
svalodOntwv mAnpodoplwwy, Biwg ot katovepnuévo TepBAAlovta  Omou ol
CUMUETEXOVTEG MMOPEL va €lval pn €UMIOTEG OVIOTNTEC. € QUTHV TNV €pyacia
TMEPLYPADOUPE OXESLAOTIKEG QMALTAOEL KAOWC KAl QmoLTtoel aopAAEAg Ko
OLWTIKOTNTOC Ot  KaTtaveunuéva ouvothuata  £€0puénc  HeydAng  KAlpakog.
TomoBeToUpaoTe UTEP TNG ULOBETNONG TOU OMOUOPGDLKOU KPUTITOYPADLKOU HOVIEAOU
yla tn Slevépyela NAEKTPOVIKWY EKAOYWV, KOL CUYKEKPLUEVO OPLOUEVWY ETMEKTACEWV
ouTtol Tou HOVTEAOU yla TNV uTtooTipLEn moAAamAwy urtoPndiwv kat peyaiou mAnBoug
Pnoodopwv. ITn CUVEXELD TTEPLYPAPOUE OPLOEVEG AdUVAULEG Kol EMLBECELG KATA TOU
oXNMOTOoG TTou tpotadnke otnv [1], To omolo anote)el To MPWTO oXUa TOU UAOTIOLEL TO
opopopdLKO HOVIEAO Ot Kataveunuéva cuotnuoata e€0puénc. Télog, Seixvoupe mwg N
TMPOCEYYLON Hag Unopel va xpnowomnolnBel oe tafvounoelg tumou random forest, emi
0opL{OVTLO KOTATUNMEVWY SESOUEVWV.

[M11] P. Kotzanikolaou, D. Vergados, G. Stergiou and E. Magkos. "Multi-Layer Key
Establishment for Large Scale Sensor Networks". In: International Journal of Security and
Networks (IJSN), Vol. 3(1), pp. 1-9, Inderscience Publishers, 2009.

H &webvig PBBAloypadia otnv £psuva yla TeEXVIKEC ebpaiwong KAewWwoL o€
amokevipwpéva Siktua awobntpwv  (DSNs), eotidlel otnv avaykn Tmeplypadng
OmoSOTIKWY TIPWTOKOAWY, AOYW TWV TEPLOPLOUEVWY SUVATOTATWY TWV aloBnThpwv.
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MapoTL Ta TAEOV ATMOSOTIKA OXMATA XPNOLLOTIOLOUV CUMUETPLKEG TEXVIKEC, TOL OXNUATA
oauta &ev MPoodEPouV ETAPKN TpooTacia £vavtl eMOECEWV TAACTONMPOOWILOC. €
oUTO TO TAdiclo, oplopéva UPPLOIKA TIPWTOKOAAO KAVOUV TIEPLOPLOUEVN XPNoNn
TEXVIKWV Snuoctou KAeLSLoU mou Baoilovral otnv kpurntoypadia EANetTTIKA¢ KaumuAng
(ECC). e autiv tnv epyacia mpoteivetal €va UPpLOKO TPwWTOKOAO edpaiwaong
kAeldlou yla DSNs, to omoio PBeAtuwvel TNV amodoon Tou SIKTUOU CUYKPLTIKA HE TN
oxetkn PBBAloypadia. Ito Siktuo umd Bewpnon, oL KOUPBOL opyavwvovtal KoTa
VEWYPOPLKEC TIEPLOYEC — VELTOVIEG; €TILONG, O£ KABOE YELTOVIA UTIAPXEL Evag KOUBOG Ue
EVIOYUMEVEG SuVATOTNTEG — O EVIOXUUEVOCG KOUPoC. H ebpaiwon kAewdlol AapPavel
Xwpa o Tpelg paoelg: (o) Edpaiwaon kAewdloU evtdg tng yewtovidg, (B) ESpaiwon
KAeLOlOU peTafl TwV evVIoYUHEVWY KOPPBwv, kal (y) Edpaiwon kAeldlou pe kOppoug
EKTOG YELTOVLAG.

[M12] M. Avlonitis, E. Magkos, M. Stefanidakis, and V. Chrissikopoulos. "Treating Scalability
and Modeling Human Countermeasures Against Local Preference Worms via Gradient
models". In: Journal in Computer Virology, Springer Paris, Vol. 5 (4), pp. 357-371, 2009.

TNV gpyaocio auth avadevUovTal oL IPOKANCELG TTOU OXETI(OVTAL E TNV avVAyKn, yla
AOyouCg KOOTOUG Kol amodoTIKOTNTAG, TNG TtapakoAouBnong SIKTOWVY UKPAC KALLOKAG
XwpIic wotdoo va MARTTETOL N aKpiBela evog cuotrpatog mpoBAePng eEAMAWONG TAXEWS
g€amholpevou kakoBouAou Aoyloptkol (TEMA). MpoBAéelg Baollopeveg os dedopéva
ULKpNG KAlpakog eival mbavov emodadels KUPLWG AOYw TNC ETEPOYEVELOCG TWV SIKTUWV
oANG Kal TNG avouolopopdng cuumepldopac evog TEMA. Qotoco, To KOOTOC Kal n
TIOAUTTIAOKOTNTA TNG TapakoAoUBnong evog moAU peydAou Siktuou Sev pmopouv va
napapAedpBouv. Itnv gpyacia avt mapouactalovral InTApata KALLoKaAG TTou adopouy
TNV €£AMAWON OKOUANKLWV EITE PE OTPATNYIKEG TUXOLAG aviyveuong (random scanning) n
UE oTpatnylkéG Tomukng mpotipnong (local preference). Emiong emektelvoupe 1n
peBoboloyia mou mpotdbnke otnv [M8] kol MPoTeivOoUpE £va OTOXOOTIKO HOVTEAO TO
omolo AapPavel umtdPn OAeg TIG SUVOUIKEG aAANAETILOPAOELS KATA TV e€amAwon TEMA.
To BEWPNTLKA IMOTEAEGATO ETIKUPWVOVTAL OO ATOTEAECLATA TIPOCOUOLIWaoNG.

[M13] P. Kotzanikolaou, E. Magkos, D. Vergados and M. Stefanidakis. "Secure and Practical
Key Establishment for Distributed Sensor Networks". In: Security and Communication
Networks, Wiley, Volume 2, Issue 6, pp 595 — 610, 2009.

YTn oxetikn BpAloypadia mpwtokoAMwy edpaiwaong kAsLSL0U os SikTua alebnTipwy, Ta
MPWTOKOAAQ. Tou Baoilovtal O CUMUETPLKEG KPUTITOYPAMLKEG TEXVIKEG €lval TIOAU
omodoTIKA, WOoTOCOo MOPOUCLAlouV adUVAUIEC EVOVTL EOWTEPLKWY eXOpwv KabBwe Kot
evepynTkwy exBpwv mou efamoAlouv emiBéoelg mMAaotonpoowrniag. Amo tn GAAn, ta
OQOUMHETPO TIPWTOKOAAQ €lval aVOEKTIKA €VAVTL QUTWV TWV EMBECEWY, WOTOCO CUXVA
Sev elval amodotikd, WSlatépwg oe Siktua oloONTApwWY OTOU Ol OMALTHOELS YL
anddoon eival auvénuéveg. Itnv epyoocia mpotelvovtal U0 MPpwTokoAAo ebpaiwong
KAelSloU yla amokevipwueva diktua atodntripwv (DSNs). To mpwto mMpwtdkoAAo elval
UBPLEIKO Kat cuvbualel acUppeTpeg (EANeuTTKA KaprmUAn) Kol CULMETPLKEC TEXVLKEC. TO
Seltepo MPWTOKOAMO elvol TANPWE ACUUUETPO, WOTO0O SLAUTEPWE amodoTiko. H
aodAAELQ TWV TIPOTEWVOUEVWY TIPWTOKOAWY avaAvetal, kabwg Kal n anodoon toug,
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Méow Tpocopoiwong. Emiong Slvetal pla OUYKPLTIK avOAUCN TWV TIPOTELWVOUEVWY
TIPWTOKOAAWV HE TN oXeTikn BLBAloypadia.

[M14] V. Stathopoulos, P. Kotzanikolaou, and E. Magkos, "Secure Log Management for
Privacy Assurance in Electronic Communications", In: Computers & Security, Elsevier,
Volume 27 (7-8), pp. 298-308, 2008, available at doi:10.1016/j.cose.2008.07.010.

H epyaocila autr emiKevipwvetol otnv acdalr Koataypodr] yeyovotwv ot £BvVIKoUg
TNAETUKOLVWVLAKOUG TAPOXOoUC. ALSETOL MLA ETTLOKOTNGCN TWV UTAPXOVTIWVY HOVTEAWV
OMEAWY, KOl TIPOTEIVETAL £Va KALVOUPLO LOVTEAD aMEAWY, €LEIKA TIPOCAPUOCHUEVO OTO
neptBarlov twv ISPs. Emiong mpoteivetal £éva mAaiolo Asttoupyiag ylo tnv acholn
kataypadn oe ThAEMIKOWWVIOKA &iKTua, €vavil Twv amellwv Tou Teplypddovral.
INUAVTIKO pOAO OTO TPOTELWVOUEVO TIAaLoLo Asttoupylog dtadpapartilel pla Ave€aptntn
PuBuiotiky Apxn, umelBuvn yla tnv emaAnBeucn TG OKEPALOTNTAG TWV APXELWV
Kataypadnc.

[M15] E. Magkos, P. Kotzanikolaou, C. Douligeris. “Towards Secure Online Elections: Models,
Primitives and Open Issues”, In: Electronic Government, an International Journal,
Inderscience Publishers, Volume 4 - Issue 3, pp. 249-268, 2007.

MeoomnpoBeopa, ouotnuata  nAektpovikng  Undodoplag  avapévetrat  va
xpnotpornotn®olv og tomikég f/kat eOVikEG skhoyég. T pilor nAektpovikr Yndodopia
HEow Internet, oL moAiteg umoBaAAouv Tig Pridoug toug péow Web kdavovtog xpron
Aoylopwkol mAonynong. H epyaocia auth mopoucldlel Hla  EMLOKOTMNGN TWV
KPUTTTOYPOPLKWV UOVTEAWV TIou €xouv mpotaBel otn 61ebvr) BiBAloypadia yia n
Slevépyela aopolwv Kol LOLWTIKWY CUCTNUATWY NAektpovikwy Yndodoplwv. Emiong
TeEpLypAdEL OVOLKTA TPOoBARUATA KAl TIPOKANCELS TIOU TIPETEL va emAUBoUV TPV T
ocuotnuata nAsktpovikng Pndodopliag xpnolpuonotnbolv oe KPIOLUEG EKAOYECG LEYAANG
KAlpakag.

[M16] M. Avlonitis, E. Magkos, M. Stefanidakis, and V. Chrissikopoulos. A Spatial Stochastic
Model for Worm Propagation: Scale Effects. In: Journal of Computer Virology, Vol. 3(2),
Springer Paris, pp. 87-92, 2007.

To KAQOOIKA £TISNUIOAOYIKA LOVTEAQ ETUXELPOUV va Teplypaouv tnv g€amiwon
OKOUANKLWY HE OTPATNYLIKEG TUXALAG avixveuong, ite Bewpwvtag To Internet wg éva
opoloyeVvEG Siktuo, eite eruAéyovtag tn (Un omodoTikn) UEAETN SIKTUWV TOAU UEYAANG
KAlpakag ya tnv e€aywyr achoAwv CUUMEPACUATWY. ITNV €PYACio aUTH Mpoteivetal
£€VOl OTOXOOTIKO HOVTEAO yla TNV meplypadn g eEAmAwong evdg oKoUAnklol tuyaiag
OTPATNYLKNG 0t €va UToSIKTUO «KaTAMNAa pkpng» (critical) kAlpakag. To HoviEAo
puropel va AapPavet umoPn TIC SUVOUIKEG OAANAETILOPACEL UETAEY YELTOVIKWV
UTOSIKTUWVY KABWG Kal TNV avopoloyevela Twy Siktuwv. Eniong, mpoteivetal n b€a tng
napakoAovOnong tng cupnepidpopdc evoc TEMA os Siktua pikpng KA{pakog pe okomo
v npdPAePn tng e€amiwaonc tou TEMA og peyolutepa Siktua (m.x. to Atadiktuo).

[M17] M. Burmester, E. Magkos, V. Chrissikopoulos: “Uncoercible e-bidding Games”. In
Electronic Commerce Research Journal, Vol. 4, Special Issue on Security Aspects in E-
Commerce, Kluwer Academic Publishers, pp. 113-125, 2003.
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TNV epyaocio mpotelveTal Eva MTPWTOKOAAO NAEKTPOVIKAG Snuompaociag pécw Internet,
TO OTO(0 EKTANPWVEL OAEC TIG AMALTAOELG AOPANELAC KOL ETILTAEOV TIPEXEL OLKOULEVLKN
enaAnBevopdtnTa: €vag e€WTEPLKOC TAPOTNPENTAG Hmopel va PBePoawwbel ot T
anoteAéopata NG dnuonpaciog sivat éykupa. Autd emekteivel tnv aoddAela oe
TPWTOKOAAQ SNUOTPACLWY TIOU €X0UV MpoTtabel £éwg onpepa, Ta omola MapEXouV Hovo
oTopLkn emaAnBevoipuotnta. MapdAAnAa to mMpwtokoAo mapéxel MNpootacia amd
Katavaykaouo (Uncoercibility) ylia 0Aoug Toug XpriOTEC TOU GCUUUETEXOUV OFE HLO
NAeKTpoVIK dnuompaocia MNpwtng  Asutepng TS AnAadn, Kaveilg xpnotng, akopa
KoL av To emLBupel, 6 pmopel va amodeifel oe KATOLOV TPLTO TNV TN TN TPoodopaAg
TIou UTERAAE 0TO cUOTNUAL.

[N18] E. Magkos. “Eva YBpLdikd Movtélo Avaktnong KAewdlou”. Cyprus Computer Society
Journal “Pliroforiki”, Issue 3. pp. 35-40, 2003.

Jtnv epyaocia kataypadovrat ol mAéov dnuodireic péBodol avaktnong kAswdlov (key
recovery) yw TNV amokpumtoypddnon cuvouAlwy Tou ovtoAAdoocovtal HEGW TOU
Awadiktuou 1} oto meplPAAov Twv eMXEPOswWY. Emiong meplypadovtal ot mibaveg
eMBE0eLG TNV A0PAAELD TWV CUCTNUATWY AVAKTNONG KAELSLOU. Mot TNV OVTLUETWITLON
OUTWV TV emBéoewv Tpoteivetal €éva UBPLOLKO LOVIEAO OTO OO0 EVOWMOTWVOVTAL
SU0 Sl0dopeTIKEG Tpooeyyioelg wote va emiteuyxBel acddalela, xwplc mapaBioon g
WOLWTIKOTNTAG TWV TOAITWY. ZUudwva pe tnv Mapadoaiakn Mpoofyylon, ta KAELSLA
amnokpuntoypddnong pakpdg Siopkeiag (mou xpnlouv auvénuévng mpootaciog) sival
urobnkevpéva oe . Apxn) YmoBnkeuong KAswbol n omola yla mpootacia tng
WOLWTIKOTNTOG TwV TOATWY UAoToleital w¢ €va oUvolo amd TOANEG ave€ApTNTES
£UTLOTEG OVTOTNTEG. AVTIOETWE Ta KAELOLA Tteploplopévng Slapkeiag (KAslSLd cuvodou)
umopoUv va avaktnBouv and pa Apxn Avaktnong KAeldlol. H apxLtektovikn autr Sev
OUVLOTA PEYAAN TTOAUTIAOKOTNTA KABWC T KAELOLA HaKPAC SLAPKELNG AVOKTWVTOL LOVOV
otav aviyveutei eniBeon dumAnc kpumtoypadnong (double encryption) oto cluotnua.

[M19] E. Magkos, and V. Chrissikopoulos. “Equitably Fair Internet Voting”. In Journal of
Internet Technology, Vol. 3(3), Special Issue on Network Security, pp. 187-193, 2002.

JTNV €pyacia auTr TpoteivovTal KpUTITOYpadLKOL LNXOVIOHOL yIa TV AVTLUETWITLON TOU
npoBARUaTog Twv anexoviwv Pndodopwv oe nAektpovikég Pndodopleg pe KeVTPLKNA
Saxeiplon. It Pndodopleg autng NG Katnyoplag, ol eKAOYLKEG OpPXEC €XOUV TN
Suvatotnta va urtofaAlouv mAaotég Prdoug yla Aoyaplaopd 6ocwv e€0UCLOSOTNUEVWY
Ynooddpwv amodacilouv va améxouv and v YPndodopia. To cuoTnua TOU
npoteivetal eival «Sikawo»: kabe Pndodopoc éxel To Skalwpa va amexel amd TN
PYnoodopia, wotdco OAot oL syyeypappévol Pndodopol mou teAkd umoBdlouv Ty
kpumtoypadnuévn PYndo toug koaAolvtal va TNV emPeBAWOOUV  NAEKTPOVIKA,
Slatnpwvtag mapdAAnAa tnv avwvupia toug. To cUCTNUO TIOU TIPOTEIVETOL LKOVOTIOLEL
TIC TIEPLOOOTEPEC ATIAUTAOEL 0.oPAAELAS TWV NAEKTPOVIKWY Pndodoplwy Kal propei va
xpnotuomnotnBet yia nAektpovikég Yndodopieg kabwg kat oe dnuookomnroslg oto Web.

[Z1] P. Grammenos, N.A. Syreggela, E. Magkos, and A. Tsohou. Internet Addiction of Young
Greek Adults: Psychological Aspects and Information Privacy.
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The main goal of this study is to examine the Internet addiction status of Greek young
adults, aged from 18 to 25, using Young’s Internet Addiction Test (IAT) and self-
administered questionnaires. In addition this paper assesses the psychological traits of
addicted persons per addiction category, using the big five factor model tool to study
the user's personality and analyze the components that lead a person to become
Internet addicted.Our results show that the majority of people per addiction level, that
are addicted, are women. Except the moderate addiction level.Furthermore, we found
an association between addicted people and the five factors from the Big Five Factor
Model; i.e., extraversion, agreeableness, conscientiousness, neuroticism, openness to
experience. Moreover, this paper discussesinformation privacy and security issues
related to Internet Addiction.

[22] D. Gritzalis, G. Stergiopoulos, P. Kotzanikolaou, E. Magkos, G. Lykou. Critical
Infrastructure Protection: A Holistic Roadmap for Greece.

The protection of Critical Infrastructures (Cls) is, by definition, of high importance for the
welfare of citizens of each country; especially nowadays, both because of direct threats
(dictated by the current international political situation) and also due to emerging
interactions or dependencies developed between national Cls at international and
European levels. Today, Greece remains one of the few countries of the European
Union, which (besides the formal trans-position of the 114/2008/EC Directive into
domestic legislation) has no comprehensive strategy to safeguard national Cls, nor any
process of developing such an integrated plan, except for some initiatives taken from
the General Secretariat of Digital Policy. This paper aims to contribute: (i) The creation of
an inventory of all stakeholders, i.e. actors who have some form of power (legislative,
supervisory or regulatory) to protect Cls in Greece., (ii) the identification and indicative
cataloguing of potential national Cls, as well as their interdependencies, (iii) the
development of a structured identification methodology of national Cls, that takes into
account internationally applied Cl assessment methodologies and (iv) provide a pilot
implementation of the proposed methodology to a list of candidate national Cl fields in
order to rank their criticality.

[23] E. Magkos, P. Kotzanikolaou, M. Magioladitis, S. Sioutas, and V. S. Verykios. “Towards
Secure and Practical Location Privacy, through Private Equality Testing”. In: Privacy in
Statistical Databases - PSD 2014, 17-19 Sep. 2014, Eivissa, Spain. Lecture Notes in
Computer Science LNCS v. 8744, Springer-Verlag, 2014.

We propose a practical, privacy-preserving equality testing protocol which allows two
users to learn if they share the same encrypted input data. Our protocol assumes no
trust on third parties and/or other peers, and it is suited for low-min entropy data i.e.,
which can be exhaustively searched by an attacker), such as encrypted users locations.
Our primitive is secure and efficient: Two public-key exponentiations are required, per
each user, for each equality testing. Finally, we describe how we could use our primitive
as a building block for a proximity testing buddy-finder service for social networks.

[Z4] M. Korakakis, E. Magkos, P. Mylonas. “Automated CAPTCHA Solving: An Empirical
Comparison of Selected Techniques”. In: SMAP 2014, 9th International Workshop on
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Semantic and Social Media Adaptation and Personalization, November 6-7th, 2014,
Corfu, Greece. IEEE Computer Society's Conference Publishing Services (CPS), 2014.

CAPTCHAs exploit the gap in the ability between a human and a machine to understand
the semantics of specific multimedia content, with vast applications in computer
security. In this paper we compare two techniques in automated CAPTCHA solving for
text-based CAPTCHA schemes, i.e., classification based on the Vector Space Model
(VSM) versus a popular Optical Character Recognition (OCR) engine. For each technique,
we build a CAPTCHA solver and give it specific sets of text-based challenges to break.
From our results we draw conclusions whether it is efficient to create a CAPTCHA solver
by applying parts of the VSM theory and implementing a Vector Space Image Recognizer
(VSIR).

[25] E. Magkos, E. Kleisiari, P. Chanias, V. Giannakouris-Salalidis. “Parental Control and
Children’s Internet Safety: The Good, the Bad and the Ugly”. In: 6th International
Conference on Information Law and Ethics (ICIL 2014), "Lifting Barriers to Empower the
Future of Information Law and Ethics", Thessaloniki, May 30-31, 2014.

In this paper we assess the threats and risks that children are exposed to as a by-product
of their Internet experience. We assess good and bad strategies and practices for
increasing children’s online safety, from a technological, legal and ethical point of view,
and explore some of the challenges that law, ethos, technology must overcome towards
Internet safety for children. For example we pose the question whether a parent could
ever become, intentionally or not, a threat source for a child’s privacy loss. At the
technical field, we run an experiment that demonstrates why parental control software
has a long road ahead in meeting some minimum goals for filtering effectiveness

[26] D. Fronimos, E. Magkos, V. Chrissikopoulos. “Evaluating Low Interaction Honeypots
and On their Use against Advanced Persistent Threats”. In 18th Panhellenic Conference
on Informatics - PCl 2014, 2-4 October, Athens, Greece, 2014.

In this paper we evaluate several Low Interaction Honeypots (LIHs) according to several
usability and performance criteria. Furthermore we argue on the utilization of LIHs that
could indicate early signs of jeopardy from Advanced Persistent Threats (APT).

[27] G. Koufoudakis, N. Skiadopoulos, E. Magkos, K. Oikonomou. “Synchronization Issues in
an Innovative Wireless Sensor Network Architecture Monitoring Ambient Vibrations in
Historical Buildings”. In: S.M.ART. BUIL.T. International Conference, March 27-29, Bari
Italy, 2014.

We propose a practical, privacy-preserving equality testing protocol which allows two
users to learn if they share the same encrypted input data. Our protocol assumes no
trust on third parties and/or other peers, and it is suited for low-min entropy data
(\textit{i.e.}, which can be exhaustively searched by an attacker), such as encrypted
users locations. Our primitive is secure and efficient: Two public-key exponentiations are
required, per each user, for each equality testing. Finally, we describe how we could use
our primitive as a building block for a proximity testing buddy-finder service for social
networks.
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[28] M. Burmester, E. Magkos, V. Chrissikopoulos. "T-ABAC: An Attribute-Based Access
Control Model for Real-Time Availability in Highly Dynamic Systems". In: 18th IEEE
Symposium on Computers and Communications, July 7-10, 2013, Split Croatia, IEEE

In highly dynamic systems resources may have to be accessed in real-time, within the
strict time limits of underlying physical processes, with availability becoming critical.
Current access control models such as RBAC and ABAC do not address real-time
availability in a scalable way for such scenarios. In this paper we propose a real-time
attribute-based access control model that extends the functionality of ABAC by using
real-time attributes that reflect the requirements of critical applications. We describe
two applications of our model: (a) a substation automation system, and (b) a medical
cyber-physical system.

[29] P. Kotzanikolaou, E. Magkos, N.Petrakos, C.Douligeris, V. Chrissikopoulos. "Fair
Anonymous Authentication for Location Based Services". In: Data Privacy Management,
7th International Workshop (DPM 2012), Pisa, Italy, September 13-14. Lecture Notes in
Computer Science (LNCS), Springer-Verlag, to be published, 2012.

We propose an efficient anonymous authentication scheme that provides untraceability
and unlinkability of mobile devices, while accessing Location-Based Services. Following
other recent approaches for mobile anonymity, in our scheme the network operator
acts as an anonymous credential issuer for its users. However, our scheme supports
credential non-transferability, without requiring embedded hardware security features.
In addition it supports fairness characteristics. On one hand, it reduces the trust
assumptions for the issuer by supporting non-frameability: the issuer, even in
collaboration with the LBS provider, cannot simulate a transaction that opens back to an
honest user. On the other hand, it supports anonymity revocation for illegally used
credentials. Our scheme uses standard primitives such as zero-knowledge proofs, MACs
and challenge/responses. We provide formal security proofs based on the intractability
of the Divisible Diffie-Hellman assumption.

[210] K. Vlachopoulos, E. Magkos and V. Chrissikopoulos. "A Model for Hybrid Evidence
Investigation". In: 7th International Annual Workshop on Digital Forensics & Incident
Analysis (WDFIA 2012), Hersonissos, Crete, 6-8 June, 2012.

With the advent of Information and Communication Technologies, the means of
committing a crime and the crime itself are constantly evolved. In addition, the
boundaries between traditional crime and cybercrime are vague: a crime may not have a
defined traditional or digital form since digital and physical evidence may coexist in a
crime scene. Furthermore, various items found in a crime scene may worth be examined
as both physical and digital evidence, which we consider as hybrid evidence. In this
paper, a model for investigating such crime scenes with hybrid evidence is proposed.
Our model unifies the procedures related to digital and physical evidence collection and
examination, taking into consideration the unique characteristics of each form of
evidence. Our model can also be implemented in cases where only digital or physical
evidence exist in a crime scene.
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[211] M. Burmester, E. Magkos, V. Chrissikopoulos. "Modeling Security in Cyber-Physical
Systems". In: Sixth Annual IFIP Working Group 11.10 International Conference on Critical
Infrastructure Protection, National Defense University Fort McNair, Washington, DC,
USA, March 19 - 21, 2012.

We propose a framework for modeling the security of cyber-physical systems in which
the behavior of the adversary is controlled by a threat model that captures both the
cyber aspects (with discrete values) as well as the physical aspects (with continuous
values) of such systems in a unified way. In particular, it addresses combined
(dependent) vector attacks, and synchronization/localization issues. The framework
identifies the cyber-physical features specified by the se- curity policies that need to be
protected, and can be used for proving formally the security of cyber-physical systems.

[212] S. Sioutas, E. Magkos, |. Karydis, and V.S. Verykios. "Uncertainty for Anonymity and 2-
Dimensional Range Query Distortion". In: Privacy in Statistical Databases - PSD 2010, 22-
24 Sep. 2010, Corfu, Greece. Lecture Notes in Computer Science LNCS v. 6344, Springer-
Verlag, pp. 85-96, 2010.

ESw eotialoupe otn dlatripnon the avwvupiog ot dedopéva BACEWV KIVOUUEVWY
ovTKelpEvwyY (Moving Objects Databases). JUYKeKpLUEVA, LEAETAUE TPOXLEC KIVOUUEVWY
OVTIKELUEVWY oL ormoieg Sev elval mAgov 2-6iaotateg TeEOAAOUEVEG YPAUUEG QAN
emipaveleg (Awpldecg) mou Tig mepikAeiovv. Tvwpiloupe OTL N TPOXLA TOU KLVOUUEVOU
xpnotn eivat péoa otnv empavela, aAld Sev yvwpilovpe mola akplpwg eival.
METATPETOUE TIC EELOWOELG TWV YPAMUWY TwV AKpwV NG emidavelag o€ dual points kat
gfetalovpe tn SlaotpEPAwon tng mAnpodopiag (information distortion) mou mpokaAet
TO Tapamndvw space translation, 6nAadn autd mou mapayet T PeudO-TPOXLEG TIOU
TIEPLKAEIOUV TNV TIPOYUATIKA TpoXld. YAomoloUpe €va mARBoG amodoTikwv Xwpo-
XPOVIKWV Sopwv Sedopévwy mou dlatnpolv Suvapka ta apanavw dual points Twy
PeLSO-TPOXIWV KAl HETPAUE TELPOUATIKA TOV QVTIKTUTIO TIOU €XEL N &v Adyw
SlaotpEPAwon g mMAnpodopiag cuykpivovtag Ty anodoon Twv spatio-temporal range
queries OTav AUTA ekTteAoUVTAL oTNV auBevtikr Bdon SeSouévwy Tou amoBnkevEeL TIG
TIPOAYHOTIKEG TPOXLEC KOl OTAV QUTA €KTEAOUVTAL OTNV avwvupn Baon dsdouévwy mou
arnoBnkeVEL TG PeUSO-TPOXLEG.

[Z13] E. Magkos, P. Kotzanikolaou. "Enhancing Privacy-Preserving Access Control for
Pervasive Computing Environments". In: The Second International ICST Conference on
Security and Privacy in Mobile Information and Communication Systems - MOBISEC
2010, May 27-28, Catania, Sicily. LNICST, Springer, to be published, 2010

H &levépyela cuvaAloywv petofU xpnotwv Kal Mapoxwv Ymnpeowwv o Aldyuta
Yrioloylotikd MeptBairovta (AYE), eyeipel Intripata acddAelag Kal ISLWTIKOTNTOG. Ao
™ pia, ol Napoxot amattovv auvBevtikomoinon xpnotn kat s€ovolodotnon mpwv TNV
Tapoxn HLOG UTnpeociog, evw amd tnv OAN oL XPAOTEG Omaltolv ovwvupia,
OUYKEKPLUEVA N aviyveuolpotnta (untraceability) kal un ouvdeowotnta (unlinkability)
ylaL TIC CUVOAAQYEC TOUC. 2 QUTH TV £pyooia cuINTOUUE TIG AMOLTHOEL aohAAELOC KO
WBlwTikoTNTOC Yo Tov £Aeyxo mpooBacng oe AYE kal KaTaSelkVUOUHE TG aduvapisg
aodAlelag Tou MPOcPATOU OXNUATOG TIoU TPoTAdnke amd tou¢ Ren kat Lou. Itn
CUVEXELDL TIEPLYPAGOULE HLO KAVOUPLO. TIPOCEYYLON Ylo TNV EMITEVEN TWV OTOXWV
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oodpAlelag Kal LOLWTIKOTNTAC EVOVIL €0WTEPKWY H/Kol fwTtepkwy exOpwv ToU
GUOTHUOTOC.

[Z14] E. Magkos, P. Kotzanikolaou, S. Sloutas, K. Oikonomou. "A Distributed Privacy-
Preserving Scheme for Location-Based Queries". In: The Fourth IEEE WoWMoM
Workshop on Autonomic and Opportunistic Communications - AOC 2010, 14-17 June,
Montreal QC Canada. IEEE Computer Society, pp. 1-6, 2010

H epyaoia mpaypatevetal Intpata aopaAelag Kal 1otoplkng dwtkotntag (historical
privacy) oe edapuoyec PBaolopéveg oe umnpeoie¢ Béong (LBS), Omou oL XpROTEG
umoBaAAouv tnv akplpr Béon toug o £vav Mapoyo LBS. Mpoteivetal £éva Kataveunuévo
oxnua mou edpalwvel EAeyxo mpooBaong Kal mapdAAnAa TPOOTATEVEL TNV LOLWTLKOTNTA
EVOC XpNOTNn TOoO 0t OmMopadlkd 000 KAl O OUVEX epwtnpata tumou LBS. H
T(POTELVOREVN AUON KAVEL XPrioN LG UBPLOLIKNAG SIKTUAKNG QPXLTEKTOVIKAG OTNV omola ot
Xpnoteg €xouv tn duvarotnta: (a) va entkowwvouv e evav Napoxo LBS dtapéoou evog
tnAemikowvwviakol mapoxou (OP), kat (B) va dnuloupyolv dueceg cuvdiéoelg (ad-hoc)
METOED TOUC TIPOKELUEVOU VO ESPALWOOUV LOLWTLKOTNTA EVAVTL EVOG TaBnTikoU £xBpou
Tou e€amoAUel emBéoelc avaluaong Kivnong. To HovTEAO amelAwV pag eptAapuBavel tov
Mapoxo OP, tov Mapoyxo LBS kabwc kal aAouc xprotec-KOUBOUG TOU CUOTHLATOG.

[Z15] M. Avlonitis, E. Magkos, M. Stefanidakis and V. Chrissikopoulos. "A Novel Stochastic
Approach for Modeling Random Scanning Worms". In: 13th Panhellenic Conference on
Informatics - PCI 2009, 10-12 September, Corfu, Greece. IEEE Computer Society, pp. 176-
179, 2009.

‘Eva KakOBOUAO AOYLOULKO TUTIOU ZKOUANKL avamtuoosTal pe SladopeTikolg pubuolc os
SL0POPETIKEG TIEPLOYEC, KUPLWE AOYW TWV EYYEVWV OVOUOLOYEVELWY TWV UTIOAOYLOTIKWY
SIkTUwWvV ota omola avamtuoosTal. YTV €pyacia autr HEAETATOL TO KATA OGO TA
OTOXOOTLKA 1 TA VIETEPULVIOTIKA HOVTEAQ €lval Lkavad va meplypadouv to Ppatvopevo
g€amlwong okouAnKLwv. Emilong mpoteivetal éva oTOX0OTIKO HOVTEAO yLa TN HEAETN TNG
€€AMAWONG OKOUANKLWV HE OTPATNYLKEG TuXaiag aviyveuong (random scanning), oto
omolo oL duvaulkég aMnAemidpdoelg AOYyw TNG QVOUOLOYEVELAG TNG UTIOSOMNG
cuvumohoyilovtal otn SuvaplLkn Tng e€AMAwWong Tou KakoBoulou Aoylopkol. H Bewpia
TIOU TIOPOUCLALETAL ETUKUPWVETAL ATIO ATOTEAECLATA TTPOCOUOLWONG.

[216] K. L. Kermanidis and E. Magkos. "Empirical Paraphrasing of Modern Greek Text in Two
Phases; An Application to Steganography". In: A. Gelbukh (Ed.): CICLing 2009, LNCS 5449,
pp. 535-546, Springer-Verlag Berlin, 2009.

H epyaoia mpaypatsVetal tThv edappoyr TEXVIKWY mapddpacng otnv oteyovoypadia,
XPNOLLOTIOLWVTAC TO VEO-EAANVIKA WG TO $opEQ TWV UNVULATWY TIou avtaAAdooovtal
(stego medium).

[Z17] A. Pateli, A. Floros, K. Oikonomou, E. Magkos. "Corfunet: A Mesh Network Providing
Wireless Services At Metropolitan Level". In: IADIS Wireless Applications and Computing
(WAC 2008), July 21-24, Amsterdam, 2008.

H Epyacio authi Teplypddel TIC TEXVOAOYIKEG KOl EUTOPLKEC TIPOKANOCEL TIOU
ovadelkviovtal ota mAaiola TG mpoondBelag mou KataBAAetal ylo thv uAomoinon
tou CorfuNet, evo¢ acUpHATOU HNTPOTIOALTIKOU SIKTUOU otnv TOAN NG Képkupag. H
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avanrtuén tou Siktuou Ba Paciletal 0e TEXVIKEG ACUPUATWY OSIKTUWV TAEYUATOC
(wireless mesh), omwc¢ moAu-kavain Aettoupyia, SpopoAoynon TMOAAMAWY Pnudtwy
(multi-hop) kat tavtdxpovn cuvdeon pe otabepd Siktuo umodoung, wote va apbolv ol
TieEpLOpLOMOL OO TG ETUKPATOUOEC TEXVOAOYLEG ACUPHATNG SIKTUWONG OE LNTPOTIOALTIKO
eninedo. To opapoatldopevo diktuo Ba mapéxel MARBoC uMnpeoLwy, ansubuvouevwy ot
TOALTEC, TouploTEG KL ETUXELPNOELG oTNV KépKupa.

[218] E. Magkos, V. Chrissikopoulos. "Towards Efficient Cryptography for Privacy Preserving
Data Mining in Distributed Systems". In: 4th International Conference on Web
Information Systems and Technologies (WEBIST 2008), May 4-7 2008, Madeira, Portugal.
INSTICC Press, pp. 301-304, 2008.

Elval kowwg amodektod OTL n mpootaocia TG avwvupiag twv mAnpodoplwv Kal Tng
WOLWTLKOTNTOG TWV XPNoTwv Tou ocuvaAldooovtal oto Awadiktuo Ba odnyouce o€
peyalutepn mpobupia mapoxng XPNOUWY TIPOCWTIKWY TIANPOGOPLWY OE CUCTHUOTO
e€opulnc dedopévwy. H alyxpovn BAloypadia KatadelkviEeL TV avaykn meplypadng
UNXOQVIOUWVY yLla Tnv emitevuén akpiBelag kat IOLWTIKOTNTAG O KATAVEUNUEVA CUCTHUOTOL
g€opuéng dedopévwy, OMOU OAa TOL EUTAEKOUEVA HEPN ELVOL KN EUMLOTA. ITNV gpyacia
outn oulntolpEe WG N MOAUTLUN YVWON KAl TO OMOTEAEoUATA TNG £PEUVAC YLla aodaAElg
KoL LOLWTLKEC NAEKTPOVIKEC Pndodopieg péow Internet pmopoulv va aflomonBouv otnv
£peuva yla IOLWTLKA cuotipata e€0puéng SeSopévwv.

[Z19] M. Avlonitis, E. Magkos, M. Stefanidakis, and V. Chrissikopoulos. "Exploring Scalability
and Fast Spreading of Local Preference Worms via Gradient Models". In: 17th EICAR
Annual Conference, 3-6 May 2008, Laval, France, 2008.

H meplypadn tng ouumnepldopdg evog Taxews e€amloUpevou okouAnkloU (worm) pe
PEOALOTIKO TPOTO eival SUOKOAN, KUPWE AOYywW Twv MOAUTAOKWY aAANAETISpACEWY
METAEU TwV OSIKTUWUEVWY KOMPBWV. AUt n epyacio  emektelvel éva mpoodata
T(POTELVOUEVO UOVTEND e€amAwong (M8), e okomo TN HEALTN e€AMAWONCG ZKOUANKLWY LIE
otpatnywkn Ttorukng mpotipnong (local preference). Zuykekpuuéva, meplypadovrtoat
OTOXOOTLKEG SLOPOPLKEG EELOWOELG OTLC OTtoleC OAEG Ol SUVAULKEG AAANAETILOPAOELS Elte
AOyw TNC avopoloyévelag TG UTOSOUNC, €ite AOyw TG oTPATNYIKAG €AMAWoONG Tou
IKOUANKWOU eite TEAOC AOyw Twv tuxoiwv 6pAcewv Twv XPNOTWV (OTPATNYLKEG
emudlopbwong-patch, moAwtikég firewalls, amopdxkpuvon kKOPBwv amd to SIKTuo KAT),
ocuvumoloyilovtal otn Suvaulki TG €EAMAWONG TOU OKOUANKIWOU HE TNV €loaywyn
KATAAANAWY OVTIOTOXWV VIETEPUIVIOTIKWY /KOl OTOXAOTIKWY OPWV OTO KAOOGLKO
eTLSNULOAOYLKO poVTEND. H Bewplia mou mapouolaeTal oTnV epyacia EMIKUPWVETOL QO
OMOTEAECATO TIPOCOUOLWONG.

[220] Burmester, E. Magkos, V. Chrissikopoulos. "Strengthening Privacy Protection in
VANETs". IEEE 1st International Workshop on Security and Privacy in Wireless and
Mobile Computing, Networking and Communications SecPri_WiMob 08, pp. 508-513,
2008.

Y10 OXL TO00 MOKPWO PEANOV, TO OXALOTO OVAUEVETAL VA ETLKOLVWVOUV HE SlepXOuEVaL
oxnuota kobwg kat pe pia otabepr vmodoun, dtabéoiun oto obiko SikTuo, PE OKOTIO
Vv BeAtiwon tng odnyIKA¢ epmelpiag, tTnv aupAuvon Twv KukAodoplakwv mpoBAnUATwyY
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KoL TNV auvuénon tou aoBnuatog acdpalelag KOTta TN HETAKivnon. H mpoomtiki
vlomoinong oxnuatikwyv SiktOwv apeong ouvdeong (VANETS) eyeipel {ntApata Kol
TPOKANOELG A0DANELNG KAl LOLWTLKOTNTOC. ZUYKEKPLUEVA HEAETATAL TO AVTLOTABOULOMA
METAEL TNG OLWTIKOTNTAG TwV 0dnywv Kal tTng gubuvng odnyou (m.x. o mepimtwon
MPOKANONG atuxnuatog). Mia A&AAn mpokAnon elval n edpaiwon SLWTIKOTNTAG
tonmoBeciog €vavil OKOUUEVIKWY TOONTIKWY €XBpwv TIOU UTOKAETITOUV  KAOE
EMIKOVWVIa 0To SiKTUOo. ITNV gpyacia auth mpoteivovtal Kpuntoypadikol pnxaviopotl
TIOU LOOPPOTIOUV TO OVTLOTAOULOMO HPETALY LOLWTIKOTNTOC Kal acddalelag oe VANETS.
Eniong oulntolvTaL OTPATNYLKEC YL TNV MITEVEN IOLWTIKOTNTOC TomoBeoiag.

[221] E. Magkos, M. Maragoudakis, V. Chrissikopoulos, and S. Gridzalis. "Accuracy in Privacy-
Preserving Data Mining Using the Paradigm of Cryptographic Elections". In: Privacy in
Statistical Databases (PSD '08), 24-26 Sep. 2008, Istanbul. Lecture Notes in Computer
Science (LNCS), Vol. 5262/2008, Springer-Verlag, pp. 284-297, 2008.

Ot texvoloyieg e€0pueng Sedopévwy eyeipouv INTHUOTA OXETIKA e TNV eneepyaacia Kal
xprnon evaiodBntwv mAnpodoplwy, Wlwg oe kKatavepnuéva meplfallovta Omou ot
OUUMETEXOVTEG WIMOPEL val €lval PN E€UMLOTEG OVTOTNTEC. € QUTAV TNV gpyacia
TOMOBETOUMAOTE UTEP TNG XPNONC EUPEWG YVWOTWY KPUTTOYPOPIKWY TEXVLKWY, TIOU
£€xouv TmpotaBel ota mAaiowa TNG €peuvag yla aodaAn Kot LSLWTLKA cuoThpaTa
NAEKTPOVIKWY gkAoywv. H mpoogyylon pag ULoBEeTel TO KAOOGIKO OUOUOPPLKO HOVTEAO
yLa NAEKTPOVIKEG EKAOYEG, KOL GUYKEKPLUEVO OPLOUEVEC ETIEKTAOELC OLUTOU TOU LOVTEAOU
yla thv umootnpn ekAoywv moAlamlwv umoPndiwv. Itn cuvéxela meplypAPoupE
oplopéveg aduvapieg, amd tn oKomld tng aoPpAAELOG, TOU OXAUOTOG TIOU MPOTABNKE
otnv [1], To onoio amoteAel To MPWTO GXNUC TTOU UAOTIOLEL TO OHOHOPPLKO HOVTEND OF
KaTavepnuéva cuatrnuata e€opuénc.

[222] V. Stathopoulos, P. Kotzanikolaou, and E. Magkos. “A Framework for Secure and
Verifiable Logging in Public Communication Networks”. In: 1°*' International Workshop,
CRITIS 2006, Samos, Greece, August 31 - September 1, 2006, Lecture Notes in Computer
Science, Vol. 4347, Springer, pp. 273-284, 2006.

H epyacia auth emKeVTIpWVETAL 0 cuothpata acharols kataypadnc Kol EAEYXOU yLa
SIKTUAKOUCG KOl TNAETLKOWWVIOKOUG Tlapoxoug. T[lveTal Wla  €MOKOTINON  TwV
UTIOPXOVTWY HOVTEAWV amellwy, Kol TIPOTEIVETOL €val KALVOUPLO MOVIEAO OMELAWY,
£l6lKA mpooappoopévo oto TeplPaAlov twv ISPs. Emiong mporteivetal £éva mAaiclo
Aewtoupyilag ywa tnv acdadn kataypadr) o€ THAETUKOWWVLIOKA OSiktua, €vavtl Twv
omelAwv mou TeplypadovTal. INUOVTLKO PONO OTO MPOTEWVOUEVO MAAICLO Asttoupyiag
Sladpopartilel pa avefaptntn pubulotikn apxn, umevBuvn ylo Tnv emaAnBsucn g
OKEPALOTNTAC TWV APXELWV KataypadnG.

[223] E. Magkos, P. Kotzanikolaou, M. Stefanidakis. “An Asymmetric Key Establishment
Protocol for Multiphase Self-Organized Sensor Networks”. In: 12th European Wireless
Conference (EW 2006) “Enabling Technologies for Wireless Multimedia
Communications”, April 2 - 5, 2006, Athens Greece.

YTNV epyacio aUTr TPOTEIVETOL £VOl OLCUMETPO TIPWTOKOAAO £6paiwong KAELSL0U yiLa
anokevipwpéva diktua atedntripwv (DSNs). To mpwtokoAAo eival moAaMAWY dAcswy,
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SnAadn unootnpilet elocaywyn KOPBwWY oTto SIKTUO 0 SLOPOPETIKEG XPOVIKEC TIEPLOSOUG,
OToU KOO ouada TIOU ELOEPXETAL OE CUYKEKPLUEVN XPOVIKN Ttepiodo amapTilel pia yevid
KOUBWV. Metd tnVv apylkomoinon toug, ol KOUPBOL TNG MPWTNG YEVIAC CUUUETEXOUV OF
éva. MPwTOokoAMo edpaiwong KAEWOU wWOTE v ETMIKOWWVOUV OTN OUVEXELD ME
MUOTIKOTNTA KOl auBevTIKOTNTA. EMELTa, KABE VEO-ELOEPXOMEVN YEVLA OPXLKOTIOLEL UL
daon edpaiwong KAelSloU, wote oL KawoULPLoL KOUPBOL va EMKOWVWVOUV HE achAAELd
TO0O0 peTafl TOUg, 600 Kol PE KOUPBOUG MOAALOTEPWV YEVLWY. TO TPWTOKOAAO ETIEKTELVEL
10 UBPLOIKO MpwTOKkoAAo Twv Kotzanikolaou et al [213]. TuyKeKpLUEVD, LETOTPEMOVTOC
o oxnua G [213] og MANPWG OCUUUETPO, TO TPWTOKOAAO SlopBwvel pla eumdbela
aopaAelag tou oxnuatrog tng [213], xwpl¢ va amattouvtol MEPLOCOTEPOL TIOPOL OF
enefepyacio kol eMKowwvia.

[224] Kotzanikolaou P., Magkos E., Douligeris C., Chrissikopoulos V., “Hybrid Key
Establishment for Multiphase Self-Organized Sensor Networks”. First International
Workshop on Trust, Security and Privacy for Ubiquitous Computing (TSPUK 2005), June
13, 2005, Taormina, Sicily, Italy. In: Proc. of 6th IEEE International Symposium on a
World of Wireless Mobile and Multimedia Networks, (WoWMoM 2005) IEEE, pp. 581-
587, 2005.

Jtnv epyoocia mpoteivetal Eéva  UPBPLOIKO  TPWTOKOAAO yla TtV  avtaAlayn
KpuTtToypadLkwv KAEWSLWV og aclppata ad-hoc Siktua atebntripwv. To TPWTOKOAAO
XPNOLUOTIOLEL OIOUUUETPEC KPUTITOYPAdLKEC pHeBOSoug Paolopéveg oe EANEUTTIKEG
KaumUAeg ylo TNV TOUTOTOINGCN TWV KOUBWV KAl TNV OQVILUETWILON €eMOECEWY
TAoTONMpoowTtiag. Emiong, mMpoTeivovtal CUMUMETPIKEG TEXVIKEG ylol TNV ovtoAlayn
oplopévng tuxaldtntag (randomness) mou BOa XPNOLUOTOLEL OTNV KOTAOKEUN TWV
KAeWOWWV cuvodou clpdwva pe To TPWTOKOANO twv Diffie-Hellman. To mpotewvopevo
TIPWTOKOAAO €ival aodaAEg Kal amodoTIKO o€ Katavepnuéva neptailovta ad-hoc 6mou
n 6on Twv KOUPwWV Sev elval yvwaoTr €K TWV MPOTEPWVY KOL WG €K TOUTOU N aodAlela
Tou ouotnuato¢ &g pnopel va PBaoiletal oe Nén Mpo-gykaTeoTNUEVA KAELWSLA 1] OTNV
umopén pag Apxng Atapoipacng KAelduwv (tumou Kerberos).

[225] Maykog E., Xpuowomoulog, B., AAe€avépnc, N., MoUAog, M.: "HAektpovikn
Wndodopia péow Internet: Outomnia f Mpaypatikotnta;". HAekTpovikr Anpokpatio —
Kowwvia tng MAnpodopiag kat ta Awkawwpata tou MoAitn, 1o EBviko Zuvédplo pe
AeBvr) Tuppetoxn, 25 - 26 IemteuPpiou 2003, Ktipto EBEA. Proceedings: To be
published, 2003.

H kaBiEpwon tng nAektpovikng Wndodoplag, kal cuykekplpéva tng Yndodopiag péow
Internet, w¢ evaAAoktikol tPomou umoPoAng tng Yndou avapévetal va auénoel v
CUMUETOXN TWV TIOALTWV OTL( €KAOYEC KAl VO OUTOMATOTOLAOEL TG Sladlkaoieg TG
UTIOBOANG KOl TNG KATAMETPNONG TwV PrRdwy, HELWVOVTAC LOKPOTIPOBEoUA TO KOOTOC
Sle€aywyng Twv ekhoywv. Qotooo, yla va oAokAnpwbOel n petdpaocn os cuotiuarta €€’
anootacsws Pndodopiag péow Internet, mpenel mpwtiotwg va emiluBouv {ntrpata
oodpAAelag Kal AELTOUPYLKOTNTAC, TOL OMOL0. CUXVA ayvOoOoUVTAL Ao TOUC OXESLOOTEG
OUOTNUATWY. 2TtnV  gpyacia  aut Kabopiloupes omaltnoel oodpAlelag Kot
TPAKTLKOTNTOC, culNTOUHE TIPOUTIOBEDELG KAl TTEPLYPAPOUUE KPUTTTOYPADIKA HOVTEAQ
oodalelag yla tnv uAomoinon NAEKTPOVIKWY EKAOYWV LEYAANG KAlpoKag péow Internet.
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Entiong, avadEpoupe TIC MPOOTTIKEG oV Slaypadovtal yla TNV ULoBETNON GUOTNUATWY
NAekTpoVIKAG Pndodopiag ota clyxpova SnUOKPATIKA KabBsoTwTa.

[226] Poulos, M., Evangelou, A., Magkos, E., Papavlasopoulos, S.: “Fingerprint Verification
Based on Image Processing Segmentation Using An Onion Algorithm of Computational
Geometry”. In: 6th International Workshop on Mathematical Methods in Scattering
Theory and Biomedical Engineering, 18-21 September 2003, Tsepelovo, Greece. WOLRD
SCIENTIFIC publications, pp. 550-559, 2003.

JTnv epyooia mpotelvetal pla TeEXVIKN enegepyoaoiag Pndlakng ekovag Pe xpnon
TEXVIKWV “onion algorithm” umoAoyloTikAG yewpetpiag. Auth n péBodog pmopel va
XOPAKTNPLOTEL WG Mo EVOAAOKTIKN HEB0SOC yla TNV €€aywyr TwV XAPAKTNPLOTKWY
onpeiwv tTou SoyTuALKOU QTOTUNIWHOTOG O cuothpata enaAnbesuong tavtotntag. O
TIPOTELVOUEVOC QAYOpLOUOC ouykpilveTal pe To SnuUodAl alyoplBuo esmaAnBeuong
TOUTOTNTAG IOV Mpotabnke amod tov Ratha. EmumAéov n edappoyn tou aiyopiBuouv ot
UeTpNOoElC epdavioe WSLATEPWE XOUNAA Toocootd AavBaouévng amodoxng-amdppudng
(FAR-FRR) tn¢ taewg tou 0.1%

[227] Poulos, M., Magkos, E., Chrissikopoulos, V., and Alexandris, N.: “Secure Fingerprint
Verification Based on Image Processing Segmentation using Computational Geometry
Algorithms”. In: SPPRA '2003 — IASTED International Conference on Signal Processing,
Pattern Recognition, and Applications. June 30 — July 2, Rhodes, Greece, ACTA Press, pp.
308-312, 2003.

TNV €pyaocia TPOTEIVETOL £va NAEKTPOVIKO cUuoTnUa eMAARBeuong TOUTOTNTAG UE TN
XPNon SAKTUALKWY OMOTUMWHATWY. Mo GUYKEKPLUEVQ, TIPOTELVETOL N XPAON TEXVIKWVY
UTIOAOYLOTIKNG  YeWMETplag (computational geometry) katd tnv efaywyn Twv
XQPOKTNPLOTIKWY TOU SayTUALKOU amotunwuatog otn Sladikacia tng eyypadnc tou
XPNotTn OTO OUCTNUO. TN OUYKEKPLUEVN TEXVIKN, €EAYETAL €val «XOPOAKTNPLOTIKO
moAUywvo» yla KaBe xprotn, Tou omolou n B£on sival povadikr yio kabe Seiypa. Katd
QUTOV ToVv TPOMo, Ta Tocootd AavOacpévng amodoxnc (false acceptance) kot
AavBaopuévng anodppung (false rejection) meplopifovtal oto eAdyLoTo.

[228] Magkos, E., Chrissikopoulos, V., Alexandris, N., and Poulos, M.: “Secure Key Recovery
for Archived and Communicated Data in the Corporate Intranet”. In: 7th WSEAS
International Conference on Circuits, Systems, Communications and Computers. July 7-
10, Corfu, Greece, pp. 191-195, 2003.

ITnv gpyacio BewpouvTal T CUCTAATA OAVAKTNONG KAELSLOU OTO €TALPLKO EPLBAAAoV,
6nhadn ocuvotiuata ota omoiot Slvetal n SuvatdtnTo AVAKTNONG NAEKTPOVIKWY
gYYpAdwWY KOl ETALPIKWY OSeSOUEVWV Ot TEPIMTWON AMWAELAC TWV KPUTTOYPAdIKWY
KAelWSlwv Tou xpnotudomolBnkav katd thv achadr amobrikeuon r Slakivnon Toud.
YulntoUvtol eMOECELS amd KAKOBOUAOUC XPrOTEG EVAVTLO OE QUTA TA CUCTAHATO, KO
meplypadeTal €va cUOTNUO YL TNV TTIPOOTACLO TWV apXELOBeTNUEVWY SES0UEVWV KABWG
Kol Twv 8edopévwy Tou SlaklvolvTal OTo €Talplkd evdodiktuo. To poviédo Tou
TPOTElveTaL €ival «S8ikalo» UTO TNV £vvola OTL POOTATEVETAL N LOLWTIKOTNTA TWV
uToAANA WY, oAAQ TTapAAANAQ ETILTUYXAVETOL N £YKALPN OVAKTNON TwV dedopévwy otav
Ta KAELSLA TTOU Xpnotpomoldnkay yLa tnv kpunrtoypddnaon toug dev eivat Stabéoiua
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[229] M. Poulos, N. Alexandris, V.S. Belessiotis, E. Magkos. "Comparison between
Computational Geometry and Coherence Methods applied to the EEG for Medical
Diagnostic Purposes". In: Proceedings of the 7th International Multicoference on
Circuits, Systems, Communications and Computers, Corfu Island Greece, July 7-10, pp.
247-252, 2003.

The examination of differences in intra-hemispheric coherence and a novel method
based on computational geometric algorithms between the left and right hemispheres
of the same EEG. The Coherence and Computational geometry methods are computed
from the same EEG segment and especially in the alpha and beta activities. The Results
of the application of Coherence and Computational geometry methods showed that
beta activity differed dramatically in the occipital intra-hemisphere. In conclusion,
Computational Geometry method showed that it can give an accurate solution for EEG
medical diagnostic purposes, especially in those patient cases which present severe
asymmetric brain damage.

[230] Magkos, E., Chrissikopoulos, V., Alexandris, N.: “A Common Security Model for
Conducting e-Auctions and e-Elections”. In: 6th WSEAS International Conference on
Communications. In N. Mastorakis, V. Mladenov: Recent Advances in Computers,
Computing and Communications, WSEAS, pp. 463-467, 2002.

Jtnv epyacia meplypddetal £va LOVTEAO NAEKTPOVIKWY GUVAAAOYwWV 0TO omolo a) Kabe
XpNotng emiéyel pla mpoodopd amod éva cUvoho Tpoodopwy, B) o Xpnotng
xpnowuorolel to Aladiktuo ylwa vo UTOBAAAEL tnv Tpoodopd Ttou otnv Apxn TOu
ouotnuartog, y) n Apxn afloloyel tTnv mpoodopd wg EMITUXA 1 QVETLTUXN, BAon evog
OUVOAOU Kavovwy, Kal §) Ta amoTEAECUATA AVOKOLVWYOVTAL OTOUG XPHOTEC UECW TOU
Awodiktuou. To TOPAMAVW HOVIEAO OUOCTNHATWY NAEKTPOVIKWY  CUVOAAQYWV
nephapBavel pla molkihio epoapuoywv ot Sladopetikd meptBariovra. Etol, yla
mapadelypa, £va nNAEKTPOVIKO cUotnuo cuvoAAaywv mou PBaciletal oto avwtépw
MOVTEAO pmopel va eivat: A) éva cuotnua nAektpovikng Ppndodopiag r B) éva cuotnua
NAEKTPOVIKAG dnpompaciag. ZTnv epyacia neplypddovial oL OpoldTNTEG LETOEL Twv SVO
CUOTNUATWY amd TN oKOTLA TNC aodAAELOC KL OTN CUVEXELQ TIPOTELVETAL £Val LOVTEAO
aoddalelag o onolo pnopel va epapUooTeL Kat oTLG SU0 TTEPUTTWOELG.

[231] Magkos, E., Chrissikopoulos, V., Alexandris, N.: “Software-based Receipt-Freeness in
On-line Elections”. In: IFIP TC11 WG11.4 1st Annual Working Conference on Network
Security, November 26-27, 2001, Leuven, Belgium. In Advances in Network And
Distributed Systems Security, Kluwer Academic Publishers, pp. 33-43, 2001.

JTnv epyacia kotadslkvuovtal Ta TPOPARUOTA TOU Topouclalovial Kotd Tnv
vlormoinon mpoodaTwy KPUTTOYpAPKWY TPWTOKOAAWY nAektpovikng Yndodopiag. Ta
TIPWTOKOAAQ OLUTA ETILTUYXAVOUV TIPOOTACLA OTTO KATAVAYKOOUO KABWG Kol OLKOUUEVLKNA
enaAnBevolpdtnta, emikalovpeva tnv Umapén «duUCLKA» TIPOOTATEUMEVWY KAVOALWY
(physically untappable channels) ané tv Apxn mpog tov Yndodopo rfi/kat avtiotpoda.
To kavaAla autd elvol ¢uolkd kKavaAiia povAg/SutAng katevBuvong, ta omola
xpnotpomotouv n Apxn kot o Pndodopog yla vo avtaAAGEouv pnvipato pe arnolutn
MUoTIKOTNTA. QOTO00 Ol PUOLKEG QUTEG UTIOBECELG €lval N TIPOKTLKEG, €LOLKA yLa
eKAOYEG peyaAng kAlpokag mou Sievepyolvtal péow Aladiktiou. Mpog autAv TNy
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KatevBuvon mpoteivetal €va MPwTOKoAAo nAektpovikng Yndodopioag péow Internet
Xwpl¢ va amartteital n «puolkn» achAAel0 TOU KavoAloU rikowwviag UETaty Tou
bnooddpou kat NG Apxng. [Mpokewwévou va emutevxBel n npootacia amod
KOTAVOYKAOMO TIPOTELVETAL N xprion twv Mpidwv Zuykekpuévou Xpovou Emiluong
(Time-Lock Puzzles) katd tnv kpumtoypadnon twv Yrnowv wote va kabiotavral
e€alpeTikd SUOKOAEC oL eTIOETELG LalIKOU KoTtavayKaouoU Twv Pndodopwv.

[232] Magkos, E., Kotzanikolaou, P., Chrissikopoulos, V.: “An Asymmetric Traceability
Scheme for Copyright Protection without Trust Assumptions”. In: 2nd International
Conference on Electronic Commerce and Web technologies EC-WEB 2001, Munich,
Germany, September 4-6, LNCS Vol. 2115, Springer-Verlag, pp. 186-195, 2001.

TNV epyooia meplypadovtal Kol TTPOTEIVOVTOL TPOTIOL AVILETWTILONG TNG TIAPAVOUNG
avadlavoung nAektpovikng mAnpodopiag anod efouolodotnuévoud Xpnoteg («mpodoteg»
- traitors). lvetal Bswpnon, pe kpLtipla achAAELOG KoL TIPOKTIKOTNTOC, TWV OXNHATWY
aviyveuong «mpodotwv» (traitor tracing) mou €xouv npotabei otn Siebvr BLRAloypadia
yla TNV TPOOTOOIO TWV TIVEUUATIKWY OKAUWUATWY ot £PapUOYEG avapeTtadoong
KPUTTTOYPOPNUEVOU UAIKOU. 3T OUVEXELX TIPOTEIVETAL €vO QCUMHETPO  OXHMUO
aviyveuong «mpodotwv» Xwpic Tpitn £umiotn ovrotnta, OMou O T Tou UAKoU &g
YVWPILEL €K TWV TIPOTEPWV TO ATMOTUTIWHA TIOU TIEPLEXEL O OMOKWOLKOTOLNTAG €VOC
gfouolobotnuévou Xpnotn, oAAG UImopEel val avixveVOEL TNV TAUTOTNTA EVOC «TIPoSOTN»
Tou SLaBETEL TO AMOTUTIWHO TOU OTNV KATAOKEUT EVOC TMELPOTIKOU amoKwSLIKomoLnTy.
2TO OXN O ETIONG EVOWUOTWVOVTOL ETLITAEOV EAEYXOL 0PBOTNTOC WOTE O TIOPOXEAS VAL LN
umopetl va cuumneplpepBel KakOBoUAA Kal va €VOXOTIOLHOEL ASLKA €vav XPrHoTtn Tou
CUOTHUOTOC..

[233] Magkos, E., Burmester, M., and Chrissikopoulos V.: “Receipt-Freeness in Large-scale
Elections without Untappable Channels”. In: 1st IFIP Conference on E-
Commerce/Business/Government, Kluwer Academic Publishers, pp. 683-693, 2001.

Itnv epyacio avolvovialL oL Lolaitepeg TAPAUETPOL TOU TPOPAAUATOC TOU
KOTAVOYKAOUOU oTa cuoThpata NAEKTpoVIKAG Yndodopliag, kabopilovtal oL eAAXLOTEC
omaltnoel achAAELOG TIOU TPETEL VA TNPOUVTAL KAl TIPOTEIVETAL £VOl TIPWTOKOAAO TO
omolo emtuyxavel Mpootacia amd Katavaykaopo pe tn xpnon uiag E¢umvng Kaptag
(smart card) mou ocuvelodEpel kATOLA TUXALOTNTA OTNV KpuTttoypddnon tng Yrdou, Ue
TPOTOo Mou Sev adrvel meplBwpla KaKOBOUAWY EVEPYELWY OTOV XPHOTN I oTnV Kdpta. H
TMPOCEYYLon Tapouctdlel Wlaitepo evdladépov, KaBWE ival LOAVIK yLa NAEKTPOVIKEG
bnoodopiegc péow Internet, Omou TO KAVAAL EMIKOWWVIOG €glvol €UAAWTO OfF
WTOKOUOTEC.

[234] Burmester, M., Chrissikopoulos, V., Kotzanikolaou, P., and Magkos, E.: “Strong
Forward Security”. In: IFIP-SEC '01 Conference, Kluwer Academic Publishers, pp. 109-
119, 2001.

ITNV €pYaoia aUTr ELCAYETOL N €vvola TNG LOXUPNG XPOVIKNG aodaAelag (strong forward
security) w¢ pa péBodog ylo TNV EAAXLOTOTIOINGN TWV CUVETIELWY TNG E€0UCLOSOTNUEVNG
(r.x. otnV mepimTwon TN VOULUNG avaktnong KAedLol amod Apxeg EmBoAng Nopou) f un
efouolodotnuévng (m.x. umokAomn-umefaipeon KAeWLWY) amokdAuPng evog LOLWTIKOU
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KAeLdLoU, ota mAaiola evog kpumtoypadlkol cuotripatog Snuooiou kKAsLSL0U. IV UPwva
pe TN HéEBodo autn, n omola pmopel va aflomolnBel Kal yla TNV Mpootacia LOLWTIKWY
KAeldlwv PndLakng umoypadng, to {evyoc LOLWTIKOU/SNUOcLou KAELSLOU evOg XproTh
OVOVEWVETAL OVA TAKTA XPOVLKA SlaoTtripata. O HNXOVIoUOG avavewaonG EMEKTEIVEL TNV
napadoolakn €vvola Tng XPoVIKAG aoddlelag kabwg e€aodalilel 6tL n amokdAluyn Tou
LOLWTLKOU KAELSLOU €VOC XPNOTN KATA TN SLAPKELO LG CUYKEKPLUEVNG TTEPLOSOU, be Ba
UTIOVOLLEUOEL TNV LOLWTIKOTNTA TOU XPNOTn KATA TIG Tteplddoug Tou mponyndnkav
(xpovikn aoddAela) aAAA KoL KATA TLG TEPLOSOUG TIOU £movTal TNG amokaAludng (toxupn
XpOVIKN aoddlela). O HUNXOVIOUOG avavéwong Tou TipoTeivetal Sev amaltel pUGCLKEG
(out-of-band) peBddoug aubevtikomoinong, oAAG eMITUYXAVETOL AUBEVTIKOTOLWVTAS TO
OVOAVEWMEVO LOLWTLKO KAELSL e TO TponyoUpevo BLWTIKO KAeLSL, Kot urtofailoviag To
avtiotolyo dnpocto kAeldi og pia Apxn Miotomnoinong (Certification Authority — CA).

[235] E. Magkos, M. Burmester, V. Chrissikopoulos. “An Equitably Fair On-line Auction

Scheme”. In 1st International Conference on Electronic Commerce and Web
technologies - EC-WEB 2000, LNCS Vol. 1875, Springer-Verlag, pp. 72-84, 2000.

Jtnv gpyacia katadeikviovtal ta {ntuata achdaAelag mou TibBevral katd tn oxedlaon
KOL UAOTtOINONn OCUCTNUATWY NAEKTPOVIKWY Snuompaclwy, avadépovial ta Pacikd
KpuTtToypadLKA HovTEAa Tou amavtwvtal otn Stebvr) BiBAoypadia kot meplypddetal
£€va «Sikalo» MPWTOKOANO NAEKTPOVIKAG SNUOTIPACLAG Yo KATAAOYLONO uBUVNG OTOUG
xpnoteg mou umoPdallouv mpoodopd oAAA otn ouvéxelo amodacilouv va TNV
amocupouv. H néBodog mou mpoteivetal eival «dikatn» (equitably fair) yia toug xprjoteg
KOlL TOUCG SNUOTIPATEC. AUTO ONUALVEL TTWG TO CUCTNUA TIPOOTATEVEL TNV AVWVUHLA TwV
XPNOTWV KAl TNV HUCTIKOTNTA TwWV Tpoodopwv Toug, edpatwvovrag mapdaiinia
KataAoylopd eubovng yla kabe éykupn mpoodopd mou uTtoBAAAETAL.

[A1] E. Maykoc. "Kpunttoypadia kat Aopdieta Aktowyv". 2015

YTOXO0L TOU SLdakTikoU Topou ivat:

H katavonon Twv avIUTpOCWIEVUTIKOTEPWY KAAOOIKWY TEXVIKWV KpuTttoypadilog Kot
KpuTTavaAluong, oL omoie¢ Bewpouvtal TPOYovoL TwV HOVIEPVWY CUMUETPLKWY
KpumtoypadLKkwy oAyopibuwy.

H katavonon kal Bepeliwon tng €vvolag tng amolutng achalelag, TOU amoteAel To
péyloto eminedo aoddAelag mou pmopel va xapaktnpilel kdBe kpumrtoypadlko
oAyoplOuo

H katavonon twv pobnuatikwv svwolwv mou Bo amotedécouv ta Bepéhla ywa tnv
Teplypadr TwV KPUTITOYPAPLKWV TEXVIKWY KpUTIToypddnong Kat YndLakng unoypadng,
H katavonon twv apxwv Asttoupyiag, g SoUAC Kot TNC 0oPANELAG TWV HOVTIEPVWV
OUMUETPIKWY aAyopiBuwy yla TNV TpooTaciat TG EUMIOTEUTIKOTNTAG KAl TNG
aKkepaloTNTAG/auBeVTIKOTNTAC TWV HNVUMATWY Ttou ovtaAldocovtal os £va Siktuo
ETUKOLVWVIAC Ttapousia mabnTikwy Kol EVEPYNTIKWVY exBpwv

H efowkeiwon pe toug pnxaviopouc dnuooou KAELS1oU (AK) mou xpnotpomnolouvtol yla
TNV TPOOTACIA TNG EWMLOTEUTIKOTNTAG, QAKEPOLOTNTAG KAl ouBevTkdTNTOG Twv
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UNVUUATWY TIOU avTAAAQOCOVTaL HETAEU QTMOMOKPUOMEVWY OVIOTNTWY O N acdaln
Siktua.

e H egmokonnon twv evvolwv Kot {NTNUATwY TIou oxetilovial Pe Ta motonolntika AK, tn
Slaxeiplon toug kaBwg katl TIG umodopég AK yia tnv auBeviikdtnta Twv SnUocLwY
KAELOLWV TWV XpNOTWV O€ £va CUCTNHA ETILKOWVWVLAG.

e H emonuovon Twv aduvaplwyv TwV CUHUPATIKWY TEXVIKWY TAUTONOINONG HE KWwOLKOUG
npooBacng, kabwg kal n SOpOBwon OopLOUEVWY aTd QUTEG TIG OOUVOUIEG HE
Kpumtoypadkd Tpomo. Emiong, N KOTAVONon TwV KPUTOYPADIKWY  TEXVIKWV
TOUTOMOINONG QMOUAKPUCHEVNG OVIOTNTAC Yla ToV €AsyXo AOYIKNC TpocBaong otnv
aoPAAELQ UTTOAOYLOTIKWY CUOTNUATWY Kal SIKTUWV.

e H katavonon twv MAEoV SNUODAWY KPUTITOYPADLKWY TEXVIKWV aUBEVIIKOTOLNUEVNG

ebpaiwong &vog OUpHeTpkOU  KAEWSWOU ouvobou ylad TNV TPOOTACIA  TNG
EUTLOTEUTIKOTNTOC KOL TNG OLUBEVTIKOTNTAG EVOC KOVAALOU ETLKOLVWVIAC.

[B1] E. Magkos, M. Maragoudakis, V. Chrissikopoulos. "Mpootaocia ISlwtikotnTag oe
Katavepnuéva Juotnuata EEopuénc Aebopévwv". JuMoylkdg Topog pe TitAo:
"Mpootacia NG ISwwtikdoTNTag ot Texvoloyiec MAnpodopkng kol EmMKowwviwy:
Texvika kot Nopukd O£pata”. Nanacwtnpiou, 2009.

1o mapov kedpdalalo yivetal BiLBAoypadikr) €MIOKOTNCN OTO £peuvnTIKO Tedio ToU
adopd otnv mMpootacia NG LOWTIKOTNTOC Ot KOTaveUnuéva cuotnuata e£6puéng
S6ebopévwy. Alvoupe £udaon oe meplBaliovta Omou Ta CUUPBAAAOUEVA UEPN OPEVOG
Sev gumiotebovral o €vag Tov GAAO (TL.Y. avTayWwVIIOUEVEG ETILXELPNOELG, XPNOTEC OTO
Web kAm), adetépou Sev eumiotevovtol (MARpwg) kdmowa Tpitn oviotnta yla Ty
ovaAuon twv 6eSoUéVwy TOUC. XTO PWTO UEPOG Tou KedaAaiou yivetal pla elocaywyn
OTIG YEVIKEC LOEeC Tou OSLEMOUV TNV TpooTacia TG ISLWTKOTNTAG Ot TANRPWG
Kotavepnuéva neptBaliovta e€6puéng Sedopévwy. Ito deltepo HEPOG TOU Kedahaiou
gfetalovral, PEow TNG OXETIKAG PBLPAloypadiog, TEXVIKEC Kol UnXoviopol amd Toug
EPELVNTIKOUG Ywpoug TtNG Kpumrtoypadiag kat AcddAeiag MAnpodoplwv ylo tnv
TPoOoTACiO TNG WBLWTLKOTNTAC 0 cuaTthpata e€0puing Sedopévwy, Sivovrag éudaon oe
HOVTEAQ TOEvOUNoNG Kol gfaywyng Kavovwy CUCXETIONG. XTO TeAeutaio PEPOG ToU
kedalaiou neplypadovtal opLopEVEG EPAPUOYES TWV TEXVIKWY TIOU EEETACTNKAV YLA TNV
g€aywyrn OTATIOTIKAG YVWONC MO KATAVEUNUEVEC PAoel Sebopévwv og ocuoThuaTa
HEYAANG KAlpakag.

[B2] E. Magkos, M. Burmester, V. Chrissikopoulos. "AuBevtikomolnuévn Edpaiwon
KAeldlo". JuMhoywkog Topog pe titho: "XUyxpovn Kpumrtoypadia: Oswplo Kol
Edapuoyég". M. Burmester, Z. Tkpit¢aAng, 2. Katowkag, B. XpuoikémouAog (Eds).
Ekb0ooeLg Manaocwtnplou, 2009.

Y10 Keddlalo mapouctdlovtal Kat avoAUovTol oL Katnyopieg MpwTokOAwY edpaiwong
KAELOLlOU, LOTOPLKWY Kol oUyXpovwy, Kabwe kal oL epappoyEC Toug otnv achaiela
SIKTUWV. JUYKEKPLUEVA, LEAETWVTOL OL ATMALTHOEL 0PAAELAG KOL TIPAKTIKOTNTAG OTOUG
oAyoplOpoug ebpaiwong, mapouactalovrol Kot avalvovtal, amd TN OKOTULA TNG
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aodalelag, mMPwTOKoAAa Stavoung, Hetadopds kal cupdwviag KAEWSLOU, HE xpnon
CUMUETPLKWYV TEXVIKWV N/KaL TEXVIKWV Snudactou KAeldlou.

[B3] C. Lambrinoudakis, E. Magkos, V. Chrissikopoulos. "Electronic Voting Systems".
(Chapter) In: J. Lopez, S. Furnell, A. Patel, S. Katsikas, (Ed.), "Securing Information and
Communication Systems: Principles, Technologies and Applications". Artech House
Publishers, Computer Security Series, pp. 307-323, 2008.

TNV €pyaocio auth avaAUovTol oL AEITOUPYIKEC KOL [N AELTOUPYLKEG QTIALTAOELS VLo TN
Slevépyela evOC NAEKTPOVIKOU GUOTAUATOCG eKAoywv, Aapdavovtog urmtdodn T KOWOTLKA
vopoBeaia, TIC opyaVWTIKEG SOUEG UTIAPKTWYV (HUCIKWV) EKAOYLKWV CUOTNUATWY, KOBwg
ETLONG KOL TOUC TIEPLOPLOROUC TIou emLBAAAovTaL amnod Tnv TpExouca texvoloyia. Emiong,
TIAPEXETOL LA ETILOKOTINON LOTOPLKWY KAl CUYXPOVWY KPUTITOYPAdIKWY HOVIEAWVY yLa TN
Slevépyela aodaAwV aIMOUOKPUOUEVWY NAEKTPOVIKWY EKAOYwWV HEOW Internet.

[B4] N. Alexandris, V. Chrissikopoulos and E. Magkos. “The role of Cryptography in Large-
Scale Internet Elections”. Volume of essays in honour of Professor Antonios C.
Panayotopoulos pp. 93-110, 2006.

H epyaocia authi mapouaotalel pa emoKOmnon tng akadnuaikng BLBAloypadiag oxXeTIKAG
LE TNV edOpUOYN KPUTITOYPADLKWV TEXVIKWY KATA TN SLEVEPYELX NAEKTPOVLKWV EKAOYWV
pEow Internet. Emiong, KatadelkvUEL TA OVOLKTA TIPOPBANUATA KAl TG TIPOKANOELC TIOU N
£peuva KoAs(tal va eETAUCEL TO EMOUEVA XPOVLAL.

[B5] M. Burmester, E. Magkos. “Towards Secure and Practical e-Elections in the New Era”.
In: Advances in Information Security - Secure Electronic Voting, Kluwer Academic
Publishers pp. 63-76, 2003.

Ytnv epyooia efetdlovtal ot Stadopol TUTOL CUCTNUATWY NAEKTPOVIKNG Yndodopiag
and TN okomld tng aoddalelag, avadEpovral Ta Kpumtoypadlkd LoviéAa uAomoinong
nAektpovikng Yndodopiag mou £€xouv mpotabel otn Sebvr PBiBAloypadia  kat
oculntouvtal TPOTOL AVTLLETWILONG TwV TPOPBANUATWY oodAAElag oTa CcuOTAHUATO
nAektpovikng Yndodopiag péow tou Aladiktuou. Eniong meplypadovtat ol pébodol yla
v enitevén npootaociag and katavaykaopd o€ NAekTPoVIKEG Pndodopleg e Tn Xprion
E€urmvwv Koptwv Tou oUVELCHEPOUV KATOLX TUXALOTNTA OTNV Kpumrtoypddnon tng
Pnoou, katd Tpomo mou dev adrvel meplBwpla KOKOBOUAWY EVEPYELWV CTOV XPROTN N
oTnV KAPTA.




