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Abstract

The following teaching and learning implementation plan aimed at the development of active
citizenship of 5™ graders of an urban primary school with a view to engaging them with the
issue of cyberbullying and hate speech prevention. At the same time effort was made for the
development of their 21st century skills with emphasis on the use of Web 2.0 tools. To carry
out this practice the strategy Project Based Learning was used as main instructional method,
while special emphasis was placed both in the implementation of team teaching and of peer to
peer counseling. The final outcome of this practice was the creation of original digital content
by the students. They created an online radio show and they wrote their own song on cyber-
bullying and hate speech prevention which was then visualized by a stop motion video anima-
tion of mixed techniques.
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1. Introduction

Internet use by young people is particularly high while the average age of users is
constantly decreasing (ELSTAT, 2015) resulting in more and more primary school
children using it either as an information resource or as an entertainment medium.
Although these young users, who are the “natives” (Prensky, 2001) of the Internet,
are technologically skillful, they are very vulnerable to cyber threats since they are
exposed daily to digital content that may be illegal or inappropriate for their age.
Considering that their critical thinking and their social skills are at a developing stage,
they cannot easily recognize the hidden agenda or harmful purposes that adult Inter-
net users may have towards them. As a result, it is easy for adults to manipulate the
young ones, influence their personality and push them to risky or dangerous actions.
(\Vafopoulos, 2012)

Education must act preventively, help students with hands-on, student-centered activi-
ties to understand the dangers of the Internet (Internet piracy, identity theft, phishing,
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spoofing, pharming, spam messages, spyware). Young users are easily lured by their
"online" friends, they are more vulnerable to sexual harassment, to the indirect use of
violence, to cyberbullying and/or hate speech and to internet addiction (Vafopoulos,
2012). Surveys in adolescents and students of the final classes of primary school indi-
cate the link between the risky and the increased use of the Internet with cyberbully-
ing behavior (Touloupis & Athanasiades, 2014)

Cyberbullying is associated with traditional bullying that occurs inside or outside
school, as they share some common features: they are both aggressive, intentional and
repeated actions, which are incited by a bully, target a victim (the bullied person) who
is vulnerable and cannot easily defend themselves. This ill-structured relationship
may be supported by the participation of bully supporters who advocate the bully’s
behavior and by silent observers who although do not agree with this action they do
nothing in the bullied person’s defense. (Tsorbatzoudis & Angelakopoulos, 2012.
Aonpoxkorovrog k.a. 2010). According to Willard, cyberbullying can take several
forms of gradual annoyance, such as online “fights” harassment, cyberstalking, deni-
gration, impersonation, outing, trickery and exclusion (Willard, 2005).

Related to cyberbullying is hate speech. “Hate speech, as defined by the Committee
of Ministers of the Council of Europe, covers all forms of expression which spread,
incite, promote or justify racial hatred, xenophobia, antisemitism or other forms of
hatred based on intolerance, including: intolerance expressed by aggressive national-
ism and ethnocentrism, discrimination and hostility against minorities, and migrants
and people of immigrant origin [...] other forms of discrimination and prejudice, such
as antigypsyism, christianphobia, islamophobia, misogyny, sexism and discrimination
on the grounds of sexual orientation and gender identity fall clearly within the scope
of hate speech.”(Keen & Georgesku, 2014)

All the above are directly connected to the need of students’ active citizenship devel-
opment, one of the key 21st century skills. 1t’s a concept difficult to be defined due to
complex notions that implies such as the development of critical thinking, and of
democratic citizenship behavior which includes a stance of diversity acceptance and
that of social solidarity (EU, 2012). One of the most recent frameworks of 21st centu-
ry skills is that of the European Commission (Vuorikari et al., 2016), which covers
five competence areas (information and data literacy, communication and collabora-
tion, digital content creation, safety and problem solving). It also contains a list of
skills that citizens should develop in each competence area.
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According to this framework, the issue of cyberbullying and hate speech is in direct
relation to the competence areas of communication - collaboration and safety. In the
first, the need to cultivate Netiquette is explicitly mentioned, the know-how of digital
technologies, while one uses and interacts with them and the need to be aware of cul-
tural and generational diversity in digital environments. Regarding the safety compe-
tence area one of the skills citizens need to develop is the protection of personal data
and privacy as well as the protection of health and well-being so as to be able to pro-
tect themselves from potential online risks.

2. Creating a safer and better internet

2.1 The implementation of teaching practice

The teaching and learning implementation plan presented here was implemented by
the two classes of 5" grade students at the 6th Primary School of Nikaia in the school
year 2015-16 aiming at developing their active citizenship (Muorikari et al., 2016).
Students with the support and encouragement of their teachers dealt with issues of
safer Internet navigation, and cyberbullying and hate speech prevention, with the
scaffold of Web 2.0 tools. The specific objectives of this action were set in accord-
ance with the revised taxonomy of Bloom, namely Bloom's Digital Taxonomy
(Churches, 2009). For example, by the end of the action students should be able:

o torecognize potential dangers while using the Internet

o to consider the consequences caused to the recipient of cyberbullying and
hate speech,

¢ to collaborate by taking the role of peer counselor,

e to create original open content digital material appropriate for educational
sites and for their peers to use

Project's duration was five months and was implemented during the hours of flexible
zone which is two hours per week (according to the timetable of 5th grade for the
school year 2015-2016). The opportunity to initiate this practice was given by the call
of Saferinternet.gr, the Greek Safer Internet Centre to all Greek schools to participate
in the celebration of Safer Internet day as ambassadors and multipliers of the day
(http://www.saferinternet.gr, 2016).

For this teaching practice we followed the project based learning (hereinafter PBL)
approach, as it refocuses on students’ learning process and not on the curriculum, in
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other words it is student-centered and it uses exploratory learning to construct
knowledge. It is a very interesting approach which highly motivates students who
actively deal with a real world problem or question of their interest. It usually starts
with a central research question around which students design the steps and activities
of their project. The collaboration among students in order to achieve the final goal is
of great importance, while the role of the teacher in all PBL steps is that of the sup-
porter and facilitator. Furthermore, students have the opportunity to conduct original
research that matches with the research question supported by ICT. PBL is complete
when tangible products or presentations targeted at specific audiences have been cre-
ated. The whole process, the outcome and the work habits are evaluated by non-
traditional and / or qualitative methods (Stix & Hrber, 2006; Krajcik &, Blumenfeld,
2006; Bell, 2010; Markham, 2011)

In our case, effort was made to implement all the above steps and features of PBL,
adapted to our school setting. Students of both 5™ grade classes were beginners both
in collaborative team work and in working with ICT. Their teachers on the other hand
have knowledge and experience in ICT for educational purpose. So from the begin-
ning of the school year they used web 2.0 tools, hands-on activities in a collaborative
setting and let space and time for their students to actively learn. Consistently there
was increased guidance throughout the implementation of teaching practice (mainly
modeling activities required to implement PBL approach) with no further intervention
in their creativity. The research question that concerned students was derived from
their new experience with the use of ICT and Internet as a learning resource. Students
had to investigate whether there were dangers in the web, to inform or warn their
peers, to show them how they could avoid them and especially how they should navi-
gate safely.

Once the research question was formulated, prior knowledge and especially students’
ideas about what is safe on internet was tested by the use of a relevant questionnaire.
Most of them had little experience with it and they used it mostly as a means of com-
munication (especially via Viber application and 2 via Facebook) or entertainment
(playing online games and using YouTube). Nevertheless, they were adequately in-
formed about what to avoid. To systematize and extend this theoretical knowledge the
two teachers chose to engage them with a playful application called "The internet is-
land" of saferinternet.gr platform
(http://www.saferinternet.gr/index.php?parentobjld=Page4) taking into account that
students’ involvement with fun activities is an effective way of importing new
knowledge (play as learning) using Internet (Richards, 2001). This application in
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combination with the extra digital content sent to our school due to our participation
in the action "Ambassadors of Safe Internet Day" was the starting material of the
whole project.

The first activity of the process gave students a great opportunity in developing their
information and data literacy skills. Students were divided into groups with the task to
study and manage the digital content in their own pace in order to find and evaluate
the information that was appropriate to answer the research question (Vuorikari et al.,
2016). Moreover, a great deal of objectives were achieved like the objective of com-
munication and collaboration among students, with the sub-objectives of collabora-
tion using ICT and sharing digital content with their peers for fostering active citizen-
ship in their school community.

Then each group chose a cyber threat (different for each one), wrote and recorded a
radio message for their peer listeners. To create this audio message students used the
free audio editor software Audacity developing at the same time the skill of creating
digital content to express thoughts, opinions and feelings. All messages were used to
compose a coherent half an hour online radio show. The recorded speech was then
enriched with appropriate soundtrack and was uploaded to the “European School Ra-
dio, the first student radio” platform as their third monthly show. (Students of E1
were conducting a Cultural Project throughout the school year. Their task was to cre-
ate and upload to the above platform a half an hour radio show concerning their activ-
ities and interests. All radio shows created by students can be found
here http://europeanschoolradio.eu/podcast/index/1/564a0e06f17801-25620932)

Afterward, students studied and discussed in groups the additional digital content that
was sent to our school in order to compose two poems about cyberbullying and hate
speech. After having reached their own definition of these two phenomena, students
discussed it with the whole class and came to a more complex definition which in-
cluded the forms which can be presented in the virtual and real world. Then, a crea-
tive writing workshop took place. Each group had to study traditional and modern
poems to unravel the morphological features of poetry. Later they were given the
standards to be followed in order their poems to be eligible to poetry collection of
Saferinternet.gr action (each poem should have 8 verses, and up to 5 words per verse).
In the final step, students had to apply the content knowledge they gained through the
previous activities and be inspired to write the poems. The poems they wrote have the
titles “Fear not” and “The electronic friends”. Both poems were positively evaluated
by the action organizers who included them in their online poetry collection about
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cyberbullying prevention, published in their website
(http://www.saferinternet.gr/index.php?parentobjld=Pagel5, 2016).

To this point students of both 5" grade classes were working separately, apart from
the time that they sang the two poems as one. But after the poetry writing workshop,
the two teachers decided to co-teach both sessions to create the final product, namely
the recording of the song and its visualization by creating a video stop motion anima-
tion.

Interdisciplinary team teaching makes a model for collaboration and cooperative
learning for both students and teachers. Teachers who co-teach have the opportunity
to step aside the main stage and take in turns the role of “exemplary” student asking
clarifying questions and offering additional viewpoints of the discussed subject, or
take the role of presenter. Teachers are also given the chance to observe their col-
league in action and see the way they deal with class management issues and the
teaching approaches they apply. This way team teaching serves as a professional de-
velopment session in practice especially when the presenter is modeling processes
which the other is not experienced in (Leavitt, 2006; Little & Hoel, 2011). Further-
more, by joining the two 5" grade classes we aimed to implement the peer to peer
counseling among students as the first class (E1) would raise awareness of cyberbul-
lying and hate speech prevention among students of the second class (E2) by teaching
them the song they wrote. Meanwhile students of the second class would assume lead
roles within the groups to create the stop motion video animation, a technique in
which they were more familiar. At the same time everyone had the chance to express
themselves creatively utilizing Web 2.0 tools to produce original digital content.

Stop motion animation is a laborious and time consuming procedure but it demands
creativity, flexibility and commitment. Students have to choose objects with no ability
to move by themselves. They arrange them in any way they want and then they slight-
ly move them. Every slight movement is photographed. Then with an appropriate dig-
ital tool like Movie maker they arrange the photograph shots they’ve taken and set the
time of every shot so fast as in the final outcome the objects seem as if they move by
themselves (http://www.kinoumeno.gr/).

Initially, students of both 5™ grade classes were mixed and divided into small groups
of 4 or 5. There was the restriction that in each group two students of E2 class should
participate as they had already created a stop motion video for a previous project and
had more experience and practical knowledge of the task in hand. After the group
formation, teachers presented examples of stop motion animation video clips and the
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various techniques that can be used in order to enable students to be inspired and to
choose the technique they liked or find appropriate to create their own part of the final
video. Then, the groups were asked to choose a verse of the song that wished to visu-
alize, to meet with their peers in order to express and record their ideas for both the
way they would like to visualize the content of the song and the technique they would
like to use. The ideas were then announced to the whole class in order each group to
receive relevant feedback from their peers, before proceeding to the implementation
of their group decisions. The final video was presented to pupils from other classes of
the school, to the rest of the teachers and to students' parents. In all cases the video
was accompanied by positive reviews and many children were humming the song.

3. Evaluation - Results

As the described practice was an experimental PBL implementation within the flexi-
ble zone, non-traditional evaluation methods were used and mainly focused on stu-
dents’ observation. Thus, the accent was students to obtain the 21st century skills de-
scribed above and to create the final product (song and video). Through students’ ob-
servation there was constant feedback about the skills acquired individually or collec-
tively, about the support teachers should offer them and about the next steps of the
project. The students’ enthusiasm as well as their active involvement was the cause of
the continuation and expansion of the project. In addition, time was dedicated to both
students' self-evaluation for all phases of PBL and the final outcome, as well as com-
ments from parents which were taken into account.

Moreover, at the end of the teaching practice students were asked to fill in again the
guestionnaire they had been given at the beginning of the project so that teachers
could evaluate whether they had reconstructed (or not) their initial ideas about inter-
net safety. In the questionnaire there were questions to which students had to answer
about how they would react to risk events in the real world (i.e. whether they would
leave their house door wide open, put their photos in public places, tell anyone their
address, talk cordially and confidently to strangers or allow them to take a look on
their personal belongings) and respectively what they would do in cases involving
their exposure to the internet (i.e. accept strangers as "friends" on social media, post
personal photos which their parents are unaware of, allow strangers to view or edit
them or disclose their personal data)
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Image 1. Students’ before and after answers on the question: Do you take more care
in real world than that of internet?

Generally, it was observed that students’ majority influenced and informed by the
action, reevaluated their initial responses, while a small percentage of them main-
tained their initial views. For example, there were no differences in the initial nega-
tive responses of students to questions concerning the real world. However, there
were obvious differences in questions related to social media and more specifically in
questions related to their profile. Finally, significant differentiation rates were ob-
served in the question "Are you more mindful in the real or in the Internet world,"
where initial positive responses decreased significantly. (Image 1)

The alteration in students' attitudes was reflected in the lyrics of the song composed
by them entitled "You are not to be afraid of the Internet" the content of which is di-
rectly related to cyberbullying and hate speech as well as the ways of confronting rel-
evant cases.

As far as the stop motion video animation creation is concerned, it spurred students of
both 5" grade sessions to communicate, collaborate and produce digital open content
material, utilizing problem solving approaches as there were several times when the
group members had to solve technical issues. Students seemed to have fun throughout
the PBL implementation. We feel that collaboration habits and the relationship estab-
lished between group members as well as the fact that students took initiative and de-
veloped their skills is very important. Students participated equally through the whole
process gaining recognition from their peers for their talents and their contribution to
the final outcome, which boosted their confidence, self-awareness and self-esteem. In
their comments they mentioned that it was a difficult process, which resulted in a nice
and well viewed outcome and that they particularly enjoyed collaborating with their
peers.
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Parents commented the implementation only positively highlighting particularly two
elements: a) it was the first time that their children had been involved in such matters
using ICT and b) the children were excited about being involved with the project,
they were occupied with it at home and they showed great interest and joy for school
generally.

4. Discussion

The application of PBL approach although new to students who took part can be said
to have met the objectives set both in cognitive and social levels. Students were asked
to do original research based on the research question using ICT, to evaluate and use
the content they found in order to solve the problem in hand cultivating at the same
time their critical thinking and developing their reasoning on contemporary and im-
portant issues (e.g. the protection of personal data, the management of crises such as
cyberbullying and awareness of netiquette) concepts they had little or no knowledge
of.

At the same time, everyone was benefitted by both students' and teachers' collabora-
tion. For example, co-teaching process worked as a model for students' collaboration,
who implemented peer to peer counseling to reduce the knowledge gap that existed
between them concerning the use of ICT to produce the final outcome. Finally, it is
necessary to point out that through this teaching practice students developed their
skills of active citizenship especially that of social sensitivity by recognizing the im-
portance of diversity and the need to protect it.
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Iepidnyn

H axéiovdn ekmodevtiky) mpoktikn eiye @G oKomd TV avAmTLEN TG EVEPYOVS TOMTOTNTOG
Tov podntov (citizenship) pe anmdtepo 61OX0 TV EVAGYOANON TV nabnTdVv pe T0 BEpa TOL
dradtkTuaKol eKEOPIoHOD Kat TG pPNTOPIKNG Hicovg péca amd v avémTuén tov delot)tev
Tov 210V dvo pe Epeaoct otn xpnon tov epyaieiov Web 2.0. Zmv npoypatonoinon g ev
AOY® TPOKTIKNG akoAovOnOnke 1 pabnon péow oyediov epyaciog (Project based learning-
PBL), evd 0600nke 1dtaitepn €upocn TOGO0 OTNV €QAPHOYN NG cuvddackaAiog (team
teaching) 660 kot 6t cvpPfovAgvtikn opotipwy (peer to peer). Q¢ TEAKO TPOIOV TG OANG
dpacTPLOTNTOG VINPEE M TOPAYDYT TPMOTOTLTTOL YNPLakoD VAKoV. Ot pabntég dnpiovpyn-
ooV o SLOIKTUOKY PASIOPMOVIKY EKTOUTT, GUVEDECHV TO S1KO TOLG TPAyoudt Yo TO Sladt-
KTUOKO EKQOPIOHO KOt TN pNTOPIKN HGOLE TO 0ol Kot ontikomoinoay e ) dnpovpyla Pi-
vteo epapurolovtag HKTEG TEXVIKEG stop motion animation.

AéEeg khewnd: padnon péom oyediov epyociog, cuvddackaiia, cupufovievtiKy opotipmy,
dekotnteg 21ov adva, web 2.0, stop motion, ac@arég dradiktvo, kKuBepvoekpofiopds, pnrto-
pKn picovg
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