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Hepiinyn
Y10 mapdv GpBpo TEpLypAPeTOL 1| TOAMTIKY AGPAAELNG TOL TPEMEL VO, akoAovONnbel amd kabe
ekTaudevTIKd dpupa mov euho&evel o Olokinpopévo Tootuo Awayeipiong Hiektpovikav
Mabnpdtov «Open eClassy. Emmiéov, oto Gpbpo avtd, avapépovtar ot TOmol embécewv o-
OQUAEING 6TOVG 0T010VG TO TANPoPoplakd cvotnua «Open eClassy givar gvmadn ko Tportei-
VOVTOL TPOTOL OVTILETATIONG TOV EMOECEDV OVTAOV.

AgEgig kKhawdra: moltikn aopdletog, Open eClass, embéoelg ao@alelog, ovIipeETOTION ETOE-
CEMV.

1. Ewcaywyn

To Zvomuota Awayeipiong Mdadnong (ZAM) 1 aAM®G 01 TAATPOPES NAEKTPOVIKNG
puéonong eivar n Pacikn TEQVOAOYIKT VITOSOUTY AOYICUIKOD V1o To TEPPALovTa nAe-
KTPOVIKNG PaBnong Kot €&’ amootdoemg exmaidevong Kot dgv €va, amofetiplo ynoa-
KOO VAIKOV, TL.X. Y10 TIG SLOPAVEIEC TOV SOAEEE®V KOl Y10 TIC TEPLYPAPES TOV EPYO-
ol1dV.

H anoteheopatikdétmrd tov XAM eéaptdtor and tov 4ptio pobnolokd oyedlooud
(learning design), cOpewva e Tov 0molo 0 ekmandevopevog o€ Ba eivor mabnTikdg
KATOVOAMTNAG VAIKOV oAAG Ba eivar evepydg cuppétoyog otn padnotokn stadikaciol
(Petding, 2011).

Ta ZAM ypnoipomotovvial o€ Ohec Ti¢ Pabuidec exnaidevong (mpotoPfdduta, devte-
pofadua kot Tpltofaduia) Kol KATdpTIoNG, ENXEWON TPOCPEPOVY OPKETH TAEOVEKTN-
HOTO O EKTAUOEVOUEVOVG, EKTAOEVLTEG KOl GTOVG EKTALOEVTIKOVS OPYOVICUOVG, OTMG
dwyeipton OA®V TOV HOONCLOKAOV OVOYKQOV, GPoN YOPIKOV Kol YPOVIKOV TEPLOPL-
OUOV.
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Yrdpyovv moAld cuotipaTa dloyeiptong Labnong, t06o EUTopiKd OGO Kol OVOIKTOD
kddwka. To «Moodle» givar 1o kupiapyo ZAM kai axorovdel to «Blackboard». AlAa
evpéwg yvootd XAM egivar 1o «Claroline», «SumTotal», «Saba», «Desire2Learn
(D2L)», «Sakai».

2. «Open eClass» - Xvotnua Aweycipions Hiekrpovikawv Maolny-
uHartwyv

H mhateoppa niektpovikng padnong «Open eClassy, givar 1 eAAnvomompévn ékdo-
on tov XAM «Claroline» kot amotelel TNV TPOTOOT TOV OKOSUAIKOD OLaOTKTOOV
GUnet, ywo v vmoompién g Yanpeoiog Acvyypoving Tniekrmoaidevonc.
Avantoydnke kot vrootnpileTar evepyd amd v opada acOYXPOVNg TNAEKTOIOELONG
tov GUnet kot davépetar EAeVBepa, ¢ AOYIGUKO OVOIKTOD KOOIKO, GCOUQMOVO, LLE TN
yevikn dnuédcta adeto. GNU General Public License.

To Aoyopkd «Open eClass» glvar éva TAPEG Kot OAOKATP®UEVO TPOYPOLLLLO Pobn-
olokob Tepieyouévov. ‘Exel oyedlaotel e TPocavaTtoMGo TV evioyvuon ¢ cuuPa-
TIKNG odaokoAag aglomoidvtag TV 1o 6 LYNAO PabUd aEOUOI®UEVT GTO YDPO
g ekmaidevong TANpoeopikn texvoroyia. EmmAéov, kdoduco €yxel v duvaToTnTA
TEPOLTEP® OVATTUENG KOl TPOGOPHOYNG CVAAOYA LE TIG OMALTHOELS TOV KAOe exmat-
dguTIKoD 10pvUATOC TOV TO PLhoevel, e€artiag Tov OTL €lvar AOYIGUIKO AVOIKTOD K®-
da.

Me dedopévo 1o 6tL 1 opydveon g pabnotlokng d1adikaciog, otkodopeitol Tvm 6To
POLO TOV EKTOIOEVTIKOD KOl OTIC SIUTPOCMMTIKES GYEGELG EKTOLOEVTIKOG-LOON TG, Ho-
Onmc-coppabntig, n xpnom tov Aoyiouikod «Open eClassy vioyDeL TNV EKTALOEVTL-
K1 S10d1KaGi0, TPOGPEPOVTNG GTOVG CUUUETEXOVTEG EVO SUVAUIKO TEPIPAALOYV OAAT-
AETIOPOAONC KOl GUVEYOVG EMKOVOVING EKTALOEVTN — EKTAUOEVOUEVOV, EVED GUYYPO-
VOG EMTPENEL TNV NAEKTPOVIKT] 0PYAV®OGT), amodKeEVOT KOl TOPOVGINGT TOV EKMTOL-
deVTIKOV VAIKOD, aveEApTNTO OO TOVG TEPLOPIGTIKOVS TAPBEYOVTES TOV YHPOL KOl TOV
xPOVOL TNG KAOOGIKNG S100CKAATNS.

Ta Pacwkd otoyeio Tov cuvBEtovy v Asttovpyia Tov «Open eClass » gival ot dia-
KPITIKOL pOLo1 TV ypnotwv (KaBnyntig, EKTUOEVOUEVOC, SLOYELPIOTNG), Ol KATHYOPIES
TV podnudtwv (avolktd podnuate, avolktd oe eyypaen podnuota, kKAeotd podn-
HaTa) Kot T aroryeio. wov ovvlstovy eva udabnuo. (atlévta, Eyypapa, Epyacieg potm-
TOV, TEPLOYN cLINTHGE®V, OUASEC XPNOTOV, KOVPEVTH, GOVOESUOL, PivTeo, avakovm-
GE1G, OOKNGES aVTOAEIOAOYNONG, XDPOS avToAAaYNS apyeimv, meptypoaepn pobnuo-
TOG).
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3. llositiky Acgpaicias oto Ilnpopopiaxo Xictnyua «Open
eClass»

H moMtikn ac@dielng Tov TANPOPOPIOK®Y CUCTNUATOV OTOTEAEL TO PacikKd epya-
A€o yuo TN dlayelpton TG ACPAAELNG QLTOV. XKOTOG TNE TOATIKNG ACPAAELNG Elvan N
OTOPLYN OTOKAALYNG TANPOPOPLOV GE U1 €£0VGLOJOTNUEVOLS YpNoTES (SumiotenTi-
KOTHTA), 1 AMOPLYN U1 €£0VC1000TNUEVTG TPOTTOTTOINOTG UG TTANpoPopiag (areporo-
TA) KOL 1) OTOPLYN TPOCOPWVNAG 1 HLOVIUNG dpvnong 61dbeong tng mAnpopopiag o€
g€ovolodotnuévoug yproteg (drabeciuotna).

H nolrtikr| aopdieiag datummveton o€ €vo £yypago, To omoio Ba mpémel va yvopi-
Covuv ka1 va epapuoovy LTOYPEMTIKA OAC T LEAT) TOV OPYOAVIGHOD.

O opyoaviopdc pe Tnv Pondeta TG TOMTIKNG AGPAAELNG KAAEITOL VO ETLTOYEL:

e Tlapoyn mOOTIKOV VINPESLOV TOV TANPOPOPLOKOD GUCTHLOTOS KOl G Qd-
ALOT TNG EMYEPNOLOKNG TOL KavITNTAC, 6T0 Pabud mov vt eEaptdrol amd
TNV EUMIGTEVLTIKOTITA, TNV OKEPOULOTNTA Kot TV SBECIUOTNTO TANPOPOPIDY
KOl ETKOVOVIDV.

Beltiotonoinon g a&lomoinong g TANPoeOPLIKNG VITOSOUNE TOV.

o Zouudpemon LE TIG AmoLTAoELS TV amoppéovy arnd v EAAnvikr Nopobeoi-
a.

o [lpoctacio g enévovomng TOv GLVETAYETAL 1 OVATTTLEN Kot AgLTovpyic Tov
L.

H moltikn acpddeiag mov mpémel va akolovdnbei amd kdbe exkmaidevtikd idpoupa Tov
ookevel to Orloxhnpopévo Xovomua Awayeipiong Hiektpovikov Mabnudrtov
«Open eClassy, mpénetl vo KOAVTTEL TIG 0KOAOLOES KATYOPiES AMOITCE®Y ACQUAEL-
ag: Zytiuato.  llpoowmixod, Aayeipion Ylikov koir Aoyiouixov, @voikn Acopdleia,
Zouuoppwon ue Nouikes Ymoypewoeig, Eleyyoc llpooPaonc ora Inpopopiaxd Xv-
otijuoto, Zyéoro Xvveyns Asitovpyiag, Aiadikaoics Awoyeipions e Holitikig Aopd-
Aetag, Opyovotixy Ao (Kapoda, 2004).

3.1 Poior kou Yroypewaeis Ilpocwmikod

3.1.1 Moyeiprotng Aopdlerag

Awopodrilel 6Tt 0da ta cvothpata «IT» mov ypnoonotodviar Exovv a&lorloynOel
deOVIMG Yo T1 CUUUOPO®MOT HE TIG aPYEG OGPAAELNG KOl TPOCTATEVOVTIOL OO TNV
TOALTIKT 0CQAAELOG.

[MopaxkoAiovBel T Thpnon TV VOU®V, Yol TH TPOSTAGIO dESOUEVOV TPOCMOTIKOD Y0l
POKTAPO KO SLACPUMUEEL TN PLGIKT AGPAAELD TOV VTOAOYICTMV KOl TOV GYEOLUGLOV
EMYELPNOLOKNG CLVEYELNG.
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Eivon vevfuvog yio v mopoarapn 6lov Tov oitioeny yio Ty tpdcsfacn TV vwo-
KEWEVOV OTA OEOOUEVA TOVE TOL OLATNPOVVTAL, EAEYYEL TIG SLUOIKAGIEG OAOKANPMONG
QUTAOV TOV 0ITNoE®V, EEAGPAAILEL OTL 01 TANPOPOPIES TOV TAPEXOVTOL VIOl TOV EVTO-
ToUO TV dedOUEVOV Elval ETAPKNG KOl SLOCQUAEL TN KOWVOTOINGT T®V GYETIKMV
TANPOPOPLDY GTOVS OUTOVVTEG EVIOC CLUYKEKPILEVOL YPOVIKOD dLOGTHLATOS (TO 0Toio
mpémel va kabopiotel).

Eivon vevBuvog yia ) dtacspdiion 6t ot epyaldpevol givar EVIEPOL Y10 TIC OTOLTY]-
GELG NG TPOGTAGING OEB0UEVMV TPOCOTIKOD YAPUKTHPO.

Arotnpel TIG EPApPLOYES KoL TO «Sitesy) EVIUEPMUEVAL

3.1.2 YrevOvvog Aopilerog
Eotiaet evtog tov opyaviopov og 6Aa ta Oépata aopdieiag «ITy.

TTaporappdver kot egetdlel Tic ekBéoelg yia meplotatikd acedietag «IT», mpoPaivet
oTIG KOTAAANAEG Tpadelg kot draPipdalet Tic exkBécelg otov vevbuvo «IT».

[Mopéyel evepyd porlo otn dnuovpyia kol EQapUoy S10d1KAGIOV TOV CPOPOVY TNV
«IT» acpdieln Kot Ty gvaicOntomoinem tov epyalopévev oe BEpaTa acPAAELNG.
3.1.3 Xpnoteg

Yroypeohvtal vo. TPovV TNV TOALTIKT AGQAAELOG.

Yroypeohvtal vo. GUUUOPP®VOVTOL LLE TN Vopobeaia.

Ewomolovv dueca 1o dloyeplot ac@Ireloe | ToV vIeLOLVO ACPAAELNG OV Ol0TL-
GTMCOVV KATO10 TEPIOTATIKO OLGPAAELNGC.

Evnuepdvovv dupecsa tov vrevduvo «IT» yio 0mo100MmoTe TEPIGTATIKO GYETIKO UE TNV
TPOGTACIO OEOOUEVMV TPOGHOTIKOD YOPAKTHPA.

3.2 Awayeipion Yoo kar Aoyicuikov

3.2.1 Eleyyog lov

Koavéva apyeio and dwokéta, CD/DVD f USB dev mpénet va petapepbel oe 0mo1oomn-
ToTE GUGTNHO OV Oev Exel ereyyDel amod to Tuqua «IT».

Awokétec, CD/DVD 11 USB mov ypnoiiomolovvTal yio Ty amocTOAN apyeiov o€ eEm-
TEPIKOVE ¥PNOTEG UTOPOVV Vo EAeyyB0VV Yia 100¢ TTptv omootaABovy. Av amotteiton
tote 10 TUN A «IT» glvon appodio yia tov Ereyyo.

OMot ot servers kol Ol TPOCMOTIKOL VITOAOYIOTEG TPEMEL VO EXOVV EYKOTECTNUEVO
«antivirus».
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Otav aviyvevbei évag 10¢ T0TE TPEMEL VO evnuep@veTaL dpeca to Tunua «IT» mov Ba
TPOooTaONGEL Vo, «KabBapicew, Vo EmOVOQEPEL TOV VTOAOYLOTH] KOl VO, EVILEPDGEL TO
«antivirus».

3.2.2 lpooracio Yiikod (hardware) aro klomn

To «server room» mpénetl va, eivar Khewdmuévo cuvéyeto. H tpocPacn oe avtd eivar
TEPLOPICUEVT] KOl EQOGOV amarteitan mpdoPacn TOTE vt Yivetor Lo v emifhleym
appodtov amd to Tunpa «ITy.

[Ipénel va datnpeiton Eva apyeio pe 1o «hardware» kot To 010G ivor vrevOvvVog Yo
avTtd.

Agv empémeton n petakivnon «hardware» yopic v €ykpion tov vrevbovvov «1T»,
€KTOC OO TOVG (POPNTOVG VITOAOYIGTEG, Y10 TOLG 0T0ioVg givarl vTevBLVOL Ol YPNOTEG
TOVG,.

INa «hardware» mov Ppioketol oe PEPOC OV givol TPOTO 1 TEPIEXEL OEGOUEVO TPOCH-
KOV YOPOKTAPO TPETEL VAL YIVETAL ¥PNOT HETPOV PUGIKNG 0CPAAELNG OTWOC KAEId®-
LLaL TTOPTADV.

3.2.3 llpootooio Yiikod amd ®opd Aoyw Atvynuotog

[Ipémel va yiveton TPOGEKTIKY XPTOT PAYNTAOV KOl TOT®V Kovtd og «hardwarey. [lotd
Ko QOyNTa OEV EMTPEMOVTIOL GTO «SEIVET room.

H 0éom 6Aov tov «hardware» mpémel va givol cOUP®VN UE TO TPOTLTIA VYELNG Kot o
COALELONG CUUTEPIAOUPOVOUEVIC Kol TNG oTABEPOTNTOC TOV YPAPEIDV KOl TV EAED-
Oepov Kodmdiov.

‘O)Lotl o1 TPooOMIKOL VTOAOYIOTEG KOl EKTUMWTEG TPEMEL VAL ELVAL ATEVEPYOTOINUEVOL
OTOV OEV YPNCLLOTOLOVVTOL Y10 TOPUTETAUEVES TEPLOGOVG, OGS TN VOYTO 1 TO caffo-
ToKOpLaKa, EEAPEITOL O Pactkdg EEOMAMGUOG TOV «Server Toomy.

Moayvntika péca dev mpémnel va tomrofetovvial HimAa o eKTUTOTEG AEILEP, POTOTLTL-
KO unyovnpoto 1 TRAEEVe, eneldn pmopel va tpokindel pBopd twv amodnkevuévaov
dedopévav.

Awokéteg, CD/DVD, USB mpénet va To0tomolohvtol Kol Vo QLAGGGOVTOL GE KOLTLA N
ypopeio pe KAEWOOPLAL.

Agv mpénel vo epumodilovTal ol 0EPUy®YOl TV VTOAOYICTMV.

3.2.4 Ilpooraoio twv Aedouévav arno BAafn Yiikov (hardware)

Avtiypapo ac@orelag T@V dEdOUEVOV KOl TOV TPOYPOLUAT®Y TOV GUGTNLOTOS, TPE-
mel va Aapavoviol og taktikn Bdor, ommg Kabopiletar and tov vrevduvo Tov TAN-
POPOPLIKOL GLGTYLLOTOG.
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To dedopéva, dev TPEMEL VO KPATOOVTOL GE TOMIKO EMIMESO GTOVG VITOAOYIGTES, KAOMDC
oVTO OV TEPIMOUPAVETOL GTIV CVTOUATN VOYXTEPIVT SNUIOLPYIL aVTIYPAO®V ac(a-
Agtog Tov e&umnpetntdy Tov diktvov. Ta dedopéva TPEMEL Vo, amodnKevovTol GE Qa-
KEAOVG GTOVG EELANPETNTES TOL OIKTVOV.

To avtiypago ac@aleiog TPETEL VO PUAACCOVTOL LE AGPAAELD EKTOC TOV YDPOV TOV
KEVTPLKOD «Server.

Ot d1d1kacieg avaKTOoNG TOV OEdOUEVOV A0 TO, AVTIYPUPO ACQUAEINC TPETEL Vi
eAEyyovTaL o€ TOKTIKN Paom, dnwg kabopiletal amd Tovg VITEHHVVOLE GLVTIPNONE TOV
TANPOPOPLOKOV GLGTHUATOC.

3.2.5 Ilpooraoio twv Aedouévav arno un Eéovaiodotnuévny llpocfaon

Ipénet va epapudloviar Ereyyotl TV KoOKOV. Ot kwdikol tpdoPacnc mpémet va. gi-
VOl TOVAGYLOTOV TEVTIE YOPUKTIPES, VO TEPIAAUPAVOVY YPAUULOTE Kol aplBovs, vo
glvar SlopOoPETIKOL Ad CTOVE TOL £YOVV NON YpPMNoIoTondel, va £xovv dnuovpyn-
Oeil amd Tovg YpnoTes.

Ot kmodkoi mpdcPaonc mpémet va aALalovv TovAdylotov pia opd kdbe capdvto -
pEG.

Ot AemTOUEPELEC Y10 TOVG KMOKOVE TPOGPAoNG KATAYPAPOVTOL OO TOLG LTEVOBVVOLG
TOV TANPOPOPLOKOD GUGTHUATOG KOl SALTNPOVVTOL GE OCPUAES HEPOG.

Ot avagopéc mov mepLEyovy gvaictnteg TANPoPopies KAl o1 omoieg amatteital va, do-
tefovv mpémel PeTd TN ¥pNon va TomoheTobvToL GE E10TKOVG KADOLS Y10, KOTOTEUOLYL-
GLO.

To avtiypoaea acporeiog Kot o avTiypapa Tmv dedoUEVOV TPEMEL VO, amodnKevoVTL
UE ACPAAELN EKTOG TOV YMPOL TOV KEVTPLKOD «SErver.

Ola Ta uéca omobnKeLoNG, GVUTEPILAUPAVOUEV®Y TOV AVILYPAP®OY ACQUAEING TPE-
TEL VOL £YOVV 1OLAITEPT] ONLLOVGT] Y10 VO, ATOPEVYOEL OTOL0ONTTOTE GVYYVOT MG TPOC TO
mEPLEYOUEVO TOVC.

3.2.6 Eleyyog Aoyiouikod

‘OLo 10 LOYIGLIKO TPETEL VA, AyopacTel LEG® ToLv TUNaTog «IT» Ko dev mpémet va.
gyKataotadel Kavéva AOYIGHIKO GUUTEPIAAUPOVOUEVOD AOYICUIKOD YWpiG ddElo amd
to tunpa «IT».

[Ipémel va dratnpeiton untpmo (register) Tov AoyIGUIK®V and Tovg vrevduvoug «ITy.

To hoyopkd dev eMITPENETAL VO AVTLYPAPETAL, OEOOUEVOL OTL aVTH cLVIGTH ToPaPi-
00N TOV SIKAIWUATOV TVEVUUTIKNG 1O10KTNG10G Kol ™G €K ToOTOL €ivan Tapdvopo —
eKTOC av EYEL PNTA EMLTPOTEL OO TNV AOELDL YPTIONG, M OTOl0 TEPIAAUPAVEL TNV EYKO-
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TdoTAoT TOL AoYIGHKOV antd éva oet diokwv(CDs) endvm o€ kdmolo apBpd vToio-
YIOTMV.

O)ot o1 diokol Tov TEPIAAUPAVOVY TO AOYIGUIKO TOV GLGTHLOTOC TPEMEL VAL GLAAGC-
covtal ue aceiieto oto «IT» «server room». AVTA lval To LOVO, ATOOEIKTIKA GTOL-
yelo ylo T vopun adeto ypnomng Tov AoYIoHKoD, Kol umopel vo amaitndel va mopov-
GlOOTOVV ¢ amodelkTikd atotyeia oty Apyn [pootaciog [Tvevpatikdv Aoiwpd-
TOV.

3.3 Ilpocrtacio Ilpocwmkny Acdouévaoy

O opyaviopog £xel TNV vIOYPE®ON va Tnpel Tig dtatdéelg Tov vopov 2472/1997, yuw
TNV TPOCTOGIK TOV ATOHOV OO TNV ENEEEPYACIN OESOUEVOV TPOSMITIKOV YOPUKTTPA.

To avBpodmvo duvapukod €xel 10 dtKoimpa 6efAcHOD TG WOOTIKAG TOL (®NG KAl GL-
VEMMG TPOGOOKE OTL 01 TANPOPOPIES TOVL TO APOPOVV TPEMEL VO AVTILETMOTILOVTOL MG
EUTIGTEVTIKEG,

‘O)ot o1 epyaldpevol katl eEOTEPIKOL GLVEPYATEG TOV OPYUVIGLOL EXOVV EVVOLO Kab1-
KOV HEPLLVAG Y10, TV TPOCTUGIN TOV TPOCSHOTIKAOV TANPOPOPIDV.

Olo To TUAOTO/LLOVASEG TOV OPYOVIGHOD, TPETEL VO, EYOVV U10. EVEPYO TOALTIKY| V10!
TNV EVNUEPMOOT] TOV VITOKEIUEVOV GYETIKA UE TO €100 TOV JEOOUEVAOV KL TOV GKO-
OV Y10 TOVG OTTOTI0VE AVTEC Ol TANPOPOPIES, GLAAEYOVTOL.

Alodwosiec (ALTOROTOTOMUEVES 1 U1)) Yoo TV amobnKevor, didabeon Kot YEPLGHO
TOV TANPOPOPLDV, TPEMEL VO TPOGTATEVOVY TNV UMoTELTIKOTNTA. [Ipémel va AneOei
UEPLLLVOL Y10 TNV OTOPLYN TNG aKoVGLG TOPaiocne TG EUMIGTOGOVNC.

H rmoapafioon g epumotevticotrag ivor va coPapd (o mov pwopei va odnyn-
o€l 6€ TEWDOPYIKEG KOPDGELS.

Oleg o1 outnoelg yroo Ay dedopévav mpénetl va dafifalovtar otov vaevbuvo tov
TANPOPOPLOKOV GLGTAUATOC 1] TOV LIEVLOLVO Y1 TV TPOCTUGIO TOV OEOOUEVMV.

3.4 Ilpocracia ané Awouoxpoousvy llpocfaocny

3.4.1 Aovpuary mpochaon

Onov vrdpyel amopuaKpLGHEVT TPOGPACT) TOV SIKTVOV UECH UCVPUOTOV CLUVOEGEMV
T0 dikTVO TTPEMeL vo, puBUIoTEL DoTE Va un dtapnpilel Tnv Hrapén Tov, 1 1YY TOL O1-
ueiov wpdoPaonc TpEmeL va OPIoTEL 6T YOUNAOTEPT TIUN, 7OV dtocPaAileTal 1 A€l-
Tovpyia Tov, va ypnoponoteitor 10 «KWPA2» og TpOTLTO ACPAAELOG TG GVVOESTC.
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3.4.2 Aopoaiig mpoofaon uéow VPN

H npécPacn tov SiktdOov 0md OmOUAKPLGHEVOLS ¥PNOTEG TPEMEL Vo, YiveTol POVO
péow «IPSec VPN» 11 «SSL VPN» cuvdéoelg. Avtd kpivetol amapaitnTo yio Ty o-
GQAA GUVOEGT TNG OTOUOKPVOUEVIG GUGKELNG LE TO OIKTVO.

3.4.3 IlpoAnyn omo vy ammAeio, 0edouEVwy

‘O)Lot o1 popnTol VTOAOYIOTEG TPEMEL VO £Y0VV TIG aKOAOVOEC puBLicElg aoEAAELNG Vi
TNV OTOPLYT TG KAOTNG SESOUEVDV.

e Olo ta dedopéva, TOL OPYOVIGLOD GTO POPNTO VTOAOYLOTH TPEMEL VO Eivar
KPLITOYPOPNIEVO YPTCLLOTOIDOVTAG TO KATAAANAO AOYIGUKO KPLTTOYPAPT)-
ong.

o o EMTPEMETAL ATOUAKPVCUEVT] TPOGPOCT) OE EUTIGTEVTIKG EYYPAPA TOV Op-
YOVIGUOD, O)L OU®S 1| ANYT 0VTOV.

3.4.4 Ilpootaoio amouaxpoouEVWY GOOKEDWDV

T v amo@uyn Kivobvemy Tov S1IKTHOV TOV OPYOVIGLOD TTPENEL VO, €YKATOOTOOEL Ao-
YIGKO 00QOAEING OTIC CLOKEVEG.

o  Aoywoukd «firewally mpénel va eykatoctabel GTIC GUOKEVEG Y10, ATOPLYN
KIvduvoV «trojansy kot «back doory.

o To loyiouikd «antivirus» mpémel vo, puOUGTEl £T01 OGTE VA TPAYILATOTOLEITOL
OVTOUATN ANYN EVILEPDCEWDV.

3.4.5 AvBevmroroinon

H avbBevtikomoinon @V OmOUOKPUOUEVEOV GUGKELVMY TOV GUVOEOVTOL GTO OIKTVO,
TPEMEL VAL YIVEL LE TN YPT|OT] YNPLUKDV TIGTOTOTIKADV.

3.5 Xyéoro Lovéons Asitovpyiag

H moAttikn aocpdieiog mpémetl vo, mepAaufBavel 0dnyieg Tov a@opodV TIG ATUUTOVUEVES
EVEPYEIEG LETA TNV TPAYLOTOTOINGT] EVOC CNUOVTIKOD TEPIOTATIKOV Tapafiaong g
0oQAAELNG, MOGTE OL AEITOVPYIEC TOL OPYAVIoCUOD Vo e£0KOAOVONGOVY VO TPAYLLOTO-
TOL0VVTOUL UE KATOL0VE EVOALAKTIKODG TPOTOVG, MG OTOV OVTIUETOTIOTEL TO TPOPAN-
Lo 0CQAAELNG TOV TANPOPOPLOKOD GUGTHLTOS. ['a Tapddetypa TPEREL va, VITAPYEL
epedpkdg «Web Servery.

3.6 dradkaoics Awayeipions g lolitiky Acpdiciag

‘Eva onpovtikd KopUATL TG TOATIKNG ac@AAElng Teptypdpel Kot mpocdlopilel Tig
AOUTEC OPOCTNPLOTNTEG OV TPEMEL VO GLVOOEVOLV TNV EPAPLOYN TNG, DOTE Vo givol
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OTOTEAECUATIKN 1 S10YEIPIOT TNG AGPAAELNG TOV TANPOPOPLOKOD GLUGTHHOTOS. AVTEG
o1 ddkacieg meptlappdvovy:

o Tnv alioloynon kor avobewpnon e molitikns. H moltik ac@dielo Tpémet
va alohoyeital kot vo avabempeital, T060 MG TPOG TO TEPIEXOUEVO OGO KoL
®G TPOG T1G NUSKAGIES EQPAPLLOYNG TNG.

o Tov éeyyo Kol T oOUUOPPWON UE THV TOMTIKY OOPOAEIOS. XTNV TOALTIKY O~
opdielag mpénel va kaBopilovtor ot dadikacieg pe Ti omoieg eAEyyeTon
(auditing) 1 €QoPUOYN TNG TOAMTIKNG OO TOVG YPNOTEC TOV TATNPOPOPLOKOD
GLGTHIOTOC, KABMG Kol Ot S1001KaGIEG Y10 TO YEPICUO TV TEPICTATIKAOV UN
GUUUOPPMOOTNG LUE OVTY.

4. Aviyveven Evrmaleidv oto IAnpopopraxé 2ictnua «Open
eClass»

H aviyvevon gumabeidv og Eva TANPoQOPLaKd GUGTNUO ATOTEAEL £VOL 1OYLPO KOl OTO-
TeEAECUATIKO epYaAEio evavTiov OAwV 6cwv BEAoVY va To BAdyouv.

IMa mv aviyvevon evmabeidv 610 TANpopoplokd cvotnua «Open eClassy wov @uio-
Eeveltal amd TO EKACTOTE EKTOOEVTIKO 1OpLU, OTNV apyn O «pentester» CLAAEYEL
0ogg dnuocto dabéatueg TANpoEopieg elval dSuVATOV VO EVIOTIGTOVV GYETIKA LE TO
010Y0, LECM TNG 10TocEAdOG «neteraft.comy». Ztnv gwdvo 1 mapovoidlovtal Ta omo-
TeAéo OO avalnTNong TANPOPOPIOY amd To «netcraft.com» yia to 6ToYO0.

_METCRAFT
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Domain Mamesery, or

1P sdidress DN adimin
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Hosting cowntry 0 02
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Netblook owser 1P e s Wels server Last seen

xtension Support

Eiwova 1. «netcraft»
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2TV ovvEYEL, 0 «pentester» yio va Bpel TEPIOCOTEPEG TANPOPOPIES V1oL TO AEITOVP-
YIKO cOGTNLA XPNOHOTOLEL TNV EPapOYN «Zenmap» (ekova 2).

Zenmap |
Scan Tools FProfde Help

Targer: 83 ~ | Profile: |Intense scan, all TCP ports | |Scan
Command: |nmap -p 1-65535 -T4 -4 -v 83
Hosts | Setvces Mmap Dutput | Ports / Hosts  Topology Host Detsls Scans

Calinas nmap -p 1-65535 -T4 A -v 83 s Detals
BB svn stealth Scan Tining
SYN Stealth Scan iming:

Filter Hosts

Eiwxova 2. «Zenmap»

Koatomw, yio Adyovg ekmaidevTikovg Kal acpaieiog 1 aviyvevon evmadeidv cuveyile-
Tol og ewoviko TepPdiiov. O «pentester» eykabioTd To AEITOVPYIKE GLOTHLOTO
«Kali Linux» kot «CentOS 6.5» oT0 TponyHévo AOYIOUIKO EIKOVIKNG HNYOVAG
«VMware Workstation», cg nepipdiiov Windows. Emiong, eykabiotd v epapuoyn
«OpenVAS» oto Aettovpywcd ocvotnuo «Kali Linux» kobhg kot to Aoyiopucd
MySQL 5.5.x, Apache HTTP Server 2.2.x, PHP 5.5.x kot phpMyAdmin 4.2.x cto
Aertovpyikd ovotnua «CentOS 6.5». Téhog, eykabiotd 10 Aoyioukd «Open eClass
2.10», 010 Aettovpykod cvotnua «CentOS 6.5».

Apéomg petd, o «pentester» copmvel 10 otdyo (Open eClass) pe v epappoyn
«OpenVAS» (ewova 3).
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Ewxova 3. Zapwon tov Aoyioirot « Open eClassy ue v Epopuoyn « OpenVAS»

Metd v cdpmon, evtomilovior gumdbelec VYNANG, LECTG KoLl YOUNANG EMKLVOLVO-
rag. Ot evmdbeleg, HEGNC Kot YOUNANG ETKIVOLVOTNTOG OV TOpoLGlalovV 1d1aitepo
EVOLIPEPOV. Zov DYNAOD KIvdOuVoL TpaTotnTa T0 «OpenVASY avaeépel tnv mibavo-
mta evndbelog oe embéoeig «http TRACE XSS attacky». ITwo ovykekpiuéva 1o
«OpenVASy» avagépel 0TL, 0 QmOLOKPUGUEVOG «server» vmootnpilel Tig pebodovg
«TRACE» 1y/xar «TRACK».

O1 «servers» 1ov vwootnpilovy avtég Tig pedddovg, veioToavTol «cross-site-scripting»
(XSS) embéceic 6tav cvvdvdlovtar Kot pe GAAEG advvapiec Tov euiiopetpntdv. Ot
embéoelg ovtéc ovopdlovtar «cross-site-tracing» (XST) embéoeic. Xtig «XST» emt-
0éo¢elc, o eloforéag ekpeTOAAEDETOL TO YEYOVOC OTL O OMOUOKPVGUEVOG «SErVer» VIo-
ompilel tic uebddovg «TRACE» /o «TRACKY, 161 dote va Egyehdogl Tovg vo-
ULHOVG XPTNOTEC, LUE OKOTO aTOl Vo TOL SMGOLV Ta SLOMIGTEVTIPLE TOVG.

H Abomn mov mpoteiveton givor va amevepyomombovv ot mopandve pébodor pe v
TPochNKN TV akdrovbwv ypoupny og kKabe «virtual host» 6to apyeio dtupdpemwong:

RewriteEngine on
RewriteCond %{REQUEST_METHOD} NTRACE|TRACK)
RewriteRule .* - [F]

5. 2vunepacuara

H ocvuvelspopd tov apBpov £ykertar 6To va avadei&el TNV 6TovdaidTNTA TG TOALTIKNG
0oQAAELNG KOOMG KoL TNV £YKalpn aviyvevon evmabeidv og €va TANPOPOPLOKd GO-
GTNHA.
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H moltuc acpddreiag e Eva TANPoQoplakd cOGTNUE amoTeAel TOo Pactkd epyoleio
Yo TN SLYEIPION TS ACPAAELNG TOV. XTIV TOATIKNY ac@dielog Kabopilovtatl ot 6To-
YOl TNG ACPAAELNG KOOMG KOl O TPOTOG LE TOV 01010 01 6TOYO01 avTol B vAoToINBoVV.
Boowod ocvotatikd otoyeio Kabe mOMTIKNG 0CQALENG TATPOPOPLOKOD GLUGTIHOTOG
glvol 1 mEPLYpoen TOV KOvOVmV Kol TOV S0OIKOCIHV oL TPETEL VO okolovBovvtal
Y0 TNV TPOGTAGIN T®V TANPOPOPLIK®Y CLGTNUAT®VY, KAONDC Kol 0 KaBOPIGHOS TV
GUYKEKPIUEVOV POA®V KOl OPHOSIOTHTOV TOL OTALTOVVIOL Y10 TNV LDAOTOINCT TNg
TOMTIKNG ac@dAelag. H epappoyn Hiog moMTIKNAG 0GPAAELNG GE EVOV OpYAVICUO EXEL
OECUEVTIKO YOPOKTAPO. VIO OAQ TA, LEAT]) TOV OPYAVIGLOD.

Eniong, n aviyvevon sumobeidv o £va TANPOQOPLOKO GUGTNLO ATOTELEL Eva 1GYVPO
KOl OTOTELECLOTIKO EpYOLEi0 gvovTiov OAwV Ocwv BEAovv va To PAdwouv. H mpo-
otacio Tov VIO €EETAON TANPOPOPLOKOD GVOTHUATOS KAl 1 SIUGQAMGT TOV BACIKOV
apYDV ACPAAELOG TOV EKGGTOTE OPYOVIGHOD, O OTOI0G KATEXEL TO €V AOY® CUGTNLO
poKkvTTEL pE TNV néBodo «Penetration Testingy.
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Abstract
This article describes the security policy to be followed by every educational institution that
hosts the Integrated Course Management System "Open eClass". Furthermore, in this article,
the types of the security attacks, in which the information system "Open eClass" is vulnerable,
are presented and ways to encounter such attacks are also suggested.

Keywords: security policy, Open eClass, security attacks, ways to encounter security attacks.



